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ABSTRACT

While The passwords that combined with characters and numbers are easy to memorize and use, they have low complexity.
Therefore they can easily be revealed by the shoulder-surfing attack when they are inputted through the input devices such like
keyboard. To overcome these problems, many new authentication schemes, which change the user secret different form or let
users input their secrets through the more complex manners, have been suggested, but it is still hard to find the balanced point
between usability and security. S3PAS is one of well-known schemes which had both usability and security against
shoulder-surfing attack. However, this scheme was not considered about intersection attack that the attacker tried to pass the
authentication system after observing several authentication sessions. In this paper, we consider the security problem of S3PAS;
what the attacker can do when he can observe the authentication sessions in several times. We confirm it through user study
and experiments. And also we consider the alternative that overcomes the problem.

Keywords: Password Authentication, Alternative Password, Shoulder-surfing Resistance
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