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ABSTRACT

In this paper, we present a security tool which called Digital Legal Seal. The Digital Legal Seal scans a barcode on a paper
and print it with the tag generated by Hash-based Message Authentication Code(HMAC) in text format on a display device. The
result of HMAC can be used for user authentication or secure message transmission on both online and offline. We examine not
only how the Digital Legal Seal can make up the weak points of security card and OTP (One Time Password), but also the
possibility of reducing the forgery of promissory note on offline.

Keywords: Authentication Protocol, Hash-based Message Authentication Code, Digital Legal Seal, Online Banking,
Promissory Note
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Fig. 1. The principles of TCRT5000. The
TCRT5000 classifies the black and white by
detecting reflection of infrared rays
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Fig. 2. The security card used in online
banking
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Fig. 3. The OTP generator used in online
banking
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Line check cells
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Fig. 5. Example of barcode consists of Line
check cells and Data cells also user can scan
this barcode lengthwise by using digital legal
seal
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Fig. 6. Start/end signals for scanning
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Fig. 7. Setup of our digital legal seal

H3siar, o] & HMACS| gizoz whol gl &
23k}

oxe <z Fig. 7.9 1602 LCDe}F 2 ¢
2Fdo] AxE 7MAH, dole 2] FEEW
HMACS] ®l2s %3l Z2regle] rjxd
A7 9V g E| 24 e ALE THFUES A5
o] e 2= 3%l =3 Fig. 8.3 3]
olzd ks o] &d oF-& A thRr] A Azt
st

Fig. 8.9] $= A& 8719 TCRT5000 AlA
7F A" Bgs BHAFE M 5 A= HE
ANET} f2A 2zt 9% FoEa] nfzse] b
olEl7} MAH S el IAF 4 U=F shdch

gtk 8709] TCRT5000 Alx7F Ld"h& o} 9f
oA AMEAPL vlEelRl e wiEEg 20
9 7P 5 AlME= delelr) WA=tk Q14
Ak, AA A A ES ofF] o)A wolElE
s 7497 HAE = olek ol#d ARE ~

Fig. 8.3} o] Ax & x| ezn -84}

o[y o

Fig. 8. Real setup of our digital legal seal
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Jelse {
ERROR();

}

Fig. 13. The process of online banking transfer
using digital legal seal

Fig. 14. The applying of digital legal seal on
online banking
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