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trollable linkability. A valid signer is able to create signatures that hide his or her identity as
normal group signatures but can be anonymously linked regardless of changes to the mem-

Ié?(; 'I/vargsg"na ture bership status of the signer and without exposure of the history of the joining and revoca-
Anonymity tion. From signatures, only linkage information can be disclosed, with a special linking key.
Traceability Using this controllable linkability and the controllable anonymity of a group signature,
Non-frameability anonymity may be flexibly or elaborately controlled according to a desired level. To begin
Linkability construction of our scheme, we first introduce the Decision Linear Combination (DLC)
Join assumption in a so-called gap Diffie-Hellman group where the DDH problem is tractable

but the CDH problem is hard, and we prove that this assumption can be guaranteed in gen-
eric bilinear groups. To identify security requirements more precisely, we formally present
definitions of anonymity, traceability, non-frameabilty, and linkability. We then prove that
our scheme achieves all these security properties in the random oracle model. Our scheme
supporting controllable linkability yields a short signature that is only 33.3% longer than
the best-known normal group signature. Furthermore, we show that our scheme is compa-
rable to the group signature scheme in terms of the amount of computation for basic oper-
ations such as signing, verification, and the key update caused by revocation. Finally, using
the linkability for dynamic membership, computation overhead in opening signer’s iden-
tity can be significantly reduced or minimized.

© 2012 Elsevier Inc. All rights reserved.

1. Introduction

As various information communication technologies have been developed and deployed for real applications, it has be-
come easier to collect and distribute a large amount of user information. Obviously, there are potential dangers associated
with the high volume collection and distribution of user information, such as sensitive user information being unexpectedly
collected and intentionally abused. To avoid such hazards in the face of the proliferation of user information, proper cryp-
tographic mechanisms for protecting user privacy should be constructed.

Among cryptographic primitives for privacy, a group signature (GS) scheme has recently attracted increasing attention as
a promising tool [6,30]. In contrast to conventional digital signature schemes where a signer can be publicly identified, a GS
scheme allows a member to anonymously sign a message on behalf of a group without revealing his identity. A GS scheme
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provides a kind of controllable anonymity such that a signer can be disclosed from his signature under a master opening key
that is secretly managed by a trusted authority. On the one hand, this feature imposes responsibility on the signer and thus
prevents malicious behaviors, and on the other hand, it provides the appropriate confirmation for a signer when benefits are
acquired, or as otherwise necessary.

However, in the model of a normal group signature, anonymity has been coarsely treated by hiding and revealing only
identities. This treatment of anonymity seems excessively simplified and may not be suitable for diverse privacy applica-
tions. For example, consider that anonymity is applied to real world applications such as data mining, mileage services,
and personalized services. A verifier or a service provider needs individual statistics on transactions, such as a consumer’s
buying pattern that are based on the “linkability” of the transactions, while preserving anonymity. Meanwhile, a signer
may want to provide a specific verifier or a service provider with linking capability, while his signatures remain unlinked
to other verifiers. As the controllable anonymity, the linkability also must be able to be controlled. In the conventional group
signature schemes, verifiers are able to have this linkability by querying two signatures to an Opener who responds only to
privileged verifiers. This imposes severe burden on the Opener.

Although linkability can be easily realized by using a pseudonym instead of a real identity in a public key certificate and by
establishing an Opener to manage the association between a pseudonym and a real identity [29], this simple approach has
some drawbacks. First of all, in the pseudonym system that has a single pseudonym and a single secret key, a user cannot avoid
being linked by anyone who obtains his signatures. The disclosure of linkage information cannot be controlled either by the user
or by an authority. Sometimes, a user or an authority might want to designate verifiers who have the right to link signatures. On
the other hand, in the pseudonym system that has onetime pseudonym, where fresh pseudonym is used whenever a signer
makes a signature, the problem of being linked by anyone is resolved, but it gives too much burden to pseudonym issuer for
checking linkability. Furthermore, a signer must be issued a fresh pseudonym whenever he is about to generate a signature.
Even if the signature is encrypted with some specific verifier's public key, the verifier can transfer the decrypted signatures
to others who can see the linkability of signatures in an obvious way. Another drawback s that it is necessary to trust the Opener,
and there is no way to validate whether the identity revealed by the Opener is really the owner of the pseudonym. In addition,
when the linkability is required even after repeated joining and revocation, a verifier can find the history of membership status
by keeping a list of revoked public key certificates of a pseudonym. This situation is undesirable for user privacy.

1.1. Our contributions

In order to resolve these problems, we consider a new useful property called controllable linkability (CL). Under this notion,
a signer can generate signatures that look random and so hide his or her identity properly as normal group signatures while
the signatures can be anonymously linked under a linking key secretly managed by a Linker. Since only linkage information
can be revealed from the signatures with the linking key, we can establish a fine-grained control on anonymity by adding
this CL to the controllable anonymity of a GS. A group signature supporting the CL is referred to here as a CL-GS. From a
signature, the corresponding signer’s identity can be revealed to an Opener who can access an “opening key.” Our scheme
provides an algorithm Judge for public validation of opening results. Thus, a validating entity of the opened identity does not
need to trust the Opener.

In this paper, we construct a CL-GS scheme for dynamic membership which achieves the “efficient” CL. Our scheme
achieves CL regardless of changes to the membership status of the signer and without exposure of the history of joining
and revocation. By giving linking keys to designated Linkers, Opener’s linking tasks can be distributed into the Linkers.

Owing to our trapdoor based approach to anonymity and also linkability, we can overcome all the drawbacks of the pseu-
donym system mentioned above. In our scheme the linkage information for signatures cannot be transferred to others with-
out the Linker revealing the linking key, which the Linker is most unlikely to do. The exposure problem of membership status
history can be solved in our scheme, because a user’s secret key to be revoked and published is independent of the signer’s
linkage information.

To Linker, our scheme provides the same level of anonymity of the pseudonym-based schemes, because it can see the
linkage information. Thus, we should assume that the verifier is not able to obtain any signature of which signer is known.
Practically, this assumption is plausible considering that a user registers to a service provider anonymously from the begin-
ning and she/he will use another link index (a kind of a pseudonym) in other service providers. The assumption is required
also in pseudonym-based anonymous schemes. We stress, however, that to other than Linkers, our scheme provides stronger
notion of anonymity than pseudonym-based schemes. Thus, our scheme can be regarded as a group signature scheme that
efficiently and effectively implements an encrypted pseudonym for Linker, while not losing properties of the normal group
signature scheme to others.

To capture the notion of CL more precisely, we present a formal definition of this security notion. Essentially, it should be
guaranteed that a linking key cannot be used to open identities. This requirement is necessary to distinguish between the
Opener and the Linker roles. In addition, it is required that an adversary should be unable to generate two signatures such
that identities recovered from the signatures are the same but are proven to be “unlinked,” or such that identities recovered
from the signatures are different but are proven to be “linked.” This requirement is critical to preventing an adversarial sign-
er or colluding (conspiring) signers from generating false information about linkage. To reflect the linking capability that is
possible through link queries, we slightly modified the security model of [9] to measure anonymity, traceability, non-frame-
ability, and CL.
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As a main building block for our construction, we introduce the Linear Combination Encryption (LCE) scheme that extends
the well-known Linear Encryption scheme [6]. To show that the LCE scheme is semantically secure, we introduce a new com-
putational problemin bilinear groups, called the Decision Linear Combination (DLC), and show that the difficulty of the problem
can be guaranteed in generic bilinear groups. We also introduce a modified q Strong Diffie-Hellman (q-SDH") problem which is
not easier than the original g Strong Diffie-Hellman problem [4,6]. In principle, our CL-GS scheme is based on a zero-knowledge
proof of knowledge of a valid g-SDH" instance and the equality of two discrete logarithms. We prove that our scheme achieves
all the security properties, i.e., anonymity, traceability, non-frameability, and CL, under the above assumptions.

Our CL-GS scheme works with any pairing map regardless of the type of the pairing map. Our scheme supporting CL
yields a short signature which is only 33.3% longer than the best-known GS of [6] in the literature. More concretely, if a pair-
ing map based on the MNT curve is used, where the order of a bilinear group associated with the pairing map is a 170-bit
prime and the size of the relative base field is 171 bits, then our signature length is about 2044 bits or 256 bytes. Signing
requires no pairing computation with pre-computation of parameters, and verifying requires a single pairing computation,
as is also the case for the BBS scheme. Interestingly, due to the linkability for dynamic membership, computation overhead
for opening can be significantly reduced or minimized, because the Opener can directly find a static signer’s index that is set
up for linkability. As shown in the comparison results that will be provided later, our scheme is comparable to [6] in terms of
the amount of computation for basic operations such as signing, verification, and key updates caused by revocation.

A CL-GS can be used for various kinds of anonymity applications including not only known systems such as Vehicle Safety
Communications (VSCs), Trusted Platform Modules (TPMs), and anonymous packet authentication for future internet sys-
tems, but also new kinds of services such as anonymously customized authentication (with a premium mileage service)
and privacy-preserving data mining. Also, if we apply our scheme so that a signer should have a linking key, then a group
signature scheme with a new functionality is established, where a signer is able to know whether a signature is belonged
to him/her or not later. More specific applications with this functionality will be further studied in the future work.

1.2. Related works

The concept of a GS was introduced in [18]. Since that revolutionary work, group signatures have attracted attention due
to their applicability in the various areas of privacy protection, and a number of GS schemes have been proposed
[37,2,16,14,13,17,6,31,8,9,19,11,7,8].

The GS scheme of [2] is the first practical and coalition-resistant solution. To treat a dynamic group, some research has
addressed efficient revocation problems [3,16]. The scheme in [10] provides a verifier-local revocation method where a ver-
ifier can check if a given signature has been generated by a revoked user. Formal definitions of security properties were well
presented in [8] for static groups and in [31,9] for dynamic groups. Ref. [31] considered concurrent joining, which enables
users to register simultaneously.

In [6], Boneh et al. proposed an efficient GS scheme that yields a short signature with bilinear pairings. The scheme was
proven secure under the strong Diffie-Hellman and Decisional Linear assumptions. They also informally presented methods
to achieve strong exculpability (or non-frameability) and revoke users by updating keys, realizing the revocation idea of [17].
Handling dynamic groups, [19] extended the BBS scheme to support concurrent joining and proved that the proposed
scheme achieves stronger anonymity against chosen ciphertext attacks under the XDH assumption, which seems too strong
in bilinear groups.

Recently, construction methods for a GS scheme without random oracles have been suggested [1,11,24,12,25]. As the GS
schemes in [11,12] employ a symmetric bilinear map on groups of composite order, the signature size is large. The scheme of
[1] does not achieve forward anonymity. The signature size in [24] is large for a practical deployment. In [25], a GS scheme is
proposed to address some drawbacks of [24]. However, the above GS schemes are not sufficient to handle dynamic groups,
particularly with revocation.

There have been other research efforts to design a more general framework of group signatures [15] and to utilize group
signatures for wireless environments such as vehicular ad hoc networks [26,38].

1.3. Organization

The remainder of this paper is organized as follows. We present a security model for a CL-GS scheme in Section 2. We
present cryptographic assumptions for the security of our scheme in Section 3 and an honest-verifier ZKPK protocol in Sec-
tion 4. Using this protocol we propose a dynamic CL-GS scheme and formally prove that it is secure in Section 5, and we
present efficient join and revocation methods in Section 6. We analyze the performance of our scheme in Section 7. Finally,
we conclude in Section 8.

2. Model

We present a security model for a CL-GS scheme. In this model we consider three main authorities, the Issuer, the Opener,
and the Linker, who have their independent privilege and a certain level of trust. The Issuer is an authority who manages and
updates a group public key gpk when revocation occurs, and also takes the responsibility of issuing a secret signing key
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usk([i] to a joining user by using the master issuing key mik. The Opener is an authority who can use the master opening key
mok to open a signature and generate a proof to reveal the corresponding signer. The Linker is an authority who can use the
master linking key mlk to “link” signatures, i.e., to discern whether those signatures are from the same user. Note that the
Opener can do all of the Linker’s tasks by recovering and comparing identities from signatures. In contrast, the Linker is only
allowed to confirm linkage information about signatures, not signers’ identities. A legal user can anonymously sign a mes-
sage using its signing key usk]i]. A verifier can confirm only the validity of a signature without knowledge of its correspond-

J.Y. Hwang et al. / Information Sciences 222 (2013) 761-778

Link(kj()7 ao, J\/fl, 0‘1)
If (My,00) € GSet or (M;,01) € GSet then return L;
Else return a bit b < Link(gpk, mik, My, 0, My, 01)

Fig. 1. Link oracle.

corT

Experiment Expgs’4 (k) for Correctness

(gpk, mik, mok, mik) + SetUp(1%); CU « (); HU « 0);
(i, M) « A(gpk : AddU(-), RReg(+));
If i ¢HU then return 0; If usk[i] = ¢ then return 0;
o < GSig(gpk, usk[i], M );
If GVf(gpk, M,0o) = 0, return 1;
(j,7) < Open(gpk, mok, REG, M, 0);
If ¢ # j then return 1;
If Judge(gpk, upk[i], M, o, 7) = 0 then return 1;
(2, Mo, j, My) < A(gpk : AddU(-), RReg(+));
if 4 = j, then
oo < GSig(gpk, usk][i], My); o1 < GSig(gpk, uskli], M;);
b « Link(gpk, mlk, My, oo, My, 01);
If b = 0 then return 1 else return 0;
Otherwise, i.e., i # j,
o0 < GSig(gpk, usk([i], My); o1 < GSig(gpk, uskl[j], M );
b < Link(gpk, mlk, My, 00, My, 01);
If b = 1 then return 1 else return 0

anon—>b

Experiment Expgs”y " (k) for Anonymity

(gpk, mik, mok, mlk) < SetUp(1%); CU < 0; HU <« 0; GSet « 0;
(i0, 41, M) < A(gpk, mik : SndToU, Link, WReg, USK, CrptU);

Ty, < Ch},(i07i1. A[),

d « A(gpk,mik,o;, : SndToU, Link, WReg, USK, CrptU),

where A queried to neither Link(o;,, M, -, -) nor Link(, -, 0y,, M);
Return d

irace

Experiment Expgg s (k) for Traceability

(gpk, mik, mok, mlk) <+ SetUp(1¥); CU <+ 0 ; HU « 0;

(M, 0) « A(gpk, mok, mlk : SndToI, AddU, RReg, USK, CrptU);

If GVfy(gpk, M, o) = 0 then return 0;

(i, 7) < Open(gpk, mok, REG, M, 0);

If ¢ = 0 or Judge(gpk, i, upkli], M,o,7) = 0 then return 1, else return 0

Experiment Expgé_A(k) for Non-Frameability

(gpk, mik, mok, mlk) < SetUp(1¥); CU « (0 ; HU « 0);

(M, 0,1) « A(gpk, mik, mok, mlk : SndToU, WReg, GSig, USK, CrptU);
If GVfy(gpk, M, o) = 0 then return 0;

If the following conditions are all true then return 1, else return 0:
- i€ HU and gsk[i] # ¢;

- (i,7) < Open(gpk, mok, REG, M, 0);

- Judge(gpk, i, upkli], M,0,7) = 1;

- A did not query USK(i) or GSig(i, M)

Fig. 2. Experiments for correctness, anonymity, traceability, and non-frameability.

ing signer.
A CL-GS scheme consists of the following algorithms.

- SetUp: On input a security parameter 1%, it outputs a group public key gpk and private master keys mik, mok, and mlk.

- (UserJoin, Issue): UserJoin with index i and a secret key corresponding to a user’s public key upk[i], and Issue with mik run
an interactive protocol. After completion of this protocol, UserJoin generates a full user signing key usk|i] corresponding to
upk[i]. Issue updates or adds the corresponding user’s record in REG.

- GSig: On input gpk, usk]i], and a message M € {0,1}", it outputs a signature o.

- GVfy: On input gpk and (o,M), it outputs 1 (valid) or 0 (invalid).
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- Open: On input gpk, mok, REG, and (a,M), it outputs a signer’s public key upk][i] and a proof .
- Judge: On input gpk, (g,M), upk(i], and 7, it outputs 1 (meaning user i generated o) or 0.
- Link: On input gpk, mlk, (Mo, 00), (M1,04), it outputs 1, meaning the signatures are generated by a user, or 0.1.

2.1. Security notions

We define security notions for a CL-GS scheme by modifying those of a GS scheme in [9] to reflect CL. Denote by HU and
CU the lists of honest and corrupted users, respectively. GSet is the set of message-signature pairs. REG is the list of tran-
scripts generated in the join process of users. It is managed by Issuer, and shared only with Opener. REG; is the user i’s field
on the list and usk]i] is user i’s signing key.

THe Oractes: The following oracles are used by an adversary in security experiments (see Figs. 2 and 3).

- Addu(i): add user oracle. By running UserJoin and Issue algorithms, user i is added to the group as a member of the HU list,
given usk[i] on this oracle.

- CrptU(i,upk): corrupt user oracle. A new user i with his identifiable information, upk]i] is added to CU.

- SndToI(i,M): send to issuer oracle. A corrupted user i can run UserJoin with an honest Issuer to send M.

- SndToU(i,M): send to user oracle. A corrupted Issuer can run Issue with an honest user to send a message M.

- USK(i): user secret key oracle. usk]i] is revealed and an honest user i is turned into a corrupted user.

- RReg(i): read registration table oracle. This oracle gives a read access to REG;.

- WReg(i, p): write registration table oracle. This permits a write/modify access to REG; to write p into REG;.

- Gsig(i,M): group signing oracle. This oracle gives the group signature of an honest user i for a message m.

- Chy(io,i1,M): challenge oracle. For given values of ig, i;, M, the oracle outputs iy’s signature g;, for a random bit b and
records (o;,, M) in the GSet.

- Open(M,o): opening oracle. This oracle runs an Open algorithm with (¢,m), not generated by the Chy(-,-,-) oracle, and
returns the corresponding signer’s identity.

- Link(My, 69,M1,01): linking oracle. This oracle runs the Link algorithm to check whether the two signatures are generated
by a user. Return the output bit of Link. Refer to Fig. 1.

Security Notions: We present correctness and anonymity, traceability, non-frameability, and linkability.

Correctness: In a CL-GS scheme GS, signatures generated by an honest user should be verified correctly. With inputs of a
message and a signature, Open should correctly identify the signer. Link should link the signatures from a signer. To any
adversary A and k € N, we define the experiment Expgy, (k) in Fig. 2 and Advgy, (k) = Pr|Expga (k) = 1], and say that GS
is correct if Advgy, (k) = 0.

Anonymity: We consider a relaxed version of CCA (Chosen Ciphertext Attack)-anonymity [9], i.e., CPA (Chosen Plaintext
Attack)-anonymity [6]. Given a signature ¢ generated by one of two users chosen by the adversary, it should be hard to guess
the real generator of ¢. To any adversary A, a bit be{0,1} and any k € N, we define Expgg‘_’j’b(k) in Fig. 2 and
A" (k) = ‘Pr[Exp“g’;ﬂ’](k) = 1] = Pr|Expgen (k) = 1]

Traceability: Given a valid signature o, it should be impossible that the origin of the signature cannot be identified or that
a (public) proof to check the origination cannot be generated. To any adversary .4 and any k € N, we define the experiment
Expgec (k) in Fig. 2 and AdvgeS (k) = PriExpge (k) = 1] and say that GS is traceable if Advia(-) is negligible.

Non-frameability: It should be impossible that colluding users and even trusted authorities forge a signature of a user
without the secret key of the user. To any adversary A and k € N, we define the experiment Expng_A(k) in Fig. 2, and

AdV (k) = Pl‘[Eng{q‘A(k) = 1. We say that S is non-frameable if Adv; ,(-) is negligible for any PPT A.

anon

, and say that GS is CPA-anonymous if Advgg”(-) is negligible.

Linkability: We consider three security notions for linkability, called LO-linkability (Link-Only linkability), JP-Unforgeabil-
ity (Judge-Proof Unforgeability), and E-linkability (Enforced linkability). LO-linkability and JP-Unforgeability strictly limit the
Linker’s role by not allowing any opening functionality such as identifying the signer and generating a proof for Judge.

o LO-linkability captures that a linking key should be used only for linking signatures, not for gaining useful information for
opening. Formally, to any adversary A and any k<N, we define the experiment Expgg;{i"k(lc) in Fig. 3 and

Advgd ™ (k) = Pr|Expf i™ (k) = 1], and say that GS is LO-linkable if Adv3 i™ (k) is negligible. Here, the adversary’s capa-

bility is restricted such that it should query to the signing oracle without designating the two target identities that he
chose. In the game, we may allow the adversary to query with any identities except the target identities io, i; to the sign-
ing oracle GSig, though this allowance is not explicitly described. This restriction excludes the trivial opening by linking
trials with signatures of which owner he knows. In practice, this restricted signing oracle access means that a signer gives
linker more trust than a normal verifier but less than an opener. A linker is assumed to behave honestly but curiously, so it
will try to find passively user’s identity only with group signatures collected.
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Experiment Expg S, lj;l”k(k) for E-Linkability

(gpk, mik, mok, mlk) < SetUp(1%);

CU « (); HU « ; GSet « 0;

(Mo, 00, My, 01) < A(gpk, mok, mlk : SndToU, AddU, RReg, GSig, USK,
CrptU);

If GVfy(gpk, My, 04) = 0 for b =0 or 1 then return 0;

(20, 7i,) < Open(gpk, mok, REG, My, 09);

(i1,74,) < Open(gpk, mok, REG, My, 01);

If Judge(gpk, upkl[i], My, o¢, 7i,) = 0 or Judge(gpk, upklj], M, o1, 7i,) =

0 then return 0;

If ip # 41 and 1 = Link(gpk, mik, My, 0o, M1, 01) then return 1;

else if 49 = iy and 0 = Link(gpk, mlk, My, 0, M1, 01) then return 1;

else return 0

Experiment Expég_jmk(k) for LO-Linkability

(gpk, mik, mok, mlk) < SetUp(1%);

CU «+ (; HU « 0; GSet « 0;

(20,41, M) < A(gpk, mlk : SndToU, AddU, GSig, Open, USK, CrptU);
b<+r {0. 1}; (o ol GSig(ib, ]\1):

b« A(gpk,mlk, (i, i1, M, o) : SndToU, AddU, GSig, Open, USK, CrptU);
If the following conditions are all true then return 1, else return 0;

- ig,1; € HU;

- GSig(ip,") and Open(M,o) have not been queried;

-V =0

Experiment Expég;lUk (k) for JudgeProof-Unforgeability

(gpk, mik, mok, mlk) < SetUp(1%);

CU « (); HU «+ 0; GSet «+ 0);

(i, M) < A(gpk, mik, mlk : SndToU, WReg, GSig, Open, USK, CrptU);

o < GSig(i, M);

7+ A(gpk, mik,mlk, (i, M, o) : SndToU, WReg, GSig, Open, USK, CrptU);
If the following conditions are all true then return 1, else return 0;

- i€ HU and gsk[i] # ¢;

- Open(M,o) has not been queried;

- Judge(gpk, upk(i], M, o, 7) =1

Fig. 3. Security experiments for linkability.

o JP-Unforgeability captures that a linking key cannot be used for generating a Judge proof, which completes the represen-

tation of Linker’s restricted capability. Formally, to any adversary A and any k € N, we define the experiment Ex gp‘;f (k)

in Fig. 3 and Advl; " (k) = Pr[Expls | (k) = 1], and say that GS is JP-Unforgeable if Advj; {" (k) is negligible.

o E-linkability captures that colluding users should not be able to generate two pairs of a message and a signature satisfying
any of the following conditions,even with help of authorities such as the Linker or Opener: (1) Identities recovered from
the two valid signatures by Open are the same, and also they are successfully judged, while Link outputs 0 (“unlinked”). (2)
Identities recovered from the two valid signatures by Open are different and they are successfully judged, while Link out-
puts 1 (“linked”). Formally, to any adversary A, ke N, we define the experiment Expt,t*(k) in Fig. 3 and

AdvES¥ (k) = Pr [Expggfjk(k) = 1], and say that GS is E-linkable if Advgs"i(-) is negligible.

3. Preliminaries

We now review bilinear maps and computational assumptions on which our scheme relies. Let Z, = {1,...,p — 1} for a
prime number p. Denote by s S the operation that picks an element s of a set S uniformly at random.

3.1. Bilinear maps

Let G; and G, be multiplicative groups of prime order p and e : G; x G, — Gr be a bilinear map which satisfies the
following properties: (1) Bilinear: e(g® h®)=e(g,h)® for all g € G;, he G, and a,b € Z,. (2) Non-degenerate: There exists
h € G; such that e(g,h) # 1. (3) Computable: There exists an efficient algorithm to compute e(g',h’) for all g’ € G; and
h/ € G,.

As reported in the literature [21,34], the bilinear map can be realized on Abelian varieties using variants of the Weil or
Tate pairing. These pairings can be efficiently computed on algebraic curves using the Miller algorithm. For a concrete instan-
tiation, G; and G, are defined to be subgroups of groups, which are defined by a elliptic curve over a finite field F or in an
extension of F. Recently, more efficient variants of the Tate pairing such as “Eta” and “Ate” have been proposed [33].
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3.2. Computational assumptions

The Decision Diffie-Hellman (DDH) Problem: The DDH problem is to decide c=ab when a multiplicative group G of
prime order p, a generator g of G, and (g° g”) for random numbers a,b € 7,, and g* are given.

The g-Strong Diffie-Hellman (q-SDH) Problem [4,6]: Let G; and G, be two multiplicative groups of prime order p and g;
and h1 be generators of G; and Gz respectively. The g-SDH problem is to compute a pair g”“*" x) for a given (q + 2)-tuple
(gl -2 ,g1 ,hy, 1) where y & Z,. We say that the g-SDH assumption holds if any PPT adversary A has negligible advantage
in solving the g-SDH problem.

The Modified g-Strong Diffie-Hellman (q-SDH*) Problem: We introduce a modified g-SDH problem, called g-SDH*, which
is not easier than the g-SDH problem. Let g4, >, and g3 be random generators of G; and h; be a random generator of G,. The

q-SDH" problem is to compute a pair ((g1g2g3)”( ) (x,y,z)) for a given (q + 4)-tuple (ghgz,g37g";', ... ,g'{'q7h1,h¥) where

y & Z,. We can show that this g-SDH" problem is efficiently reduced to the g-SDH problem as follows: For a g-SDH instance,
a q-SDH solver generates a g-SDH" instance I by selecting oc,ﬂ<5 7, and adding g, = g% and g, = g¢ to the given ¢-SDH in-

stance. If the g-SDH" solver gets I and finally outputs (A,x,,z), then the g-SDH solver outputs (T = A" x) using
1 ><1+xy+ﬁz)" iR

T __ oliX

(A,x,,Z). Obviously, (T,x) is a correct solution for the g-SDH problem, because T = A%+ " — ((glgiz’gg)?‘” — g™

The Decision Linear Combination (DLC) Problem: A DLC parameter generator ZGpc is a PPT algorithm that takes 1% as in-
put security parameter, runs in polynomial time, and outputs a multiplicative group G; of prime order p. The DLC problem is
to decide if wiw} LT for a given tuple (u, v, w, w»,u%, ”,T), where a, b & Z, and u, v,w1,w,, T € G;. Define the advantage of A
with respect to ZGp;c by

R R
ovc = [PrlA(u, v, wr, wo, 0%, P, Wiwh) = 1w, v, wi,ws & Gy, 0,b & 7, — PrAGu, v,wr w0, 0, 17)

R R
=1:u, v,w17w2,n<—61,a7b<—zﬂ

IGpic is said to satisfy the DLC assumption if any PPT adversary A has a negligible advantage in solving the DLC problem.

We note that the DLC problem is a kind of double DDH problem. Decision Linear (DL) problem [6] is a special case of the
DLC problem, that is, when w; = w,. Using an idea similar to that of [6], we can show that the DLC assumption holds in gen-
eric bilinear groups. Refer to Appendix 8.

3.3. Linear Combination Encryption (LCE)

The Linear Combination Encryption (LCE) scheme is an extension of LE or ElIGamal encryption, which is secure in groups
where the DDH problem is easy but the CDH problem is hard. LCE can be viewed as a kind of double ElGamal encryption that
performs ElGamal encryption twice sequentially.! In the LCE scheme, a user’s public and secret keys are defined as
pk=(u,v,w; =u*,wp =7") and sk=(x,y), where u, vﬁGl and x, yiz* Message M is encrypted to (D =u‘ D, = 1’,
D3 =M- w“w"), using random a,b € Z,. The original message M can be decrypted from the ciphertext (Di,Dz,D3) by
Ds - (D} - DY ) . It is obvious that LCE is semantlcally secure against chosen plaintext attacks (CPA), under the DLC assumption.

Next, we extend LCE and introduce Hybrid LCE (HLCE), which is crucially used for our construction. The HLCE scheme is
described as follows:

o KeyGen: It picks u, v & G1, X1,¥1,%X2,Y & Z, and then outputs a public key pk = (u, v,w; = u", w, = "1, dy = u®,d; = 1"2)
and its corresponding secret key (x1,y1,X2,¥2).

e Enc: Given a public key pk and a message M = (My,M;) € G, x Gy, it picks a,b & Z, and outputs a ciphertext
C=(Dy =u%,D; = v*,D3 = Mywwh, Dy = Myd'ds ).

e Dec: Given a ciphertext C = (D,D,,D3,D,), compute a plaintext M = (My,M;) by My = D3 (D' D} )’1 and M, = D, (D?Dgz)’]

We can show that the HLCE scheme is semantically secure against CPA under the DLC assumption via a standard hybrid
argument.

4. ZKPK protocol for SDH*

Before describing our CL-GS scheme in detail, we first introduce an honest-verifier zero-knowledge proof of knowledge
(ZKPK) protocol for proving possession of an SDH" tuple. The public parameters for this protocol are (e, Gy, Gz, Gr,
D,8,81,82,83,h1,ho, w1, W, dy,d2,u, v), where e : G; x G, — Gr is a bilinear pairing, and wy,ws,dq,d>,u, v, g, ,81:82:83 HGl,
h; — Gy and hy = h‘ for random 0 € Z;. The protocol has two players, a proverP and a verifier V. Let Z = gJ and Z = g¥ for some
y € Z,. Assume that the prover has a tuple (A,x,y,z) satisfying A" = g,z g5*and log, Z loggZ whereA € Gy and x,y,z € Z,,.
The protocol proves possession of the tuple (A,x,y,z). The concrete protocol is described as follows:

T We note that our notion is different from that of Double EIGamal Encryption introduced for achieving IND-CCA security in [20,28].
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o (Prover) First, P picks o, [hﬁ 7, and computes Dy = u*,D, = v#, D3 = Awwh D, = gyd;‘d’z3 € G1,and y = xa,  =xp mod p. It
also picks TosTps Ty Tys T2y Ty r(ﬁizg and computes R;=u",R, =1, Rs;=e(Ds h))*e(wy,hy) "e(wy, hy)""
e(wr, hy)7e(wy, hy) " e(g,, )" e(gs, hi)*, Ry = gvd?*d) ,Rs = D7u"",Rg = Dy v~". Then, (Dy,...,Da,Ry,...,Rs) is sent
to V.

e (Verifier) ¥ sends a random challenge value c& z,.

o (Prover) P computes Sy =7y +Ct, Sg=T+Cf, Sx=Tx+CX, Sy =T, +CY, S, =T, +CZ, Sy="1,+C), S;=T;+co(mod p), and then
sends (S, S, Sy: S5 xSy, Sz) tO V.

* (Verifier) y checks if (1) Ry £ usD;, (2) Ry = v - Dy", (3)
Rs Ze(Ds, hy) e(w; w,”, hﬂ) (W, W, %, hy)e(g,, hi)¥e(gs, h)* (e(Ds, ha)/e(gr b)), (4)  ReZgodydyD,S,  (5)
Rs DSX u=s, (6) RG 7DSX -v~%_ If all the six equations hold then output 1 (valid) and otherwise, 0 (invalid).

Using Lemmas 1-3, we can directly show that the above protocol is an honest-verifier ZKPK of an SDH* tuple.

Lemma 1. The above protocol is complete.

Proof. Suppose that a prover possess a valid SDH" tuple (A,x,y,z) and honestly executes the protocol. The following six rela-
tions hold: (1) Ry = u™ = uu*(u*) ™ = uD;*, (2) Ry, = v = v v (0F)™ = v%D,*, (3) R = e(D3, hy)*e(wy, hy) "“e(wa, hy) ™"
e(wr, hi) "e(w,, hi) "e(gy, h) ye(g37 hi)® = e(Ds, hi)™e(w;*w,”, hyhi)‘e(g,, hy) ye(ga hi)“(e(Ds, hy)/e(g;, hl)) e(Ds, hy)"™
e(wi, hy) e(wy, hy) e(wi, hi) e(wy, hi) " e(gy, hi)"e(gs, hi)* = e(Ds, hy)>e(wi, hy) e(ws, hy) e(wr, hi) “e(w;, hi) e
(8 1) e(gs, )" (€(Ds. ) /e(gy, 1))"(4) Re=gdy'd) —gfyd“d’f‘ ng”d” (gdid; —gﬁvd“d”'nx. (5) Ry =Dy -u" =
Dy - u T (ut)™ ume = D u DXy = DY - u~, (6)Rg = D - v = D Lp s (F)* =D} .y D o DSX U,
Thus, all equations which the verifier checks hold and all transcripts are always accepted. a

Lemma 2. The above protocol is sound.

Proof. We show that there exists an extractor for the protocol. Suppose that an extractor can find a forking point in the pro-
tocol, where the point is just before the prover receives a challenge c. At the first run of the protocol, the prover sends Dy, .. .,
Dsand Ry, ..., Rs and then, to a challenge value c, the prover answers with sy, Sy, Sx, Sy, Sz Sy, Ss. To another challenge value
¢ # ¢, the prover answers with s, s, s, s, s, s}, and sj. If the prover passes the test, all six Egs. (1)-(6) in the final ver-
ification step hold for each set of values. Let Ac = ¢ — ¢, As, = s, — s}, and similarly for Asg, As,, Asy, As;, As,, and As;. Divid-
ing the two instances of Eq. (1) (one instance using ¢ and the other using ¢’), we have u® = D}, i.e., u* = D; where

& = As, - (Ac)"(mod p). Similarly, from Eq. (2), we have »# = D, where p = Asg - (Ac)"'(mod p). Consider Eq. (4). Dividing
. . . . (0! -
the two instances of this equation gives D} = gASydlAs’dSS/‘ and so Dy = (gASydlAs“dgs"> ‘ . We obtain y = Asy(Ac)’1 (mod p)

such that D, :gydi‘dg. Next, consider Eq. (5). Dividing the two instances gives D{™ = u®. Substituting D; = u* gives
use =yt je., As, = dAsy(mod p). Similarly, from Eq. (6) we can deduce that As; = pAs,(mod p). Finally, dividing the
two instances from Eq. (3), we obtain (e(g;,/;)/e(Ds, hy))* = e(Ds, hy )**e(w;*w,"" hy)e(w, “"w;" hy)e(g,, hi)*Ve(gs,
hy)2 = e(Ds, hy )" e(w; 5w, h())e(w;mxwz”m*,h1>e(g27hl)ASYe(g3,h1)ASZ

Let % = Asy(Ac)"!(mod p) and y= Asy(Ac)’1(mod D)- Taking Acth roots, we have
e(g;,hy)/e(Ds3, hy) = e(D;,hﬂ’%(wl 7w2 ,h,,) (w] C‘wz ,h’.‘) e(g,, hy) (g3,h1)2. This can be equivalently rewritten as

. NXHO o ~ . % ~ ~_ 5
e(g,h) = e((D3w;“wgﬁ)x+ ggg;hl). Let A = Dsw;*w,”. Then we have (A,%,y,X) satisfying e(g;,h;) = e(A**%gg5 hy).

This implies glggyggi = A¥ because e is non—degeneratecl and e(-,h;) f0~r a fixed hy € G, is injective.
Consequently, the extractor obtains a valid SDH* tuple (A, X, ¥,Z). Also, A and g7 in this SDH* tuple are the same as those in
the ciphertext (Dq,D5,D3,D4). O

Lemma 3. For an honest verifier, the above protocol can be simulated under the DLC assumption.

Proof We build a 51mulator that gives transcripts of the proposed ZKPK protocol for SDH*. First, the simulator picks
A, ZHGH, and o, [3%2* It sets Dy «— u*, D, — v*, D3 — Awjw b and D, «— Zd“d” Under the DLC assumption, the tuples
(Dy1,D5,D3,D4) are drawn from a dlstrlbutlon that is mdlstmgmshable from the distribution output by any prover.

Since the simulation does not require the knowledge of A, x, y, z, @ or g, it can also be used even when D, D,, D3 and D, are
pre-specified. When (Dq,D,,D3,D4) is a random ciphertext of the HLCE scheme of some A, the remainder of the transcript is
simulated perfectly as follows. The simulator first chooses a challenge cX 7, and response values
Sxy Spy Sx> Sy, Szv Sy, Ss 2 uniformly at random. It then computes commitment values Ry, R, R3, R4, Rs, and Rg as follows:

Y
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Ry « us* - DI°, Ry «— v% - D3¢, R3 — (D3, hy)*e(wy, hy)~**e(wy, hy)~e(dq, 8,) "> e(da, 85) " e(g,, h1)™e(gs3, h1)*(e(Ds, hy)/
e(g1,h1))", Ry — g¥dydy D¢, Rs — D™ -u %, and Rg «— D,™ -u~%. The simulator outputs the transcript (Dy,...,Da,R1,-
Ds,...,D4,Ry,...,R6,C,5585,5% 5,5, 57, S5). Note that the resulting values satisfy Egs. (1)-(6), and R, .. ., R are distributed as in a
real transcript. As discussed above, this transcript is indistinguishable from transcripts of the ZKPK protocol for SDH" under
the DLC assumption. [

5. Our construction

We construct a CL-GS scheme for dynamic membership. For convenience we call this scheme GS-L.

SetUp. It takes as input a security parameter 1* and generates a group public key gpk and its corresponding master private
keys mik, mok, and mlk as follows. Let (G, G,, Gr) be a tuple of groups of prime order p that deﬁnes a bilinear map
e:G xGy — Gr. It plcks random h; Ll G, and 81:82:83:8: U,V Gy \{1g,} and ny,n,,&, iz,GHZ* and computes
wy=uh, wy =00, dy=ud,dy =v2, U= hl , V= hiz, and hy «— h Let H:{0,1}" — Z, be a cryptographlc hash function.
A group public key is gpk = ( ,G1,G2,8,hy,hy,u, v, Wy, Wy, dy,da, H, gl,g2,g3) and the master issuing key, mik = 0, the master
opening key, mok = (11,12,¢1,¢2), and the master linking key, mlk = (U,V). The group public key, or, more concretely the
parameters g, g», and g; will be updated per revocation. For distinction, denote by gpk, the initial group key which is gen-
erated in this SetUp.

UserJoin/lssue. Two algorithms, UserJoin (run by a joining user) and Issue (run by the lssper) interactively perform a pro-
tocol to generate a user signing key usk(i] = (A; = (818,7'&5°)7%, xi,¥;,21,Ai = (g1gEYfg3’zf)W> where A; = (8:18,”8;7)™% and
Ai = (g,85”'g;")™ correspond to the current group public key gpk and the initial group public key gpko, respectively. Here,
z; € Z, is privately selected by UserJoin and x;, y; € Z,, are selected by Issue. A; will be used to update the current A; in usk]i]
whenever a revocation event occurs. Refer to Section 6.

GSig. It takes as input (current) gpk, a user signing key usk(i] = (A X, y z,A) corresponding to gpk, and a message M, and
then proceeds as follows. First, it picks o ﬂi Z, and computes Dy« u% Dy «— v, D3 «— AWiW}, Dy — g¥d; “dl, and y — xo
mod p, 6—xB mod p. It also picks rmrﬁ Ty, Ts,Tx, Ty, rz<—Z and computes R; «— u, Ry, «— v, Ry — e(Ds,h;)™
e(wy,hy) ™ e(wy, hy)™" - e(wy, hy) "e(wy, hy) " e(g,, hi)" e(gs, h1)7, R4 —gvd?d), Rs «— Dyu™™, and Rs — D;* v, It com-
putes ¢ — H(M,D1,...,Dyg,Rq,...,Rs) € Zp, and Sy «— 1y + COL, Sp— T+ CP, Sy «— T+ C), S5 T5+ O, Sy — I'x + (X, Sy — Iy +CY, Sz -
— 1.+ czmod p. Finally, it outputs a signature ¢ = (D1,D2,D3,D4,C,S0, S5 Sy, 55 xSy, S2)-

GVfy. It takes as input a message M, a signature ¢ = (D1,D3,D3,D4,C,S5,5p,57,55,5x5y,5z), and gpk corresponding to o, and
then computes Ry —u* D, Ry — % -D,", R3 — e(D37h])sxe(wfsxwz_sﬂah(})e("",;isywzis‘ﬁhl)e(gphl)sye(g37h1)sz (e(Ds3, hy)/
e(gl s h] ))C, R4 — gsydixdszﬁDZC, R5 — Dslx Su, and R5 — D;X - v~%, It then checks if c= 7’((1\/17 D] s Dz, D3,D4, R1 s R27R3,R4, R5, R5)
If the equality holds then it outputs 1, and otherwise, 0.

Open. It takes as input a signature g, message M, gpk corresponding to o, and the master opening key mok = (11,72, ¢1, 2).
If the signature is not valid then return L. Otherwise, it proceeds as follows. It recovers g¥ « Dy - Dcl D3 (and possibly
A—D;. (D' . D!2)7"). Using a binary search on the registration list REG, it finds i such that H(g?) = H(gy') in REG. If no such i
exists then it returns (i = 0, *). Otherwise, it ﬁnds its corresponding values (upkli] = Z; = g5), Y1; =g, Y2i = R, X1 = g%,
and X;=hj. Next it picks 1,1, <—Z and computes Ky « DI'DP, Wy =u", W, = v Wu =D} D%,
c12 = H(o,u, v,K12, W1, W5, Wy3), and sy =17 + c12n1 mod p and s, =15 + c1212 mod p. Return a proof (i, 7 = (Klz,clz,s],sz))
and (Ojuagei, (WPKI[] = Z;), Y1, Y2, X1, X24)-

The 0}u4e.4, Which is an ordinary signature generated by a signer i, is a kind of certificate guaranteeing that the signer is
aware of x;, y;, and z. By the construction of the joining procedure in Section 6, we have e(X;;h;)=e(gX>;) and
e(Y1,h1)=e(g2, Ya:)

Judge. It takes as input a signature g, a message M, gpk corresponding to o, and i, T = (Ki2,¢12,51,52), (Ojudgei» and
(upk[il]0= Z), Y1i Yau Xi4 Xai). If the signature is not valid then return L. Otherwise, it proceeds as follows. Let

=h, %181 where g1 € gpk is an updated value of g; which was used to generate o. If i = 0 then return 0. Otherwise, it checks
1f the followmg equalities hold: (1) c¢p2 lH(J u, v,Kpp, ustw; 2, 02w, 2 DY DZK(512), (2) e D3(K12) ™", Xahy Ze
(g] 1iZ; ,h1>, where g, g5, hy, and hy are in the initial group public key gpko If all the equalities hold then return 1 (valid),
and otherwise, 0.

Link. For two given pairs of signatures and messages, (¢,M) and (¢’,M’), and the master linking key mlk = (U, V), it first
checks if the signatures are valid. If so, it computes B;«— e(Dshy)e(D;,U)e(D2,V)]™' and B, — e(D),hy)
[e(D},U)e(D,, V)] ". If B;=B, then it outputs 1 (linked) and otherwise, 0 (unlinked). Alternatively,
e(D4/D),,h;) =e(D;/D),U)e(D;/D,,V) can be used for the above equality test.

Note that even after the public key update according to the revocation, Link algorithm is not effected by the change and
so, a signature of a user is linked always.

5.1. Security

It is obvious that the proposed scheme GS-L is correct. Next we show that GS-L achieves security properties, i.e., anonym-
ity (under CPA), traceabiltiy, non-frameability, and linkability in the security model in Section 2. In our security proofs, we
consider the random oracle model, that is, the hash function A of GS-L is considered as a random function mapping an input
to a random response chosen from its output domain.
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Theorem 1 (Anonymity under CPA). GS-L is CPA-anonymous under the DLC assumption in the random oracle model.

Proof. We will construct an efficient algorithm S which breaks the LCE scheme using an adversary F who breaks the ano-
nymity of GS-L under CPA.

Assume that a public key of the LCE scheme, (G1,p,u, v,w;,w,) is given to S. The group G, is associated with a bilinear
map e: Gy x G, — Gr. S generates the remaining parameters and keys according to SetUp. The group public key
gpk = (e,G1, Gy, 8, hy, hp,u, v,wy, Wy, dy,dy, H,81,8,,83) is given to F. Note that (1, = log,w1, 12 =log,w,) of the master
opening key is not known to S. By the definition of the experiment of E-Linkability, all keys except the master opening key
are given to F.

- Query L. S answers to F's oracle queries as follows:
e H:On a hash query, return a random value in Z, if the query has not been issued. Assume that hash queries are never
repeated.
e Link: On query (mo,00,my,01), S responds with a correct result using the master linking key mlk and the Link
algorithm.
e SndToU, WReg, USK, and CrptU: On queries S can easily respond because S is aware of the master issuing key mik and
can correctly generate a user signing key with Join. We omit the details here.
- Challenge request. If the adversary F submits two indices ip and i;, and a message M as a challenge request for CPA-ano-
nymity then § submits (Mo = A;,, M1 = A;;) corresponding to (io,i1) as its challenge request for the semantic security of
LCE. For a random bit b € {0,1}, an LCE-ciphertext (D; = u*,D, = v#,D3 = wiw/M,) for M, is generated. After receiving
(D4,D,,Ds) as a challenge, S picks a random bit b € {0, 1} and then generates D, = D{'D32g" = d}dig"s using (¢4, &,). Using
the simulation method of Lemma 3, S creates ¢ = (Dy,...,D4,R1,. . .,R6,C, 55,555,555 5% Sy, S7) associated with the (Dy,...,Dy),
even without knowledge of o, §, where c is selected uniformly at random in Z,,. Then, S defines #(M,Dx,...,Da, Ry, ..., Rs)
by c. This is valid because we consider the random oracle model. S returns ¢ to F as a challenge.
- Query II Similar to the above query phase, S answers to F's oracle queries.
Suppose that F finally outputs a bit bz. In turn, S outputs bs = b, as the answer to its own challenge.
In the above simulation, if b = b then ¢ is a valid group signature for (Aiy, Xi,, Y, 2i, ), because (Dy,...,Dy4) is a random
hybrid LCE-ciphertext of the message tuple (A,b,gy'b) and the remaining part of the transcript is dlstrlbuted identically
as in the real ZKPK protocol. In this case, S’s guess is correct if and only if Z’s guess is correct. The probability of b = b
is 1/2. Therefore, if 7 succeeds in breaking the anonymity of GS-L with a certain advantage ¢ then S succeeds in breaking
the semantic security of the LCE scheme with ¢/2. Thus, we have the desired result. O

Theorem 2 (E-linkability). GS-L is E-linkable under the discrete logarithm assumption on G, in the random oracle model.

Proof. We will construct an efficient algorithm S which solves the discrete logarithm (DL) problem in G; using F attacking
the E-linkability of GS-L. Let (£1,82) € G; x G; be a random instance of the DL problem. The goal of S is to compute

- A ' : . . R ., _ &l ]
o = logg, &>. Running SetUp, S generates all parameters and keys and then picks 71,72, Z, and sets g; = g}', g, = &,’,
and g, = g for gpk. Note that the distribution of these parameters is completely identical to that of the corresponding real
parameters generated in SetUp. All master secret keys are known to S. By the definition of the experiment of E-Linkability,
assume that gpk, mok, and mlk are given to F.

- Query. S answers to F's oracle queries as follows:
e H:On a hash query, return a random value in Z,, if the query has not been issued. Assume that hash queries are never
repeated.
e SndToU, AddU, RReg, GSig, USK, and CrptU: Queries can be easily responded because S is aware of the master issuing
key mik. We omit the details.
Suppose that an adversary finally outputs (Mo, 00), (M1,a1) such that (iy, ;) < Open(My,0,), and
1 = Judge(gpk, upk(i,], My, 03, T;,) for each b=0, 1. Let A, = (g,2,"°85" )”‘Xb be a secret value associated with the proof 7;,
for each b =0, 1. We consider two cases according to the success conditions defined in the experiment of E-Linkability.
e The first case is that 0 = Link(gpk, mlk,Mo, 5o, M1,01) but i = i;. From the first condition, we have e(g”, h;) = e(g”', h;)
and so yo # y1 because the signatures are valid and “0” output by Link means the values e(g¥, h;), e(g", h;) computed

from the signatures differ. The condition io = iy directly means Ag = Ay. S outputs ¢ = L2020 (x)0-20 (mod p) as a

solution to the given DL problem. Note that g¢ =g, holds, because Ay =4y, ie., (glgg”"ggz")ﬁ = (glgg”‘ggz‘)ﬁ

implies (0 +x;)(1 — yow — 2o{) = (0 + Xo)(1 — y10 — z;¢)(mod p) and so ¢ = LAIAO-Ex)C-20) (mod p). For random
X0,X1,Y0,¥1,0 € Z,,, it is obvious that we have 0(y1 — yo) + Xay1 — X1Y0 # 0 mod p with non-negligible probability.

e The second case is 1 = Link(gpk,mlk, Mg, d9,M1,01) but ip # i;. Using an argument similar to the first case, we have

e(g¥,hy) = e(g", hy) and so yo=y1, and A # A;. The condition Ay # A; implies (g,8,7°85% )7 % (g185,"g5")™ and

(X0,20) # (x1,21). By construction of the scheme, g’ or e(g”,h;) computed from a valid signature is uniquely defined
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for each user (or a signing key). Since y is selected from Z, uniformly at random for each signing key, the unique-
ness can be guaranteed with overwhelming probability. Accordingly, g’ indicates a unique A. By assumption,
(Mo,00) and (M,,04) are valid, i.e.,, 1« GVfy(gpk,o,,Mp) and 1 = Judge(gpk, upkKli,], My, 03, 7;,) for each b=0, 1,
where (i, Tj,) < Open(M,, 0,). Using the Open algorithm, g% and g”' can be uniquely recovered from the signatures
oo and o4, respectively. Since g¥ = g%, their associated Ay and A; must be the same, but this contradicts the
assumption. [

Theorem 3 (LO-linkability). GS-L is LO-linkable under the DLC assumption in the random oracle model.

Proof. In contrast to the anonymity game, we must consider an adversary who can use a linking key to link signatures while
he cannot learn the real signer of the signatures, in the LO-linkability game. We will construct an efficient algorithm S which
solves the DLC problem using the adversary F which breaks the LO-linkability of GS-L. Assume that a DLC problem
(G1,p,u, v, Wy, Wy, u®, 2" T) is given to S. The goal of S is to guess whether T = wd' w5 or not. Let e : G; x G, — Gr be a
bilinear map associated with G;. The algorithm S generates the remaining parameters and keys except the master opening
key mok according to SetUp. Note that mok = (1, = log,w1, 172 = log,wa, &1, &) is implicitly defined in the above construction.
Thus S cannot learn 7, = log,w; and 1, = log,w,. However, S is aware of mik =0 and mlk = (U = hf‘,V = h?) because he
picked 0, &;, and ¢&. By the definition of the experiment of LO-Linkability, assume that the group public key
gpk = (e,G1,Ga, 8, h1, hy,u, v,w1,w,,dy,d2, H, 84,8,,85) and mlk are given to F.

- Query L. S answers to F’s oracle queries as follows:

e :On a hash query, return a random value in Z,, if the query has not been issued. Assume that hash queries are never
repeated.

e SndToU, AddU, GSig, Open, USK, and CrptU: Queries can be easily responded because S makes use of the master issu-
ing key mik and signing keys generated with mik. We omit the details.

- Challenge request. Assume that F outputs two indices ip and i;, and a message M as a challenge request for LO-linkabil-
ity. Let (A;,,g”) and (A;,, g"1) be the secret values corresponding to i and iy, respectively. The values y; and y; related to
linking information are selected uniformly at random by construction. S picks a random bit b € {0,1} and generates a sig-
nature ¢ as follows: (1) Set D; « u®, D, «— 2 and compute D3 « A; -T, Dy « g% - D{'D32. (2) Pick c& 7, and
sa,s,;,s;,,so,sx,sy,szgZ;. (3) Compute Ry — u%* -D;°, Ry « v% -D,°, Ry « e(Ds,hy)*e(wy,hy)**e(wy, hy) e
(di,8;) " e(d2,g,) " e(gy, h1)¥ e(gs, hi)*(e(D3, hy) /e(g;,h)), Ry — g¥dydyD, Rs — D;* -u, and Rs — D;* -u~%. The
signature ¢ = (D4,...,D4,Ry,...,R6,C,S0,55.5%5y,52,5,,S5) is given to F as a challenge.

- Query II Similar to the above query phase, S answers to F's oracle queries.

Suppose that F finally outputs a bit bz. If b = by then S outputs 1, which means T = w§ w5, and else if b # b then output
0, which means T is random.

If T = wdw} then the presented simulation is perfect. This means that distinguishing the target indices is successful and
the equality holds at least with the advantage of F. On the other hand, if T was a random element then F would get a
negligible advantage in distinguishing the target indices.

Therefore, if F succeeds in breaking the LO-linkability of GS-L with a certain advantage then S succeeds in solving the DLC
problem with at least the advantage. O

Theorem 4 (JP-unforgeability). GS-L is JP-unforgeable under the discrete logarithm assumption on G, in the random oracle
model.

Proof. We will construct an efficient algorithm S which solves the DL problem in G; using F to attack the JP-unforgeability
of GS-L. Let (u,w;) € G; x G; be a random instance of the DL problem. The goal of S is to compute #* = log,w;. Except (u,wy),
the remaining parameters and keys are generated according to the procedure of SetUp. By the definition of the experiment of
JP-unforgeability, gpk = (e, G1, G2,&, h1, hp, u, v, w1, Wy, d1,d>, H,81,85,83), mik= 06, and mlk = (U = hf‘ V= hfz) are given to
F. By construction, only #; = log,w, is known to S.

- Query L. S answers to F’s oracle queries as follows:
e 7:On ahash query, return a random value in Z;, if the query has not been issued. Assume that hash queries are never
repeated.
e SndToU, WReg, GSig, Open, USK, and CrptU queries can be easily responded because S can make use of the master
issuing key mik and signing keys usk][i] generated with mik. We omit the details.
- Challenge request. Assume that F outputs a message M* and an index i* as a challenge. Using usk]i"], S generates a chal-
lenge signature ¢* = (D}, D3,D;,D;,...) and gives it to F.
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- Query IL Similar to the first query phase, S answers to F's oracle queries.
Finally, assume that F outputs a proof i", T* = (K3,, c},,s;,s5) such that 1 — Judge(gpk, upk[i], M*,¢*,7*). By definition, (i*,-
7*) satisfies the first verification condition ¢, = H(a, u, v, Ky, usiw, 2, 2w, 2 D3 D;SEIGZ’%).
Note that the given proof t* includes a non-interactive ZKPK of #* = log,w; and 7,. Using a similar argument for the fork-
ing lemma [36] we can obtain another proof ©" = (Ki2,¢},,s},s;). Now S computes 1 = (s; — 8;) (¢}, — ¢;,)”". and outputs
it to the given DL problem. O

Theorem 5 (Traceability). GS-L is traceable under the q-SDH assumption.

Proof. We will construct an efficient algorithm S that solves the g-SDH problem using F to attack the traceability of GS-L.
Let (&,£1, gﬁ’27...,g’{q,h1,ﬁ§’) be a random instance of the g-SDH problem, where 9«52;;. The goal of S is to find a pair
<x g/ ) for some x € z;,.

To provide F with a simulation of the experiment for traceability, algorithm S sets up parameters as follows: S first picks
1,10,12713,1,132;; and xk,y,(ﬁzl*, for k=1, ..., q. Define gy ; —g(;" € Go, and F(0) = ]‘[Z (0 +x)mod p and F_;(6) = F(0)/
(0+;) =TT} 4si(0 +x,)mod p,and F_;_(0) = %
rewrite F(0) = Ek oc,ﬁk _i(0) = Zk Oc,kek, and F_;_j(0) = Zkf c,jke , where ¢y, Ci, Cjk € Zp can be efficiently computed

. \T Vi LTF(0 9y F (0
using X1, ... Xt computes g = (TTLogf;) T (I 0i8Y) =& OO 1 also computes g = g,

]'[k ki (0 + x;)mod p. Expanding F(0), F_(0), and F_;_j(0), we can

q ~ ~
2 :g?z":‘ﬂk(g), g3 =87 hy =h™ and hy = (h‘l’) .S generates (u,v,w; = uh, Wi, d; = u,d, = v2) as the defined
procedure.gpk = (e,Gl,GLgl,gz,gg?g, hi,hp,u, v, wi,wy,dy,dy,H) is  published.Here, —mok=(n1,%2,¢1,¢2)  and
milk = (U = hfl,V = hfz) are known to S while mik = 0 is unknown. By the definition of the experiment of Traceability,

gpk, mok, and mlk are given to F.
—-Query L. S answers to F’s oracle queries as follows:

e 7: On a hash query, return a random value in Z; if the query has not been issued. Assume that hash queries are never
repeated.
Next we show how to respond to AddU oracle queries assuming that the adversary adds all users to a group.
e AddU. On query (i), S and .A (on behalf of userJoin) proceed as follows: N
(a) Upon receipt of a join-request message (Join_Req,ID;, Zi = g%, 01,), S picks r &z, computes R; = =" — <gg*_>
and sends R; to A.
(b) A picks z; — 7, and computes Zi= R%, T]oin,Eq'i — NIZKPEq2DL(Zi,g37R,72) and sends (2- Tﬂ,m Fqi) O S.

(c) Upon receipt of valid (Z;, Tjin_gqi), S computes V = (Rf)r —g%* and A 7gIF" (04723 0P Oy-1_
(g]gzy'g’l')“lﬁ, and outputs (A;,Y1; = g, X2; = h').
(d) The remaining steps can be finished in an obvious manner.

e SndTol, RReg, USK, and CrptU: Queries can be easily responded through the construction of the AddU oracle queries. We
omit the details.

Assume that F finally outputs a forgery ¢* on M*, and (i*,7*) < Open(gpk,mok,REG,M*,¢*). Let g¥" and A* be values
recovered from ¢*. Consider the two cases according to the definition of the traceability game, i.e., (1) i*=0 and (2)
i*=ie{1,...,q} but 0 — Judge(gpk, upk[i] = Zi(= g5 ), M*, 0%, T*). Next we show that we can solve the g-SDH problem for each
case.

o First, assume that i does not indicate any user in REG, i.e., i* = 0.
(1) Assume that A*# A; for all i € {1,...,q}.
(a)  Assume that x* # x; for all i € {1,...,q}. First, using a similar argument for the forking lemma [6,19], we obtain
(x*y*z*) corresponding to A*. Let Q(0)=(T-2z'T3)F(0) + T2> i, (Y — ¥ )F «(0). Note that
. T Tix Q) /
A — (glgz g;z )//+x _ <gir z 13)F(0)+Izzk4(}/k y*)F k(0)> :g,l,M Here {%rx can be expressed as ()+X> _ Q’(()) +0£7
where C' = Q(—x") € Z;, and Q(0) is a polynomial of degree g — 1 and its coefficients can be publicly computed.

1 1 €71 1
S computes g‘]’*]” = (A*g;Q “”) and outputs (g’{*]",x*) as a solution of theq-SDH problem.
(b)  Assume that x* = x; for some i € {1,...,q}. We have two possible cases for z* and z;, as follows:
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) N z o a\ A
(1) Assume that z*# z.First, compute T:(A?A* Z'>Z - ((g]gzy'g’zf)f'%) <(glg2*yg;7- )"w) =

1 1
AN 0TI (o) 2R Y T
<g1g2 ' ) - <g1 L & e Llet p=2EH7,  and  Q(0) = TF(0) + Z]gzl

Q)
F_i(0)

(tsy; + P)F_j(0)We have T =g;"Here, Q(0)/(0+x)=71F_i(0)+ ( (T30, +P)F-j4(0)) + 775 can be
expressed as Q'(0) + -5 W — where C' = Q(—x;)( #0) € Z; 5and Q(0) is a polynomlal of degree q — 1 and, its coeffi-

' z=r
cients and C' can be publicly computed. Thus we can compute g“”' = (Tgl K " and output (g,7,x;) as a

solution of the g-SDH problem. B
(2) Assume that z*= zi. Note that y*#y; due to A*#A; and x*=x. Compute T = (AA"))

N\ T (~yi+y) ™! S Tzz L(0) mx 2@
<(g2’y"“’) ) fgzx = ( el ) Let Q(0) = IZZLF,,((@). We have g7". Here,
Q(0)/(0+%) = (X4 i (T2)F_ii(0)) + 5O HX ) can be expressed as Q'(0) + 7 where C'=Q(-x;)(# 0) € Z,, and
Q/(0) is a polynomial of degree g — 1, and its coefficients and C' can be publicly computed. Thus, we can com-

1 , o1
pute g7 = (Tg]’Q (“)) and output <g1 & x,)as a solution of the g-SDH problem.

(3) Assume that A* = A; for some i.
(a) If x* # x; then S solves the g-SDH problem using a similar method presented in the case (a).
(b)  Ifx*=x;y* #y;and z* # z; then (glg;yxg3 )“’X =A"=A = (g,8,7g;")™ i and so 8,7 857 = g,”'g;" holds. Thus,
this implies g, = gi#™" ™" and (-z +2z")/(=y" +¥) =log,. g, = TZZk St @ and so %’QF(O) -1
S0 F(0) = 0. For any i, let Q(0) = 2% t3F(0) — 7,50 ,F(0) and &) :;a*fy,.raum — (0 iF i)+

Eici® This ([?“;) can be expressed as Q' (6 )+fo where C'(#0) € Z;, and Q(0) is a polynomial of degree g — 1 and

its coefﬁc1ents and C' can be publicly computed. Since Q(0) = 0, we have -L_=—C""'Q’(). Thus, we can compute

0+x;

, —c1
g‘l’” = (g‘f © ) and output (gg’”' x,) as a solution of the g-SDH problem.

¢

e Second, assume that i* indicates a user in REG, i.e., (A"Xx"y*z*)=(A;X,yi,z) for some ic{l,...,q} but
0 « Judge(gpk, upkli] = Zi(= g5),M", 0%, 7%).

Let 0" = (Dy, ..., D3, Ry, ... RG, €, 83,5}, 55,55, 53, 55,55 ) and T = ((K7j,,€1p,51,53), (Z,,YmYz.i7X1,,4,X2_,-)5igni). It is obvious

that the first verification of the Judge algorlthm always holds because t* was generated according to the opening proce-

dure and so is correct. Suppose that the second condition does not hold; that is, e<D3(K12)’1,X2_,-h0) >~ e(g1 Y“ ; ,h1)
and so e(D§(1<12)’]7h(]’“’> # e(g:8,"8;7, ). This implies that D3(Ki;) ' = D; (D’{’“D;’“)’1 # (glgz’y"ggzi)m =A;. Let

A\ —1
D; =u* and D, =" for some o*,p* € Z,. By the proof of Lemma 2, we have A =D; (WfWﬁ) . Note that

wrwh — un* w2’ — D" D3, Thus, these two results contradict the assumption. [J

Informally, a user generates its own secret exponent during the joining protocol and only the corresponding commitment
is known to the trusted authority Issuer. It is hard to forge a signature for the user without knowledge of the secret exponent
because a signature involves a proof of knowledge for the exponent. Next, we formally prove that GS-L is non-frameable un-
der the hardness of the DL problem in G;.

Theorem 6 (Non-frameabiltiy). GS-L is non-frameable under the discrete logarithm assumption on G, in the random oracle
model.

Proof. Suppose that there is an adversary F which breaks the non-frameability of GS-L. We will construct an efficient algo-
rithm S that solves the DL problem using F as a sub-algorithm. Let (G4, g5,Z" = g%) be a random instance of the DL problem
in G,. The goal of S is to find z = log,, Z*

The simulator S sets up group public parameters gpk according to the procedure of SetUp. Thus, S is aware of all master
secret keys, mik = 0, mok = (111,12, &1,&2), and mlk = (U = hﬁ‘ V= hgz ). By the definition of the experiment of non-frameability,
gpk, mik, mok, mlk and {(A;x;y:)li=1,...,q+q'} are given to the adversary. Let g + ¢’ be the number of all user keys that are
generated during the attack, where g is the number of user keys known to the adversary via corruption or user join queries,
and ¢’ is the number of all honest user keys that are not known to the adversary. S randomly picks o € {1,...,q + ¢’} such that
the adversary will finally output a forged signature of a user with index o. Let USK = {(A;,x;,¥;,z;)|li=1,...,q + ¢'} denote the
ordered set of all user keys that are generated and registered during the attack simulation. We note that z, is unknown to S
during the attack. Without loss of generality, assume that {z;,...,z; } is known to F.
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The solver S will simulate an attack environment for the adversary through oracle queries as defined in Section 2.

- Query. S answers to F's oracle queries as follows:
e :On a hash query, return a random value in Z,, if the query has not been issued. Assume that hash queries are never
repeated.
e USK: On query (i), If i # «, return gsk{[i] = (A, X;,¥i,zi) and usk][i] = z; in REG. Otherwise, i.e., if i = o, abort.
e GSig: On query (i,m), If i # «, then generate ¢ using the secret signing key gsk[i], and return it. Otherwise, i.e., ifi = o
then generate ¢ using the simulation technique of Lemma 4, and return it.
e SndToU, WReg, and CrptU queries can be easily responded using the master issuing key mik. We omit the details.
Assume that the adversary F finally outputs (m* ¢*i*) that satisfies the forgery conditions of non-frameability, (1)
1 — GVfy(gpk,m*,¢*), (2) i* € HU, gsk[i*] # ¢, (3) (upk[i*],z*) < Open(gpk,mok,REG,M, ), 1 «— Judge(gpk,i*,upkl[i*], m*,¢*,1*),

and (4) F has not queried USK(i) or GSig(i*,m*). Let ¢* = (DT,‘..,DZ,RT, o RG, €85, 87,55, 85, S0, S, s) Using a similar

5 w §99x3 2y 9z
argument for the forking lemma technique of [19,4], we can obtain another signature 6* = (Dj,...,D,,Rj,...,R;,
€, 8y, +,85,55,5,,5;), where ¢* # ¢'mod p. Hence we can compute z° = (¢* — ¢9)7"(s; — 8;)mod p. Note that the above simu-

lation is perfect unless an abortion occurs. If « is correctly guessed then there is no abortion. Hence, with probability 1/g,
we succeed in solving the given DL problem. O

6. Join and revocation

We present our join and revocation algorithms. Let the initial group public key be gpko=(x,g1,82,g3) where
x = (e,G1,G2,8, hy,hy,u, v, w1, w,,dq,d, H). x does not change regardless of revocation.

6.1. Join

Our join algorithm makes use of a standard signature scheme X = (KGen, Sign, Vrfy). We assume that, using KGen, each user
ID; obtains a signing key sk; and its corresponding public verification key vk; before joining.

Join. Two algorithms, UserJoin (run by a joining user) and Issue (run by the Issuer) interactively perform the following pro-
tocol. Let the initial group key be gpko = (,81,82,83)-

(1) UserJoin picks Z,iZ* and computes upkli] =Z; :gé‘ c€Gy; and o0;; Signgy,(Join Req,ID;, Z;), and sends
(Join_Req,ID;,Z;, 01;).

(2) If 04, is valid, then Issue sends arandom R; & G1.

(3) UserJoin computes Z = R?’ HZ; and generates T,,,m £gi < NIZKPEq2DL (Zi, g5, Ri, Z) which is a non-interactive zero-
knowledge proof for logg Z; = logp, Z:. It then sends (Zi, T]om Eqi)-

(4) Upon receipt of (Z T,Dm Eq.i)» Issue checks the validity of T oin_gq; and Z € G;. If successful, then it checks if there exists

(H(g”),ID;,y;, .. .) in the list REG. If such i exists, it picks x; il 7, and computes A= (glg’y"Z’])"‘x € G,. Otherwise, it

picks x;,y; < ; and computes Y,; = g, X,; = h}, and A; = (glg;y"Z,f ) € Gy and then sends (A; Y1, X2,).

(5) Upon receipt of (A;, Y1,,X2,), UserJoin checks A; € G; and the equality e(Ai,Xz_ihO) =e (gl 1v,‘g3 “, hl). If successful, then it
generates a signature o; < Signg(A;, Y1, X2,,Z;) and sends it.

(6) If 0 is valid then Issue sends (x;,y:). _ _

(7) Upon receipt of (x;y;), UserJoin updates A; to A; by calling uskUpdate. It then keeps usk[i],. = (A, xi,¥;, i, A;) secret as a
user signing key corresponding to the current group public key gpk,. Finally, it generates a signature
Ojudge,i — Signg, (upkli], Y1; = g%, Ya; = B}, X1; = g% Xa; = hY') and sends 0jugg;» (upk(i], Y2, X1,).

(8) After receiving the final message from UserJoin, if e(X;;hi)=e(gXz;), e(Y1;,h1)=e(gyY2;) then Issue appends
(H(g"),ID;, y;, Ai, upkl(i], Y1, Y2, X1, X2, Ojudgei) t0 REG.

Using a similar method based on non-interactive zk proof techniques in [19], we can construct a parallel join.
6.2. Revocation

The revocation algorithm consists of two sub-algorithms, gpkUpdate, which updates a group public key, and uskUpdate,
which updates a user’s signing key. For clarity, we define session number x which is incremented by one whenever a rev-
ocation session occurs. We assume that a set of keys may be revoked for each session. Let the initial group public key be
&pko = (%.81,82,83)-

Revoke. Let the current group public key gpk,_ = (¥,81,82,83) be given. Assume that a list of r, keys to be revoked,

0, x IH»X

RI={(T1i=g, “"\T2i= g2 i Ty = g5 “,Xxi)|i=1,...,1}is given. Then, gpkUpdate and uskUpdate algorithms are executed
as follows:
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e gpkUpdate. It updates the current gpk, ; to gpk. as follows. g «— &[], Ti;=g1", 8 «— &[T =g, and
& — &I T =g, where [ = 371, 377, 7%~ Return gpk, = (1,8).85.83)-
e uskUpdate. It takes as input gpk, and RZ, and updates a user signing key from usk , 1= (A x,y,z,A) to

~ _1
usk . = (A,x,y,z,A). Assume that x#x; for any i=1, ..., r.. It then computes X,; — [(Tl,iT;fT;f>A’1]x’x"'f and

~ - 1 B
A — AT Xes = (gg (g/z)’y(gg)’z)“”. An updated user signing key is usk , = (A’,x,y,z,A) and it corresponds to the
updated group public key gpk,.

_1 P B A 2
It is easy to see that the above revocation method is correct because X,.; = [(TL,-TZ’_{T;_f)A’l}X’““ = Kgq”’“g;”’”g;”""
> 1

ﬁ % = -1 —— _/H»)](N_; n&’,,{i v[x,\._,- ﬁ d e = e Y g2\ T -1 7 mlx“ (Zr)éi uij»‘, "1?
£1°82°83 [ =1 & '8, 83 an A=A T X = |(£187859) . I1.(8 78 7""8; I

1

( ::1(& g, g, ) )—{(g%“)(gé“)y@%*’) T =(&@ @)™

7. Performance analysis

We analyze the performance of our scheme in terms of signature size and computation overhead, and provide simulation
results. This analysis includes a comparison between the best-known GS scheme [6], referred to as BBS, and our own.

Signature length. Let ¢, and /;, be the bit-length of the order of G; and an element of G, respectively. Our signature
consists of four elements of G, and eight elements of Z, and so its bit-length is 4¢s, + 8¢,. The BBS signature consists of three
elements of G, and six elements of Z, and so its bit-length is 3¢5, + 6¢,. If G4 is a bilinear group of prime order p on an MNT
curve where ¢, and /g, are almost the same, then our signature length is only 33.3% longer than the BBS signature. If ¢, =170
and ¢z, = 171 are assumed, our signature length is about 2044 bits or 256 bytes.

Amount of computation. In our scheme, all the pairings e(wy, hy), e(wy, hy), e(w1,hy), ew», hy), e(g2,h,), and e(gs,hq) can
be precomputed, and can be included in the group public key gpk or cached by users.

¢ Signing and verifying: A signer can cache e(A, h;) instead of evaluating a pairing for each generation of a signature. Thus,
e(Ds3,h;) can be computed by e(A, h;)e(wy, hi)*e(w,, h; ) where Awiw}, h; = Ds. Accordingly, signing requires no pairing
computation and only two exponentiations in G; and ten multi-exponentiations. A verifier can derive Rz by merging
e(Ds, hy)™ and e(Ds, h,) into e (D3, hihy) and evaluating one pairing. Thus, verifying requires seven multi-exponentiations
and one pairing computation. Since all bases for multi-exponentiation in signing are fixed, further speedup by precom-
putation is possible.

Opening: To open a signature, computing a relative value, that is, A in the BBS scheme and g” in our scheme requires only
one multi-exponentiation in G; and a binary search.

If a key-update by revocation is considered then the BBS scheme needs an additional extraction of the original A from an
opened value A to trace the corresponding signer (see Chapter 7 in [6]). With the help of the Issuer using the master issu-
ing key that the Opener cannot access, this extraction is possible with one exponentiation in G;. However, without direct
use of the master issuing key, the Opener should update all of the secret keys for each revocation. This will require an
amount of computation proportional to the total number of group members. In contrast, in our scheme, since the value
g does not change regardless of revocation, we can directly decide the corresponding signer and thus minimize the open-
ing computation. Judging a proof output by our opening algorithm requires three multi-exponentiations and two pairing
computations.

Linking: The presented linking algorithm computes 6 pairing maps for two given signatures o =(Dy,...,Dg4,...) and
¢ = (D},...,D,,...). The alternative method, i.e., e (D4/D}, h1) = e(D1/D},U)e(D,/D}, V), requires three pairing computa-
tions. If the linking test needs to be executed for a fixed link index e(D4,h;), then only two pairing computations for
e(D},U)e(D,, V) are required for each new signature.

Key-updating: In both the BBS and our scheme, all but revoked users must update their secret signing keys. Let r be the
number of revoked users. This updating requires 3r multi-exponentiations in G, in our scheme while r exponentiations in
G, in [6]

Next, we provide some empirical results regarding computation overhead. The test for these results was performed on an
Intel Core2 Quad Q9550 model CPU clocked at 2.83 GHz. This test makes use of the d159 curve from the PBC library [35]
running on top of Gnu GMP [27] on Linux 2.6.25-14 (Fedora Core 9). Every test result of Tables 1 and 2 is the average of
1,000 tests. For convenience the scheme of [19] is called DP hereafter.

In Table 1, our CL-GS scheme requires 42% and 28% more time than the BBS scheme for generating and verifying a sig-
nature, respectively, but the differences are only about 10 ms. Open™°Re” and Open'%R®" represent the opening procedure after
key-updates with 0 and 10,000 revoked users, respectively. For the BBS and DP schemes, we assume that Open'®*?*" performs
a single exponentiation with the help of the Issuer, that is, using the master issuing key. In presence of 10,000 revoked keys,
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Table 1
Performance comparison between BBS [6], DP [19], and our scheme.
Ours BBS04 [6] DPO06 [19]
GSig/GVfy 37.76/55.84 26.40/43.34 21.20/39.25
OpenoRe/Open!O*Rev 1.83/1.93 1.95/6.08 1.92/6.29
Open/Judge 12.13/28.86 N/A N/A
Link 34.19 N/A N/A
Time: ms.
Table 2
Revocation performance of our scheme.
# of revoked keys 1 10 100
gpkUpdate in our scheme 39.01 39.70 40.23
uskUpdate in our scheme 13.35 32.52 213.12
Time: ms.
Table 3
Comparison.
An CL NF Tr Rev. Pairing type [23]
Ours CPA 0] 0] 0] 0] Type 1, 2,3
[6] CPA - (o] 0o (o] Type 1, 2, 3
[19] CCA - (o] (o] (o] Type 2
[5] CCA - 0] 0 - Type 1, 2,3
[22] CPA - - 0] - Non-pairing based

our opening algorithm is three times faster than that of the BBS and DP schemes, though that gap is not significant. However,
note that the opening time for the BBS and DP schemes was computed assuming that the Opener can access the master issu-
ing key, which sometimes might not be the case in real world applications. In principle, our opening algorithm does not need
the master issuing key but has a constant performance time. Without of the use of the master issuing key, our opening algo-
rithm significantly outperforms that of the BBS and DP schemes, as mentioned above. ‘Open’ in the second row of Table 1
represents our opening procedure, which computes g and outputs the corresponding proof 7 for judgment. Note that the
BBS scheme does not have a judge and a link procedure. Since there is no explicit judge algorithm in [19], we cannot test
the Judge algorithm of the DP scheme. Finally, our Judge and Link algorithms are also reasonably fast.

Table 2 shows that the running time of uskUpdate increases in proportion to the number of revoked keys in both our
scheme and the BBS scheme. In this table, our uskUpdate uses a multi-exponentiation with three group elements and can
be improved with simultaneous exponentiations with more than three group elements.

Finally, we compare our scheme with other recent group signatures [6,19,22,5] in terms of security properties, anonymity
(An), controllable linkability (CL), non-frameab ility (NF), traceability (Tr), and revocability (Rev). Table 3 shows that our
scheme is comparable to these schemes with respects to these properties.

In the above table, since [22] is based on lattices, the type of pairing maps is not considered for [22].

8. Conclusion

We have introduced a novel and useful notion, controllable linkability for a GS scheme with dynamic membership.
Through controllable linkability, a linker can always link signatures from a signer even when the signer is revoked and
re-joins. The feature is very versatile and useful in many privacy preserving data mining applications. We concretely con-
structed a GS scheme with the linkability and proved that the proposed scheme achieves not only the basic security prop-
erties, anonymity, traceability, non-frameability but also three security requirements regarding linkability, that is, link-only
linkability, judge-proof unforgeability, and enforced linkability. In addition, we presented an efficient revocation method and
an opening algorithm that can significantly save or minimize computation overhead in the opening procedure even without
the master issuing key.
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Appendix A. The DLC Assumption in generic bilinear groups

We prove that the DLC assumption introduced in Section 3 holds in generic (bilinear) groups [32]. The underlying idea for
the proof is similar to that of [6]. We consider four oracles that represent the basic group operations in each of (multiplica-
tive) groups G, G, and Gt (possibly G; = G;), and a bilinear pairing e : G; x G, — Gr. The opaque encoding of elements in
each group is modeled using an injective function which maps each a € 7, to the string representation &(a) for the group. An
adversary can obtain only é-representations of group elements through the oracles and so confirm some relations on expo-
nents induced by queries. For the DLC problem, suppose x, y, X1, ¥;, ®, B, c& Zpy, To — ga®MP Ty — g and bﬁ{O, 1}
We show that no generic algorithm A that is given the encodings of u=g*, v =g", w; =g%, w, =g", g g Ty, Ti_p
and makes up to q oracle queries can guess the bit, b with probability greater than 1 + ¢, where ¢ is negligible.

Consider an algorithm B that plays the following game with A-B maintains three lists,
Ly ={(Fki, &) :i=0,---,7, — 1} (k=1,2,T), under the invariant that, at step 7, T;+7,+1r=1+11. Here, the
F.. € ZpIX,Y,X1,Y1,A,B, Ty, and T] are polynomials in the indeterminates X, Y, Xy, Y1, A, B, To, Ty with coefficients in Z,,.
The ¢, .. €{0,1}" are arbitrary distinct strings. The lists are initialized at step t =0 by initializing 7, < 10, 75 < 1, 77 0,
and Setting F1,0 = 1, F1.1 =X, F1’2 =Y, F1'3 =X1, F1'4 = Y], F1,5 =)(A, F1.6 =YB, F1,7 = T(), F1,8 = T], and szo =1. The corresponding
strings are set to arbitrary distinct strings. Note that B can determine the index i of any given string ¢&;; in L; (j=1,2,T). B
provides A with the encodings ¢;0, ¢1.1, -+ €1.8, £2,0, and responds to A’s queries as follows:

« Basic group operations ( x, ). Given a bit denoting multiplication or division of group G, (k=1,2,T) and two operands
ki and & with 0 <i,j < 7y, if b =1 then compute Fy ., — Fy; + Fy;; otherwise, i.e., b =0, Fy;, « Fy; — Fy;. If Fip, = Fy for
some I < 1y, set &, — & ; otherwise, set &, to a string in {0,1}" distinct from &g, - - -, &er,—1. Add (Fis,, &ir,) t0 L and
return & ,. Then, increment 7, by one.

e Pairing. Given two operands &;; and & with 0 < i<ty and 0 <j < 72, compute Fr, « Fy;Fy;. If Fr, = Fr, for some I < 7,
set &r., — &ry; otherwise, set &r .. to a string in {0,1}*. Return ¢r.,. and increment tr by one.

The total degree of any polynomial in each of the lists is bounded as follows: deg (F; ;) < 2, deg (F»;) = 0 (or deg (F;) < 2 if
G1=G3), and deg (Fr;) < 2 (or deg (Fr;) < 4if G; = G). After at most q queries, .4 terminates and returns a guess be {0,1}. At
this point, B chooses x,y,x1,¥;, &, B, c& Zp. Consider t,— X100+ y1f and t;_, — c, for both choices of b € {0,1}. The simulation
provided by Bis perfect and reveals nothing to .4 about b unless the chosen random values for the indeterminates give rise to
a non-trivial equality relation between the simulated group elements that was not revealed to 4, i.e., when we assign X < x,
Y —y,Xi — X1, Y1 < y1,A — a, B+ pand either To « x;o + y18, T — c or the converse Ty « ¢, T; « X;& + y1 . The condition of
such abortion happens only if for some i, j one of the following four cases holds: (1) f; = f1; but the polynomials F;; and F;
are not same, i.e., Fy; # Fy, (2) f2;=f2 but Fo; # Fyj, (3) fri = frj but Fr; # Fy, (4) any relation similar to the above in which
x100+y14 and c¢; have been exchanged, where fi; = Fr; (x,¥,X1,¥1,0, B, X0 + y1p,¢1) for k=1, 2, T.

Next, we show that it is hard to find any of the above four cases. Observe that A can only manipulate the polynomials on
the three lists through additions and subtractions (shown as multiplications and divisions in G;, G,, and Gr) as well as mul-
tiplications between polynomials which are shown as pairings between elements of G; and G,. Notice that in the initial lists,
the variable A only appears within the monomial X;A, and the variable B within the monomial Y;B. Given the available oper-
ations, it is easy to see the following arguments hold in the three group representations: (1) It is hard to generate a polyno-
mial that contains the pair (mX;A, mYB) for any non-zero integer m, which is a prerequisite to compute a multiple of
X1A +Y1B in G; or G,. The maximum degree in those groups is 2; (2) It is hard to generate the terms FX;A and FY;B for
any non-zero monomial F of a maximum degree of 2, which is a prerequisite to compute a multiple of X;A + Y{B in Gr.
The maximum degree in this group is 4.

Since in the above polynomial differences all arguments to the polynomials are independent except for xjo + y4 8, it is
obvious that the adversary will not be able to cause any of them to cancel identically and non-trivially without knowledge
of a multiple of X;A + Y;B. The adversary is thus reduced to find a numeric cancelation from random assignments of the vari-
ables. We compute the probability of a random occurrence of a non-trivial numeric cancelation. Since F, ; — F; j for fixed i and
jis a polynomial of a maximum degree of 2, it vanishes for random assignment of the indeterminates in Z, with a probability
of at most 2/p. Similarly, for fixed i and j, the second case occurs with probability 0 (or <2/p when G; = G;), and the third
with probability < 2/p (or <4/p when G; = G;). The same probabilities are found in the analogous cases where x;a + y; and
c1 have been exchanged. Absent any of the above events, the distribution of the bit d in A’s view is independent, and B’s
probability of making a correct guess is exactly 1/2. By summing over all valid pairs i, j in each case, we find that .4 makes

a correct guess with advantage e€<2- ((“ (’2"”) 24 (““;’”) 24 (TT(’ZT’”) g‘) Since t;+T,+71r<qg+11, we have
€ < (q+11)?/p, as required.
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