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In this paper we present a novel group signature scheme for dynamic membership which
enables fine-grained control over the release of user information. This scheme could be
widely used for various anonymity-based applications such as privacy-preserving data
mining and customized anonymous authentication owing to a useful property called con-
trollable linkability. A valid signer is able to create signatures that hide his or her identity as
normal group signatures but can be anonymously linked regardless of changes to the mem-
bership status of the signer and without exposure of the history of the joining and revoca-
tion. From signatures, only linkage information can be disclosed, with a special linking key.
Using this controllable linkability and the controllable anonymity of a group signature,
anonymity may be flexibly or elaborately controlled according to a desired level. To begin
construction of our scheme, we first introduce the Decision Linear Combination (DLC)
assumption in a so-called gap Diffie–Hellman group where the DDH problem is tractable
but the CDH problem is hard, and we prove that this assumption can be guaranteed in gen-
eric bilinear groups. To identify security requirements more precisely, we formally present
definitions of anonymity, traceability, non-frameabilty, and linkability. We then prove that
our scheme achieves all these security properties in the random oracle model. Our scheme
supporting controllable linkability yields a short signature that is only 33.3% longer than
the best-known normal group signature. Furthermore, we show that our scheme is compa-
rable to the group signature scheme in terms of the amount of computation for basic oper-
ations such as signing, verification, and the key update caused by revocation. Finally, using
the linkability for dynamic membership, computation overhead in opening signer’s iden-
tity can be significantly reduced or minimized.

� 2012 Elsevier Inc. All rights reserved.
1. Introduction

As various information communication technologies have been developed and deployed for real applications, it has be-
come easier to collect and distribute a large amount of user information. Obviously, there are potential dangers associated
with the high volume collection and distribution of user information, such as sensitive user information being unexpectedly
collected and intentionally abused. To avoid such hazards in the face of the proliferation of user information, proper cryp-
tographic mechanisms for protecting user privacy should be constructed.

Among cryptographic primitives for privacy, a group signature (GS) scheme has recently attracted increasing attention as
a promising tool [6,30]. In contrast to conventional digital signature schemes where a signer can be publicly identified, a GS
scheme allows a member to anonymously sign a message on behalf of a group without revealing his identity. A GS scheme
. All rights reserved.
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provides a kind of controllable anonymity such that a signer can be disclosed from his signature under a master opening key
that is secretly managed by a trusted authority. On the one hand, this feature imposes responsibility on the signer and thus
prevents malicious behaviors, and on the other hand, it provides the appropriate confirmation for a signer when benefits are
acquired, or as otherwise necessary.

However, in the model of a normal group signature, anonymity has been coarsely treated by hiding and revealing only
identities. This treatment of anonymity seems excessively simplified and may not be suitable for diverse privacy applica-
tions. For example, consider that anonymity is applied to real world applications such as data mining, mileage services,
and personalized services. A verifier or a service provider needs individual statistics on transactions, such as a consumer’s
buying pattern that are based on the ‘‘linkability’’ of the transactions, while preserving anonymity. Meanwhile, a signer
may want to provide a specific verifier or a service provider with linking capability, while his signatures remain unlinked
to other verifiers. As the controllable anonymity, the linkability also must be able to be controlled. In the conventional group
signature schemes, verifiers are able to have this linkability by querying two signatures to an Opener who responds only to
privileged verifiers. This imposes severe burden on the Opener.

Although linkability can be easily realized by using a pseudonym instead of a real identity in a public key certificate and by
establishing an Opener to manage the association between a pseudonym and a real identity [29], this simple approach has
some drawbacks. First of all, in the pseudonym system that has a single pseudonym and a single secret key, a user cannot avoid
being linked by anyone who obtains his signatures. The disclosure of linkage information cannot be controlled either by the user
or by an authority. Sometimes, a user or an authority might want to designate verifiers who have the right to link signatures. On
the other hand, in the pseudonym system that has onetime pseudonym, where fresh pseudonym is used whenever a signer
makes a signature, the problem of being linked by anyone is resolved, but it gives too much burden to pseudonym issuer for
checking linkability. Furthermore, a signer must be issued a fresh pseudonym whenever he is about to generate a signature.
Even if the signature is encrypted with some specific verifier’s public key, the verifier can transfer the decrypted signatures
to others who can see the linkability of signatures in an obvious way. Another drawback is that it is necessary to trust the Opener,
and there is no way to validate whether the identity revealed by the Opener is really the owner of the pseudonym. In addition,
when the linkability is required even after repeated joining and revocation, a verifier can find the history of membership status
by keeping a list of revoked public key certificates of a pseudonym. This situation is undesirable for user privacy.

1.1. Our contributions

In order to resolve these problems, we consider a new useful property called controllable linkability (CL). Under this notion,
a signer can generate signatures that look random and so hide his or her identity properly as normal group signatures while
the signatures can be anonymously linked under a linking key secretly managed by a Linker. Since only linkage information
can be revealed from the signatures with the linking key, we can establish a fine-grained control on anonymity by adding
this CL to the controllable anonymity of a GS. A group signature supporting the CL is referred to here as a CL–GS. From a
signature, the corresponding signer’s identity can be revealed to an Opener who can access an ‘‘opening key.’’ Our scheme
provides an algorithm Judge for public validation of opening results. Thus, a validating entity of the opened identity does not
need to trust the Opener.

In this paper, we construct a CL–GS scheme for dynamic membership which achieves the ‘‘efficient’’ CL. Our scheme
achieves CL regardless of changes to the membership status of the signer and without exposure of the history of joining
and revocation. By giving linking keys to designated Linkers, Opener’s linking tasks can be distributed into the Linkers.

Owing to our trapdoor based approach to anonymity and also linkability, we can overcome all the drawbacks of the pseu-
donym system mentioned above. In our scheme the linkage information for signatures cannot be transferred to others with-
out the Linker revealing the linking key, which the Linker is most unlikely to do. The exposure problem of membership status
history can be solved in our scheme, because a user’s secret key to be revoked and published is independent of the signer’s
linkage information.

To Linker, our scheme provides the same level of anonymity of the pseudonym-based schemes, because it can see the
linkage information. Thus, we should assume that the verifier is not able to obtain any signature of which signer is known.
Practically, this assumption is plausible considering that a user registers to a service provider anonymously from the begin-
ning and she/he will use another link index (a kind of a pseudonym) in other service providers. The assumption is required
also in pseudonym-based anonymous schemes. We stress, however, that to other than Linkers, our scheme provides stronger
notion of anonymity than pseudonym-based schemes. Thus, our scheme can be regarded as a group signature scheme that
efficiently and effectively implements an encrypted pseudonym for Linker, while not losing properties of the normal group
signature scheme to others.

To capture the notion of CL more precisely, we present a formal definition of this security notion. Essentially, it should be
guaranteed that a linking key cannot be used to open identities. This requirement is necessary to distinguish between the
Opener and the Linker roles. In addition, it is required that an adversary should be unable to generate two signatures such
that identities recovered from the signatures are the same but are proven to be ‘‘unlinked,’’ or such that identities recovered
from the signatures are different but are proven to be ‘‘linked.’’ This requirement is critical to preventing an adversarial sign-
er or colluding (conspiring) signers from generating false information about linkage. To reflect the linking capability that is
possible through link queries, we slightly modified the security model of [9] to measure anonymity, traceability, non-frame-
ability, and CL.
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As a main building block for our construction, we introduce the Linear Combination Encryption (LCE) scheme that extends
the well-known Linear Encryption scheme [6]. To show that the LCE scheme is semantically secure, we introduce a new com-
putational problem in bilinear groups, called the Decision Linear Combination (DLC), and show that the difficulty of the problem
can be guaranteed in generic bilinear groups. We also introduce a modified q Strong Diffie–Hellman (q-SDH+) problem which is
not easier than the original q Strong Diffie–Hellman problem [4,6]. In principle, our CL–GS scheme is based on a zero-knowledge
proof of knowledge of a valid q-SDH+ instance and the equality of two discrete logarithms. We prove that our scheme achieves
all the security properties, i.e., anonymity, traceability, non-frameability, and CL, under the above assumptions.

Our CL–GS scheme works with any pairing map regardless of the type of the pairing map. Our scheme supporting CL
yields a short signature which is only 33.3% longer than the best-known GS of [6] in the literature. More concretely, if a pair-
ing map based on the MNT curve is used, where the order of a bilinear group associated with the pairing map is a 170-bit
prime and the size of the relative base field is 171 bits, then our signature length is about 2044 bits or 256 bytes. Signing
requires no pairing computation with pre-computation of parameters, and verifying requires a single pairing computation,
as is also the case for the BBS scheme. Interestingly, due to the linkability for dynamic membership, computation overhead
for opening can be significantly reduced or minimized, because the Opener can directly find a static signer’s index that is set
up for linkability. As shown in the comparison results that will be provided later, our scheme is comparable to [6] in terms of
the amount of computation for basic operations such as signing, verification, and key updates caused by revocation.

A CL–GS can be used for various kinds of anonymity applications including not only known systems such as Vehicle Safety
Communications (VSCs), Trusted Platform Modules (TPMs), and anonymous packet authentication for future internet sys-
tems, but also new kinds of services such as anonymously customized authentication (with a premium mileage service)
and privacy-preserving data mining. Also, if we apply our scheme so that a signer should have a linking key, then a group
signature scheme with a new functionality is established, where a signer is able to know whether a signature is belonged
to him/her or not later. More specific applications with this functionality will be further studied in the future work.

1.2. Related works

The concept of a GS was introduced in [18]. Since that revolutionary work, group signatures have attracted attention due
to their applicability in the various areas of privacy protection, and a number of GS schemes have been proposed
[37,2,16,14,13,17,6,31,8,9,19,11,7,8].

The GS scheme of [2] is the first practical and coalition-resistant solution. To treat a dynamic group, some research has
addressed efficient revocation problems [3,16]. The scheme in [10] provides a verifier-local revocation method where a ver-
ifier can check if a given signature has been generated by a revoked user. Formal definitions of security properties were well
presented in [8] for static groups and in [31,9] for dynamic groups. Ref. [31] considered concurrent joining, which enables
users to register simultaneously.

In [6], Boneh et al. proposed an efficient GS scheme that yields a short signature with bilinear pairings. The scheme was
proven secure under the strong Diffie–Hellman and Decisional Linear assumptions. They also informally presented methods
to achieve strong exculpability (or non-frameability) and revoke users by updating keys, realizing the revocation idea of [17].
Handling dynamic groups, [19] extended the BBS scheme to support concurrent joining and proved that the proposed
scheme achieves stronger anonymity against chosen ciphertext attacks under the XDH assumption, which seems too strong
in bilinear groups.

Recently, construction methods for a GS scheme without random oracles have been suggested [1,11,24,12,25]. As the GS
schemes in [11,12] employ a symmetric bilinear map on groups of composite order, the signature size is large. The scheme of
[1] does not achieve forward anonymity. The signature size in [24] is large for a practical deployment. In [25], a GS scheme is
proposed to address some drawbacks of [24]. However, the above GS schemes are not sufficient to handle dynamic groups,
particularly with revocation.

There have been other research efforts to design a more general framework of group signatures [15] and to utilize group
signatures for wireless environments such as vehicular ad hoc networks [26,38].

1.3. Organization

The remainder of this paper is organized as follows. We present a security model for a CL–GS scheme in Section 2. We
present cryptographic assumptions for the security of our scheme in Section 3 and an honest-verifier ZKPK protocol in Sec-
tion 4. Using this protocol we propose a dynamic CL–GS scheme and formally prove that it is secure in Section 5, and we
present efficient join and revocation methods in Section 6. We analyze the performance of our scheme in Section 7. Finally,
we conclude in Section 8.
2. Model

We present a security model for a CL–GS scheme. In this model we consider three main authorities, the Issuer, the Opener,
and the Linker, who have their independent privilege and a certain level of trust. The Issuer is an authority who manages and
updates a group public key gpk when revocation occurs, and also takes the responsibility of issuing a secret signing key



Fig. 1. Link oracle.

Fig. 2. Experiments for correctness, anonymity, traceability, and non-frameability.
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usk[i] to a joining user by using the master issuing key mik. The Opener is an authority who can use the master opening key
mok to open a signature and generate a proof to reveal the corresponding signer. The Linker is an authority who can use the
master linking key mlk to ‘‘link’’ signatures, i.e., to discern whether those signatures are from the same user. Note that the
Opener can do all of the Linker’s tasks by recovering and comparing identities from signatures. In contrast, the Linker is only
allowed to confirm linkage information about signatures, not signers’ identities. A legal user can anonymously sign a mes-
sage using its signing key usk[i]. A verifier can confirm only the validity of a signature without knowledge of its correspond-
ing signer.

A CL–GS scheme consists of the following algorithms.

– SetUp: On input a security parameter 1k, it outputs a group public key gpk and private master keys mik, mok, and mlk.
– (UserJoin, Issue): UserJoin with index i and a secret key corresponding to a user’s public key upk[i], and Issue with mik run

an interactive protocol. After completion of this protocol, UserJoin generates a full user signing key usk[i] corresponding to
upk[i]. Issue updates or adds the corresponding user’s record in REG.

– GSig: On input gpk, usk[i], and a message M 2 {0,1}⁄, it outputs a signature r.
– GVfy: On input gpk and (r,M), it outputs 1 (valid) or 0 (invalid).
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– Open: On input gpk, mok, REG, and (r,M), it outputs a signer’s public key upk[i] and a proof s.
– Judge: On input gpk, (r,M), upk[i], and s, it outputs 1 (meaning user i generated r) or 0.
– Link: On input gpk, mlk, (M0,r0), (M1,r1), it outputs 1, meaning the signatures are generated by a user, or 0.l.

2.1. Security notions

We define security notions for a CL–GS scheme by modifying those of a GS scheme in [9] to reflect CL. Denote by HU and
CU the lists of honest and corrupted users, respectively. GSet is the set of message–signature pairs. REG is the list of tran-
scripts generated in the join process of users. It is managed by Issuer, and shared only with Opener. REGi is the user i’s field
on the list and usk[i] is user i’s signing key.

THE ORACLES: The following oracles are used by an adversary in security experiments (see Figs. 2 and 3).

– AddU(i): add user oracle. By running UserJoin and Issue algorithms, user i is added to the group as a member of the HU list,
given usk[i] on this oracle.

– CrptU(i,upk): corrupt user oracle. A new user i with his identifiable information, upk[i] is added to CU.
– SndToI(i,M): send to issuer oracle. A corrupted user i can run UserJoin with an honest Issuer to send M.
– SndToU(i,M): send to user oracle. A corrupted Issuer can run Issue with an honest user to send a message M.
– USK(i): user secret key oracle. usk[i] is revealed and an honest user i is turned into a corrupted user.
– RReg(i): read registration table oracle. This oracle gives a read access to REGi.
– WReg(i,q): write registration table oracle. This permits a write/modify access to REGi to write q into REGi.
– GSig(i,M): group signing oracle. This oracle gives the group signature of an honest user i for a message m.
– Chb(i0, i1,M): challenge oracle. For given values of i0, i1, M, the oracle outputs ib’s signature rib for a random bit b and

records (rib ;M) in the GSet.
– Open(M,r): opening oracle. This oracle runs an Open algorithm with (r,m), not generated by the Chb(�, �, �) oracle, and

returns the corresponding signer’s identity.
– Link(M0,r0,M1,r1): linking oracle. This oracle runs the Link algorithm to check whether the two signatures are generated

by a user. Return the output bit of Link. Refer to Fig. 1.

SECURITY NOTIONS: We present correctness and anonymity, traceability, non-frameability, and linkability.
Correctness: In a CL–GS scheme GS, signatures generated by an honest user should be verified correctly. With inputs of a

message and a signature, Open should correctly identify the signer. Link should link the signatures from a signer. To any

adversary A and k 2 N, we define the experiment Expcorr
GS;AðkÞ in Fig. 2 and Advcorr

GS;AðkÞ ¼ Pr Expcorr
GS;AðkÞ ¼ 1

h i
, and say that GS

is correct if Advcorr
GS;AðkÞ ¼ 0.

Anonymity: We consider a relaxed version of CCA (Chosen Ciphertext Attack)-anonymity [9], i.e., CPA (Chosen Plaintext
Attack)-anonymity [6]. Given a signature r generated by one of two users chosen by the adversary, it should be hard to guess
the real generator of r. To any adversary A, a bit b 2 {0,1} and any k 2 N, we define Expanon�b

GS;A ðkÞ in Fig. 2 and

Advanon
GS;AðkÞ ¼ Pr Expanon�1

GS;A ðkÞ ¼ 1
h i

� Pr Expanon�0
GS;A ðkÞ ¼ 1

h i��� ���, and say that GS is CPA-anonymous if Advanon
GS;Að�Þ is negligible.

Traceability: Given a valid signature r, it should be impossible that the origin of the signature cannot be identified or that
a (public) proof to check the origination cannot be generated. To any adversary A and any k 2 N, we define the experiment
Exptrace

GS;AðkÞ in Fig. 2 and Advtrace
GS;AðkÞ ¼ Pr½Exptrace

GS;AðkÞ ¼ 1� and say that GS is traceable if Advtrace
GS;Að�Þ is negligible.

Non-frameability: It should be impossible that colluding users and even trusted authorities forge a signature of a user

without the secret key of the user. To any adversary A and k 2 N, we define the experiment Expnf
GS;AðkÞ in Fig. 2, and

Advnf
GS;AðkÞ ¼ Pr Expnf

GS;AðkÞ ¼ 1
h i

. We say that GS is non-frameable if Advnf
GS;Að�Þ is negligible for any PPT A.

Linkability: We consider three security notions for linkability, called LO-linkability (Link-Only linkability), JP-Unforgeabil-
ity (Judge-Proof Unforgeability), and E-linkability (Enforced linkability). LO-linkability and JP-Unforgeability strictly limit the
Linker’s role by not allowing any opening functionality such as identifying the signer and generating a proof for Judge.

� LO-linkability captures that a linking key should be used only for linking signatures, not for gaining useful information for
opening. Formally, to any adversary A and any k 2 N, we define the experiment ExpLO�link

GS;A ðkÞ in Fig. 3 and

AdvLO�link
GS;A ðkÞ ¼ Pr ExpLO�link

GS;A ðkÞ ¼ 1
h i

, and say that GS is LO-linkable if AdvLO�link
GS;A ðkÞ is negligible. Here, the adversary’s capa-

bility is restricted such that it should query to the signing oracle without designating the two target identities that he
chose. In the game, we may allow the adversary to query with any identities except the target identities i0, i1 to the sign-
ing oracle GSig, though this allowance is not explicitly described. This restriction excludes the trivial opening by linking
trials with signatures of which owner he knows. In practice, this restricted signing oracle access means that a signer gives
linker more trust than a normal verifier but less than an opener. A linker is assumed to behave honestly but curiously, so it
will try to find passively user’s identity only with group signatures collected.



Fig. 3. Security experiments for linkability.
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� JP-Unforgeability captures that a linking key cannot be used for generating a Judge proof, which completes the represen-
tation of Linker’s restricted capability. Formally, to any adversary A and any k 2 N, we define the experiment ExpJP�UF

GS;A ðkÞ
in Fig. 3 and AdvJP�UF

GS;A ðkÞ ¼ Pr½ExpJP�UF
GS;A ðkÞ ¼ 1�, and say that GS is JP-Unforgeable if AdvJP�UF

GS;A ðkÞ is negligible.
� E-linkability captures that colluding users should not be able to generate two pairs of a message and a signature satisfying

any of the following conditions,even with help of authorities such as the Linker or Opener: (1) Identities recovered from
the two valid signatures by Open are the same, and also they are successfully judged, while Link outputs 0 (‘‘unlinked’’). (2)
Identities recovered from the two valid signatures by Open are different and they are successfully judged, while Link out-
puts 1 (‘‘linked’’). Formally, to any adversary A; k 2 N, we define the experiment ExpE�link

GS;A ðkÞ in Fig. 3 and

AdvE�link
GS;A ðkÞ ¼ Pr ExpE�link

GS;A ðkÞ ¼ 1
h i

, and say that GS is E-linkable if AdvE�link
GS;A ð�Þ is negligible.

3. Preliminaries

We now review bilinear maps and computational assumptions on which our scheme relies. Let Z�p ¼ f1; . . . ; p� 1g for a
prime number p. Denote by s R S the operation that picks an element s of a set S uniformly at random.
3.1. Bilinear maps

Let G1 and G2 be multiplicative groups of prime order p and e : G1 �G2 ! GT be a bilinear map which satisfies the
following properties: (1) Bilinear: e(ga,hb) = e(g,h)ab for all g 2 G1; h 2 G2 and a; b 2 Zp. (2) Non-degenerate: There exists
h 2 G1 such that e(g,h) – 1. (3) Computable: There exists an efficient algorithm to compute e(g0,h0) for all g0 2 G1 and
h0 2 G2.

As reported in the literature [21,34], the bilinear map can be realized on Abelian varieties using variants of the Weil or
Tate pairing. These pairings can be efficiently computed on algebraic curves using the Miller algorithm. For a concrete instan-
tiation, G1 and G2 are defined to be subgroups of groups, which are defined by a elliptic curve over a finite field F or in an
extension of F. Recently, more efficient variants of the Tate pairing such as ‘‘Eta’’ and ‘‘Ate’’ have been proposed [33].
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3.2. Computational assumptions

The Decision Diffie–Hellman (DDH) Problem: The DDH problem is to decide c¼? ab when a multiplicative group G of
prime order p, a generator g of G, and (ga, gb) for random numbers a; b 2 Z�p, and gc are given.

The q-Strong Diffie–Hellman (q-SDH) Problem [4,6]: Let G1 and G2 be two multiplicative groups of prime order p and g1

and h1 be generators of G1 and G2, respectively. The q-SDH problem is to compute a pair g1=ðcþxÞ
1 ; x

� �
for a given (q + 2)-tuple

g1; g
c
1; . . . ; gcq

1 ;h1;h
c
1

� �
where c R Z�p. We say that the q-SDH assumption holds if any PPT adversaryA has negligible advantage

in solving the q-SDH problem.
The Modified q-Strong Diffie–Hellman (q-SDH+) Problem: We introduce a modified q-SDH problem, called q-SDH+, which

is not easier than the q-SDH problem. Let g1, g2, and g3 be random generators of G1 and h1 be a random generator of G2. The

q-SDH+ problem is to compute a pair g1gy
2gz

3

� �1=ðcþxÞ
; ðx; y; zÞ

� �
for a given (q + 4)-tuple g1; g2; g3; g

c
1; . . . ; gcq

1 ;h1;h
c
1

� �
where

c R Z�p. We can show that this q-SDH+ problem is efficiently reduced to the q-SDH problem as follows: For a q-SDH instance,

a q-SDH solver generates a q-SDH+ instance I by selecting a; b R Zp and adding g2 ¼ ga
1 and g3 ¼ gb

1 to the given q-SDH in-

stance. If the q-SDH+ solver gets I and finally outputs (A,x,y,z), then the q-SDH solver outputs ðT ¼ Að1þayþbzÞ�1

; xÞ using

(A,x,y,z). Obviously, (T,x) is a correct solution for the q-SDH problem, because T ¼ Að1þayþbzÞ�1

¼ g1gy
2gz

3

� � 1
cþx

� �ð1þayþbzÞ�1

¼ g
1

cþx

1 .

The Decision Linear Combination (DLC) Problem: A DLC parameter generator IGDLC is a PPT algorithm that takes 1k as in-
put security parameter, runs in polynomial time, and outputs a multiplicative group G1 of prime order p. The DLC problem is
to decide if wa

1wb
2¼

? T for a given tuple (u,v,w1,w2,ua,vb,T), where a; b R Z�p and u; v;w1;w2; T 2 G1. Define the advantage of A
with respect to IGDLC by
1 We
eDLC ¼ Pr A u;v ;w1;w2; ua; vb;wa
1wb

2

� �
¼ 1 : u; v;w1;w2 

R
G1; a; b 

R
Z�p

h i
� Pr Aðu;v ;w1;w2;ua;vb;gÞ

����
¼ 1 : u; v;w1;w2;g 

R
G1; a; b 

R
Z�p

i���

IGDLC is said to satisfy the DLC assumption if any PPT adversary A has a negligible advantage in solving the DLC problem.

We note that the DLC problem is a kind of double DDH problem. Decision Linear (DL) problem [6] is a special case of the
DLC problem, that is, when w1 = w2. Using an idea similar to that of [6], we can show that the DLC assumption holds in gen-
eric bilinear groups. Refer to Appendix 8.

3.3. Linear Combination Encryption (LCE)

The Linear Combination Encryption (LCE) scheme is an extension of LE or ElGamal encryption, which is secure in groups
where the DDH problem is easy but the CDH problem is hard. LCE can be viewed as a kind of double ElGamal encryption that
performs ElGamal encryption twice sequentially.1 In the LCE scheme, a user’s public and secret keys are defined as
pk = (u,v,w1 = ux,w2 = vy) and sk = (x,y), where u;v R G1 and x; y R Z�p. Message M is encrypted to ðD1 ¼ ua;D2 ¼ vb;

D3 ¼ M �wa
1wb

2Þ, using random a; b 2 Z�p. The original message M can be decrypted from the ciphertext (D1,D2,D3) by
D3 � ðDx

1 � D
y
2Þ
�1. It is obvious that LCE is semantically secure against chosen plaintext attacks (CPA), under the DLC assumption.

Next, we extend LCE and introduce Hybrid LCE (HLCE), which is crucially used for our construction. The HLCE scheme is
described as follows:

� KeyGen: It picks u;v R G1; x1; y1; x2; y2 
R

Z�p and then outputs a public key pk ¼ u;v;w1 ¼ ux1 ;w2 ¼ vy1 ; d1 ¼ ux2 ; d2 ¼ vy2ð Þ
and its corresponding secret key (x1,y1,x2,y2).
� Enc: Given a public key pk and a message M ¼ ðM1;M2Þ 2 G1 �G1, it picks a; b R Z�p and outputs a ciphertext

C ¼ D1 ¼ ua;D2 ¼ vb;D3 ¼ M1wa
1wb

2;D4 ¼ M2da
1db

2

� �
.

� Dec: Given a ciphertext C = (D1,D2,D3,D4), compute a plaintext M = (M1,M2) by M1 ¼ D3 Dx1
1 Dy1

2

� ��1 and M2 ¼ D4 Dx2
1 Dy2

2

� ��1.

We can show that the HLCE scheme is semantically secure against CPA under the DLC assumption via a standard hybrid
argument.

4. ZKPK protocol for SDH+

Before describing our CL–GS scheme in detail, we first introduce an honest-verifier zero-knowledge proof of knowledge
(ZKPK) protocol for proving possession of an SDH+ tuple. The public parameters for this protocol are ðe;G1;G2;GT ;

p; g; g1; g2; g3;h1;hh;w1;w2; d1; d2;u;vÞ, where e : G1 �G2 ! GT is a bilinear pairing, and w1;w2; d1; d2;u;v; g; g1; g2; g3 
R

G1,
h1 

R
G2 and hh ¼ hh

1 for random h 2 Z�p. The protocol has two players, a proverP and a verifier V. Let Z ¼ gy
2 and bZ ¼ gy for some

y 2 Z�p. Assume that the prover has a tuple (A,x,y,z) satisfying Axþh ¼ g1Z�1g�z
3 and logg2

Z ¼ logg
bZ where A 2 G1 and x; y; z 2 Z�p.

The protocol proves possession of the tuple (A,x,y,z). The concrete protocol is described as follows:
note that our notion is different from that of Double ElGamal Encryption introduced for achieving IND-CCA security in [20,28].
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� (Prover) First, P picks a; b R Z�p, and computes D1 ¼ ua;D2 ¼ vb;D3 ¼ Awa
1wb

2;D4 ¼ gyda
1db

2 2 G1, and c = xa, d = xb mod p. It
also picks ra; rb; rx; ry; rz; rc; rd 

R
Z�p and computes R1 ¼ ura ;R2 ¼ vrb , R3 ¼ eðD3;h1Þrx eðw1;hhÞ�ra eðw2;hhÞ�rb

eðw1;h1Þ�rc eðw2; h1Þ�rd eðg2;h1Þry eðg3;h1Þrz ;R4 ¼ gry dra
1 drb

2 ;R5 ¼ Drx
1 u�rc ;R6 ¼ Drx

2 v�rd . Then, (D1, . . . ,D4,R1, . . . ,R6) is sent
to V.
� (Verifier) V sends a random challenge value c R Z�p.
� (Prover) P computes sa = ra + ca, sb = rb + cb, sx = rx + cx, sy = ry + cy, sz = rz + cz, sc = rc + cc, sd = rd + cd(mod p), and then

sends (sa,sb,sc,sd,sx,sy,sz) to V.
� (Verifier) V checks if (1) R1¼? usa D�c

1 , (2) R2¼? v sb � D�c
2 , (3)

R3¼
? eðD3;h1Þsx e w�sa

1 w�sb

2 ;hh

� �
e w�sc

1 w�sd
2 ;h1

� �
eðg2;h1Þsy eðg3;h1Þsz ðeðD3; hhÞ=eðg1;h1ÞÞc , (4) R4¼

? gsy dsa
1 dsb

2 D�c
4 , (5)

R5¼? Dsx
1 � u�sc , (6) R6¼? Dsx

2 � v�sd . If all the six equations hold then output 1 (valid) and otherwise, 0 (invalid).

Using Lemmas 1–3, we can directly show that the above protocol is an honest-verifier ZKPK of an SDH+ tuple.

Lemma 1. The above protocol is complete.
Proof. Suppose that a prover possess a valid SDH+ tuple (A,x,y,z) and honestly executes the protocol. The following six rela-
tions hold: (1) R1 ¼ ura ¼ ura ucaðuaÞ�c ¼ usa D�c

1 , (2) R2 ¼ v rb ¼ v rbvcbðvbÞ�c ¼ v sb D�c
2 , (3) R3 ¼ eðD3;h1Þrx eðw1;hhÞ�ra eðw2;hhÞ�rb

eðw1; h1Þ�rc eðw2; h1Þ�rd eðg2; h1Þry eðg3; h1Þrz ¼ eðD3; h1Þcxeðw�a
1 w�b

2 ; hhhx
1Þ

ceðg2; h1Þcyeðg3; h1ÞczðeðD3; hhÞ=eðg1; h1ÞÞceðD3; h1Þrx

eðw1; hhÞ�ra eðw2; hhÞ�rb eðw1; h1Þ�rc eðw2; h1Þ�rd eðg2; h1Þry eðg3; h1Þrz ¼ eðD3; h1Þsx eðw1; hhÞ�sa eðw2; hhÞ�sb eðw1; h1Þ�sc eðw2; h1Þ�sd e
ðg2;h1Þsy eðg3;h1Þsz ðeðD3;hhÞ=eðg1;h1ÞÞc ,(4) R4 ¼ gry dra

1 drb

2 ¼ gry dra
1 drb

2 gyda
1db

2

� �c
gyda

1db
2

� ��c
¼ gsy dsa

1 dsb

2 D�c
4 , (5) R5 ¼ Drx

1 � u�rc ¼
Drx

1 � u�rc ðuaÞcx � u�cax ¼ Drx
1 � u�rc Dcx

1 � u�cc ¼ Dsx
1 � u�sc ; ð6ÞR6 ¼ Drx

2 � v�rd ¼ Drx
2 � v�rd ðvbÞcx � v�cax ¼ Drx

2 � v�rd Dcx
1 � v�cc ¼ Dsx

2 � v�sd .
Thus, all equations which the verifier checks hold and all transcripts are always accepted. h
Lemma 2. The above protocol is sound.
Proof. We show that there exists an extractor for the protocol. Suppose that an extractor can find a forking point in the pro-
tocol, where the point is just before the prover receives a challenge c. At the first run of the protocol, the prover sends D1, . . .,
D4 and R1, . . ., R6 and then, to a challenge value c, the prover answers with sa, sb, sx, sy, sz, sc, sd. To another challenge value
c0 – c, the prover answers with s0a; s0b; s0x; s0y; s0z; s0c, and s0d. If the prover passes the test, all six Eqs. (1)–(6) in the final ver-
ification step hold for each set of values. Let Dc ¼ c � c0; Dsa ¼ sa � s0a, and similarly for Dsb, Dsx, Dsy, Dsz, Dsc, and Dsd. Divid-

ing the two instances of Eq. (1) (one instance using c and the other using c0), we have uDsa ¼ DDc
1 , i.e., u~a ¼ D1 where

~a ¼ Dsa � ðDcÞ�1ðmod pÞ. Similarly, from Eq. (2), we have v ~b ¼ D2 where ~b ¼ Dsb � ðDcÞ�1ðmod pÞ. Consider Eq. (4). Dividing

the two instances of this equation gives DDc
4 ¼ gDsy dDsa

1 dDsb

2 and so D4 ¼ gDsy dDsa
1 dDsb

2

� �ðDcÞ�1

. We obtain ~y ¼ DsyðDcÞ�1ðmod pÞ

such that D4 ¼ g~yd
~a
1d

~b
2. Next, consider Eq. (5). Dividing the two instances gives DDsx

1 ¼ uDsc . Substituting D1 ¼ u~a gives
u~aDsx ¼ uDsc , i.e., Dsc ¼ ~aDsxðmod pÞ. Similarly, from Eq. (6) we can deduce that Dsd ¼ ~bDsxðmod pÞ. Finally, dividing the

two instances from Eq. (3), we obtain ðeðg1;h1Þ=eðD3;hhÞÞDc ¼ eðD3;h1 ÞDsx eðw�Dsa
1 w�Dsb

2 ; hhÞeðw�Dsc
1 w�Dsd

2 ;h1Þeðg2;h1ÞDsy eðg3;

h1ÞDsz ¼ eðD3;h1ÞDsx eðw�Dsa
1 w�Dsb

2 ;hhÞe w�~aDsx
1 w�

~bDsx
2 ;h1

� �
eðg2;h1ÞDsy eðg3;h1ÞDsz .

Let ~x ¼ DsxðDcÞ�1ðmod pÞ and ~y ¼ DsyðDcÞ�1ðmod pÞ. Taking Dcth roots, we have

eðg1;h1Þ=eðD3; hhÞ ¼ eðD3;h1Þ
~xe w�~a

1 w�
~b

2 ;hh

� �
e w�~a

1 w�
~b

2 ;h~x
1

� �
eðg2;h1Þ

~yeðg3;h1Þ
~z. This can be equivalently rewritten as

eðg1;h1Þ ¼ e D3w�~a
1 w�

~b
2

� �~xþh
g~y

2g~z
3;h1

� 	
. Let eA ¼ D3w�~a

1 w�
~b

2 . Then we have ðeA; ~x; ~y; ~xÞ satisfying eðg1;h1Þ ¼ eðeA~xþhg~y
2g~z

3;h1Þ.

This implies g1g�~y
2 g�~z

3 ¼ eA~xþh because e is non-degenerated and e(�,h1) for a fixed h1 2 G2 is injective.
Consequently, the extractor obtains a valid SDH+ tuple ðeA; ~x; ~y;~zÞ. Also, eA and g~y in this SDH+ tuple are the same as those in

the ciphertext (D1,D2,D3,D4). h
Lemma 3. For an honest verifier, the above protocol can be simulated under the DLC assumption.
Proof. We build a simulator that gives transcripts of the proposed ZKPK protocol for SDH+. First, the simulator picks
A; bZ R G1, and a; b R Z�p. It sets D1  ua; D2  vb; D3  Awa

1wb
2, and D4  bZda

1db
2. Under the DLC assumption, the tuples

(D1,D2,D3,D4) are drawn from a distribution that is indistinguishable from the distribution output by any prover.
Since the simulation does not require the knowledge of A, x, y, z, a or b, it can also be used even when D1, D2, D3 and D4 are

pre-specified. When (D1,D2,D3,D4) is a random ciphertext of the HLCE scheme of some A, the remainder of the transcript is
simulated perfectly as follows. The simulator first chooses a challenge c R Z�p and response values
sa; sb; sx; sy; sz; sc; sd 

R
Z�p uniformly at random. It then computes commitment values R1, R2, R3, R4, R5, and R6 as follows:



J.Y. Hwang et al. / Information Sciences 222 (2013) 761–778 769
R1  usa � D�c
1 ; R2  vsb � D�c

2 ; R3  eðD3; h1Þsx eðw1; hhÞ�sa eðw2; hhÞ�sb eðd1; g2Þ
�sc eðd2; g2Þ

�sd eðg2; h1Þsy eðg3; h1Þsz ðeðD3; hhÞ=
eðg1;h1ÞÞc; R4  gsy dsa

1 dsb

2 D�c
4 ; R5  D�sx

1 � u�sc , and R6  D�sx
2 � u�sd . The simulator outputs the transcript (D1, . . . ,D4,R1, -

D1, . . . ,D4,R1, . . . ,R6,c,sa,sb,sx,sy,sz,sc,sd). Note that the resulting values satisfy Eqs. (1)–(6), and R1, . . ., R6 are distributed as in a
real transcript. As discussed above, this transcript is indistinguishable from transcripts of the ZKPK protocol for SDH+ under
the DLC assumption. h
5. Our construction

We construct a CL–GS scheme for dynamic membership. For convenience we call this scheme GS-L.
SetUp. It takes as input a security parameter 1k and generates a group public key gpk and its corresponding master private

keys mik, mok, and mlk as follows. Let (G1; G2; GT ) be a tuple of groups of prime order p that defines a bilinear map
e : G1 �G2 ! GT . It picks random h1 

R
G2 and g1; g2; g3; g;u;v 

R
G1 n f1G1g and g1;g2; n1; n2; h 

R
Z�p and computes

w1 ¼ ug1 , w2 ¼ vg2 , d1 ¼ un1 , d2 ¼ vn2 , U ¼ hn1
1 , V ¼ hn2

1 , and hh  hh
1. Let H : f0;1g� ! Z�p be a cryptographic hash function.

A group public key is gpk ¼ ðe;G1;G2; g;h1;hh;u;v ;w1;w2; d1; d2;H; g1; g2; g3Þ, and the master issuing key, mik = h, the master
opening key, mok = (g1,g2,n1,n2), and the master linking key, mlk = (U,V). The group public key, or, more concretely the
parameters g1, g2, and g3 will be updated per revocation. For distinction, denote by gpk0 the initial group key which is gen-
erated in this SetUp.

UserJoin/Issue. Two algorithms, UserJoin (run by a joining user) and Issue (run by the Issuer) interactively perform a pro-
tocol to generate a user signing key usk½i� ¼ eAi ¼ ð~g1~g�yi

2 ~g�zi
3 Þ

1
hþxi ; xi; yi; zi;Ai ¼ ðg1g�yi

2 g�zi
3 Þ

1
hþxi

� �
where eAi ¼ ð~g1~g�yi

2 ~g�zi
3 Þ

1
hþxi and

Ai ¼ ðg1g�yi
2 g�zi

3 Þ
1

hþxi correspond to the current group public key gpk and the initial group public key gpk0, respectively. Here,
zi 2 Z�p is privately selected by UserJoin and xi; yi 2 Z�p are selected by Issue. Ai will be used to update the current eAi in usk[i]
whenever a revocation event occurs. Refer to Section 6.

GSig. It takes as input (current) gpk, a user signing key usk½i� ¼ ðeA; x; y; z;AÞ corresponding to gpk, and a message M, and
then proceeds as follows. First, it picks a; b R Z�p and computes D1 ua, D2  vb; D3  eAwa

1wb
2; D4  gyda

1db
2, and c xa

mod p, d xb mod p. It also picks ra; rb; rc; rd; rx; ry; rz 
R

Z�p and computes R1  ura ; R2  v rb ; R3  eðD3;h1Þrx

eðw1;hhÞ�ra eðw2;hhÞ�rb � eðw1;h1Þ�rc eðw2;h1Þ�rd eðg2;h1Þry eðg3; h1Þrz , R4  gry dra
1 drb

2 ; R5  Drx
1 u�rc , and R6  Drx

2 v�rd . It com-
putes c  HðM;D1; . . . ;D4;R1; . . . ;R6Þ 2 Zp, and sa ra + ca, sb rb + cb, sc rc + cc, sd rd + cd, sx rx + cx, sy ry + cy, sz -
 rz + cz mod p. Finally, it outputs a signature r = (D1,D2,D3,D4,c,sa,sb,sc,sd,sx,sy,sz).

GVfy. It takes as input a message M, a signature r = (D1,D2,D3,D4,c,sa,sb,sc,sd,sx,sy,sz), and gpk corresponding to r, and
then computes R1  usa � D�c

1 ; R2  v sb � D�c
2 ; R3  eðD3;h1Þsx e w�sa

1 w�sb

2 ; hh

� �
e w�sc

1 w�sd
2 ;h1

� �
eðg2;h1Þsy eðg3;h1Þsz ðeðD3;hhÞ=

eðg1; h1ÞÞc; R4  gsy dsa
1 dsb

2 D�c
4 ; R5  Dsx

1 � u�sc , and R6  Dsx
2 � v�sd . It then checks if c¼? HðM;D1;D2;D3;D4;R1;R2;R3;R4;R5;R6Þ.

If the equality holds then it outputs 1, and otherwise, 0.
Open. It takes as input a signature r, message M, gpk corresponding to r, and the master opening key mok = (g1,g2,n1,n2).

If the signature is not valid then return \. Otherwise, it proceeds as follows. It recovers gy  D4 � Dn1
1 � D

n2
2

� ��1
(and possiblyeA  D3 � ðDg1

1 � D
g2
2 Þ
�1). Using a binary search on the registration list REG, it finds i such thatHðgyÞ ¼ Hðgyi Þ in REG. If no such i

exists then it returns (i = 0, ⁄). Otherwise, it finds its corresponding values upk½i� ¼ Zi ¼ gzi
3

� �
; Y1;i ¼ gyi

2 ; Y2;i ¼ hyi
1 ; X1;i ¼ gxi ,

and X2;i ¼ hxi
1 . Next it picks r1; r2 

R
Z�p and computes K12  Dg1

1 Dg2
2 ; W1 ¼ ur1 ;W2 ¼ v r2 ;W12 ¼ Dr1

1 Dr2
2 ,

c12 ¼ Hðr; u;v ;K12;W1;W2;W12Þ, and s1 = r1 + c12g1 mod p and s2 = r2 + c12g2 mod p. Return a proof (i,s = (K12,c12,s1,s2))
and ðrJudge;i; ðupk½i� ¼ ZiÞ;Y1;i;Y2;i;X1;i;X2;iÞ.

The rJudge;i, which is an ordinary signature generated by a signer i, is a kind of certificate guaranteeing that the signer is
aware of xi, yi, and zi. By the construction of the joining procedure in Section 6, we have e(X1,i,h1) = e(g,X2,i) and
e(Y1,i,h1) = e(g2,Y2,i).

Judge. It takes as input a signature r, a message M, gpk corresponding to r, and i; s ¼ ðK12; c12; s1; s2Þ; ðrJudge;i, and
(upk[i] = Zi), Y1,i, Y2,i, X1,i, X2,i). If the signature is not valid then return \. Otherwise, it proceeds as follows. Let
~h1 ¼ h

logg1
~g1

1 where ~g1 2 gpk is an updated value of g1 which was used to generate r. If i = 0 then return 0. Otherwise, it checks
if the following equalities hold: (1) c12¼? H r;u;v;K12; us1 w�c12

1 ;v s2 w�c12
2 ;Ds1

1 Ds2
2 K�c12

12

� �
, (2) e D3ðK12Þ�1

;X2;ihh

� �
¼? e

g1Y�1
1;i Z�1

i ; ~h1

� �
, where g, g2, h1, and hh are in the initial group public key gpk0. If all the equalities hold then return 1 (valid),

and otherwise, 0.
Link. For two given pairs of signatures and messages, (r,M) and (r0,M0), and the master linking key mlk = (U,V), it first

checks if the signatures are valid. If so, it computes B1 e(D4,h1)[e(D1,U)e(D2,V)]�1 and B2  e D04;h1
� �

eðD01;UÞeðD
0
2;VÞ

� 
�1. If B1 = B2 then it outputs 1 (linked) and otherwise, 0 (unlinked). Alternatively,
e D4=D04; h1
� �

¼? e D1=D01;U
� �

e D2=D02;V
� �

can be used for the above equality test.
Note that even after the public key update according to the revocation, Link algorithm is not effected by the change and

so, a signature of a user is linked always.

5.1. Security

It is obvious that the proposed scheme GS-L is correct. Next we show that GS-L achieves security properties, i.e., anonym-
ity (under CPA), traceabiltiy, non-frameability, and linkability in the security model in Section 2. In our security proofs, we
consider the random oracle model, that is, the hash functionH of GS-L is considered as a random function mapping an input
to a random response chosen from its output domain.
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Theorem 1 (Anonymity under CPA). GS-L is CPA-anonymous under the DLC assumption in the random oracle model.
Proof. We will construct an efficient algorithm S which breaks the LCE scheme using an adversary F who breaks the ano-
nymity of GS-L under CPA.

Assume that a public key of the LCE scheme, ðG1; p;u;v ;w1;w2Þ is given to S. The group G1 is associated with a bilinear
map e : G1 �G2 ! GT . S generates the remaining parameters and keys according to SetUp. The group public key
gpk ¼ ðe;G1;G2; g;h1;hh;u; v;w1;w2; d1; d2;H; g1; g2; g3Þ is given to F . Note that (g1 = loguw1, g2 = logvw2) of the master
opening key is not known to S. By the definition of the experiment of E-Linkability, all keys except the master opening key
are given to F .

– Query I. S answers to F ’s oracle queries as follows:
� H: On a hash query, return a random value in Z�p if the query has not been issued. Assume that hash queries are never

repeated.
� Link: On query ðm0;r0;m1;r1Þ; S responds with a correct result using the master linking key mlk and the Link

algorithm.
� SndToU, WReg, USK, and CrptU: On queries S can easily respond because S is aware of the master issuing key mik and

can correctly generate a user signing key with Join. We omit the details here.
– Challenge request. If the adversary F submits two indices i0 and i1, and a message M as a challenge request for CPA-ano-

nymity then S submits ðM0 ¼ Ai0 ;M1 ¼ Ai1 Þ corresponding to (i0, i1) as its challenge request for the semantic security of

LCE. For a random bit b 2 {0,1}, an LCE-ciphertext ðD1 ¼ ua;D2 ¼ vb;D3 ¼ wa
1wb

1MbÞ for Mb is generated. After receiving

(D1,D2,D3) as a challenge, S picks a random bit b̂ 2 f0;1g and then generates D4 ¼ Dn1
1 Dn2

2 g
yi

b̂ ¼ da
1db

2g
yi

b̂ using (n1,n2). Using
the simulation method of Lemma 3, S creates r = (D1, . . . ,D4,R1, . . . ,R6,c,sa,sb,sc,sd,sx,sy,sz) associated with the (D1, . . . ,D4),
even without knowledge of a, b, where c is selected uniformly at random in Z�p. Then, S definesHðM;D1; . . . ;D4;R1; . . . ;R6Þ
by c. This is valid because we consider the random oracle model. S returns r to F as a challenge.

– Query II. Similar to the above query phase, S answers to F ’s oracle queries.
Suppose that F finally outputs a bit bF . In turn, S outputs bS ¼ bF as the answer to its own challenge.
In the above simulation, if b ¼ b̂ then r is a valid group signature for (Aib ; xib ; yib

; zib ), because (D1, . . . ,D4) is a random
hybrid LCE-ciphertext of the message tuple ðAib ; g

yib Þ and the remaining part of the transcript is distributed identically
as in the real ZKPK protocol. In this case, S’s guess is correct if and only if F ’s guess is correct. The probability of b ¼ b̂
is 1/2. Therefore, if F succeeds in breaking the anonymity of GS-L with a certain advantage e then S succeeds in breaking
the semantic security of the LCE scheme with e/2. Thus, we have the desired result. h
Theorem 2 (E-linkability). GS-L is E-linkable under the discrete logarithm assumption on G1 in the random oracle model.
Proof. We will construct an efficient algorithm S which solves the discrete logarithm (DL) problem in G1 using F attacking
the E-linkability of GS-L. Let ðĝ1; ĝ2Þ 2 G1 �G1 be a random instance of the DL problem. The goal of S is to compute
x ¼ logĝ1

ĝ2. Running SetUp, S generates all parameters and keys and then picks s1; s2; f 
R

Z�p and sets g1 ¼ ĝs1
1 , g2 ¼ ĝs2

2 ,
and g3 ¼ gf

1 for gpk. Note that the distribution of these parameters is completely identical to that of the corresponding real
parameters generated in SetUp. All master secret keys are known to S. By the definition of the experiment of E-Linkability,
assume that gpk, mok, and mlk are given to F .

– Query. S answers to F ’s oracle queries as follows:
� H: On a hash query, return a random value in Z�p if the query has not been issued. Assume that hash queries are never

repeated.
� SndToU, AddU, RReg, GSig, USK, and CrptU: Queries can be easily responded because S is aware of the master issuing

key mik. We omit the details.
Suppose that an adversary finally outputs (M0,r0), (M1,r1) such that ðib; sib Þ  OpenðMb;rbÞ, and
1 ¼ Judgeðgpk;upk½ib�;Mb;rb; sib Þ for each b = 0, 1. Let Ab ¼ g1g�yb

2 g�zb
3

� � 1
hþxb be a secret value associated with the proof sib

for each b = 0, 1. We consider two cases according to the success conditions defined in the experiment of E-Linkability.
� The first case is that 0 = Link(gpk,mlk,M0,r0,M1,r1) but i0 = i1. From the first condition, we have eðgy0 ;h1Þ– eðgy1 ;h1Þ

and so y0 – y1 because the signatures are valid and ‘‘0’’ output by Link means the values eðgy0 ;h1Þ; eðgy1 ; h1Þ computed
from the signatures differ. The condition i0 = i1 directly means A0 = A1. S outputs x0 ¼ ðhþx0Þð1�z1fÞ�ðhþx1Þð1�z0fÞ

hðy1�y0Þþx0y1�x1y0
ðmod pÞ as a

solution to the given DL problem. Note that gx0
1 ¼ g2 holds, because A0 = A1, i.e., g1g�y0

2 g�z0
3

� � 1
hþx0 ¼ g1g�y1

2 g�z1
3

� � 1
hþx1

implies (h + x1)(1 � y0x � z0f) = (h + x0)(1 � y1x � z1f)(mod p) and so x ¼ ðhþx0Þð1�z1fÞ�ðhþx1Þð1�z0fÞ
hðy1�y0Þþx0y1�x1y0

ðmod pÞ. For random

x0; x1; y0; y1; h 2 Z�p, it is obvious that we have h(y1 � y0) + x0y1 � x1y0 – 0 mod p with non-negligible probability.
� The second case is 1 = Link(gpk,mlk,M0,r0,M1,r1) but i0 – i1. Using an argument similar to the first case, we have

eðgy0 ;h1Þ ¼ eðgy1 ;h1Þ and so y0 = y1, and A0 – A1. The condition A0 – A1 implies g1g�y0
2 g�z0

3

� � 1
hþx0 – g1g�y1

2 g�z1
3

� � 1
hþx1 and

(x0,z0) – (x1,z1). By construction of the scheme, gy or e(gy,h1) computed from a valid signature is uniquely defined
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for each user (or a signing key). Since y is selected from Z�p uniformly at random for each signing key, the unique-
ness can be guaranteed with overwhelming probability. Accordingly, gy indicates a unique A. By assumption,
(M0,r0) and (M1,r1) are valid, i.e., 1 GVfy(gpk,rb,Mb) and 1 ¼ Judgeðgpk;upk½ib�;Mb;rb; sib Þ for each b = 0, 1,
where ðib; sib Þ  OpenðMb;rbÞ. Using the Open algorithm, gy0 and gy1 can be uniquely recovered from the signatures
r0 and r1, respectively. Since gy0 ¼ gy1 , their associated A0 and A1 must be the same, but this contradicts the
assumption. h
Theorem 3 (LO-linkability). GS-L is LO-linkable under the DLC assumption in the random oracle model.
Proof. In contrast to the anonymity game, we must consider an adversary who can use a linking key to link signatures while
he cannot learn the real signer of the signatures, in the LO-linkability game. We will construct an efficient algorithm S which
solves the DLC problem using the adversary F which breaks the LO-linkability of GS-L. Assume that a DLC problem
ðG1; p;u;v ;w1;w2;ua� ;vb� ; TÞ is given to S. The goal of S is to guess whether T ¼ wa�

1 wb�
2 or not. Let e : G1 �G2 ! GT be a

bilinear map associated with G1. The algorithm S generates the remaining parameters and keys except the master opening
key mok according to SetUp. Note that mok = (g1 = loguw1, g2 = logvw2, n1, n2) is implicitly defined in the above construction.
Thus S cannot learn g1 = loguw1 and g2 = logvw2. However, S is aware of mik = h and mlk ¼ ðU ¼ hn1

1 ;V ¼ hn2
1 Þ because he

picked h, n1, and n2. By the definition of the experiment of LO-Linkability, assume that the group public key
gpk ¼ ðe;G1;G2; g;h1;hh;u;v ;w1;w2; d1; d2;H; g1; g2; g3Þ and mlk are given to F .

– Query I. S answers to F ’s oracle queries as follows:
� H: On a hash query, return a random value in Z�p if the query has not been issued. Assume that hash queries are never

repeated.
� SndToU, AddU, GSig, Open, USK, and CrptU: Queries can be easily responded because S makes use of the master issu-

ing key mik and signing keys generated with mik. We omit the details.
– Challenge request. Assume that F outputs two indices i0 and i1, and a message M as a challenge request for LO-linkabil-

ity. Let ðAi0 ; g
yi0 Þ and ðAi1 ; g

yi1 Þ be the secret values corresponding to i0 and i1, respectively. The values yi0 and yi1 related to
linking information are selected uniformly at random by construction. S picks a random bit b 2 {0,1} and generates a sig-
nature r as follows: (1) Set D1  ua� ; D2  vb� and compute D3  Aib � T , D4  gyi0 � Dn1

1 Dn2
2 . (2) Pick c R Z�p and

sa; sb; sc; sd; sx; sy; sz 
R

Z�p. (3) Compute R1  usa � D�c
1 ; R2  vsb � D�c

2 ; R3  eðD3;h1Þsx eðw1;hhÞ�sa eðw2;hhÞ�sb e
ðd1; g2Þ

�sc eðd2; g2Þ
�sd eðg2;h1Þsy eðg3; h1Þsz ðeðD3;hhÞ =eðg1;h1ÞÞc , R4  gsy dsa

1 dsb

2 D�c
4 ,R5  D�sx

1 � u�sc , and R6  D�sx
2 � u�sd . The

signature r = (D1, . . . ,D4,R1, . . . ,R6,c,sa,sb,sx,sy,sz,sc,sd) is given to F as a challenge.
– Query II. Similar to the above query phase, S answers to F ’s oracle queries.

Suppose that F finally outputs a bit bF . If b ¼ bF then S outputs 1, which means T ¼ wa�
1 wb�

2 , and else if b – bF then output
0, which means T is random.
If T ¼ wa�

1 wb�
2 then the presented simulation is perfect. This means that distinguishing the target indices is successful and

the equality holds at least with the advantage of F . On the other hand, if T was a random element then F would get a
negligible advantage in distinguishing the target indices.
Therefore, if F succeeds in breaking the LO-linkability of GS-L with a certain advantage then S succeeds in solving the DLC
problem with at least the advantage. h
Theorem 4 (JP-unforgeability). GS-L is JP-unforgeable under the discrete logarithm assumption on G1 in the random oracle
model.
Proof. We will construct an efficient algorithm S which solves the DL problem in G1 using F to attack the JP-unforgeability
of GS-L. Let ðu;w1Þ 2 G1 �G1 be a random instance of the DL problem. The goal of S is to compute g⁄ = loguw1. Except (u,w1),
the remaining parameters and keys are generated according to the procedure of SetUp. By the definition of the experiment of
JP-unforgeability, gpk ¼ ðe;G1;G2; g;h1;hh;u; v;w1;w2; d1; d2;H; g1; g2; g3Þ; mik ¼ h, and mlk ¼ ðU ¼ hn1

1 ;V ¼ hn2
1 Þ are given to

F . By construction, only g2 = logvw2 is known to S.

– Query I. S answers to F ’s oracle queries as follows:
� H: On a hash query, return a random value in Z�p if the query has not been issued. Assume that hash queries are never

repeated.
� SndToU, WReg, GSig, Open, USK, and CrptU queries can be easily responded because S can make use of the master

issuing key mik and signing keys usk[i] generated with mik. We omit the details.
– Challenge request. Assume that F outputs a message M⁄ and an index i⁄ as a challenge. Using usk½i��; S generates a chal-

lenge signature r� ¼ D�1;D
�
2;D

�
3;D

�
4; . . .

� �
and gives it to F .
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– Query II. Similar to the first query phase, S answers to F ’s oracle queries.
Finally, assume that F outputs a proof i�; s� ¼ K�12; c

�
12; s

�
1; s
�
2

� �
such that 1 Judge(gpk,upk[i],M⁄,r⁄,s⁄). By definition, (i⁄, -

s⁄) satisfies the first verification condition c12 ¼ H r;u;v ;K�12;u
s�1 w

�c�12
1 ;v s2 w

�c�12
2 ;D�1

s�1 D�2
s�2 K�12

�c�12

� �
.

Note that the given proof s⁄ includes a non-interactive ZKPK of g⁄ = loguw1 and g2. Using a similar argument for the fork-

ing lemma [36] we can obtain another proof s0 ¼ K12; c012; s
0
1; s
0
2

� �
. Now S computes g ¼ s�1 � s01

� �
c�12 � c012

� ��1. and outputs
it to the given DL problem. h
Theorem 5 (Traceability). GS-L is traceable under the q-SDH assumption.
Proof. We will construct an efficient algorithm S that solves the q-SDH problem using F to attack the traceability of GS-L.

Let ðĝ1; ĝh
1; ĝ

h2

1 ; . . . ; ĝhq

1 ; ĥ1; ĥh
1Þ be a random instance of the q-SDH problem, where h R Z�p. The goal of S is to find a pair

x; g1=ðhþxÞ
1

� �
for some x 2 Z�p.

To provide F with a simulation of the experiment for traceability, algorithm S sets up parameters as follows: S first picks

s; s0; s2; s3; sh 
R

Z�p and xk; yk 
R

Z�p for k = 1, . . ., q. Define g1;i ¼ ĝhi

1 2 G2, and FðhÞ ¼
Qq

k¼1ðhþ xkÞmod p and F�iðhÞ ¼ FðhÞ=
ðhþ xiÞ ¼

Qq
k¼1;k–iðhþ xkÞmod p, and F�i�jðhÞ ¼ FðhÞ

ðhþxiÞðhþxjÞ ¼
Qq

k¼1;k–i;jðhþ xkÞmod p. Expanding F(h), F�i(h), and F�i�j(h), we can

rewrite FðhÞ ¼
Pq

k¼0ckh
k; F�iðhÞ ¼

Pq�1
k¼0cikh

k, and F�i�jðhÞ ¼
Pq�2

k¼0cijkh
k, where ck; cik; cijk 2 Zp can be efficiently computed

using x1, . . ., xq.It computes g1 ¼
Qq

i¼0gci
1;i

� �sQq
i¼1

Qq�1
j¼0;j–ig

cij

1;j

� �yi ¼ ĝ
sFðhÞþs2

Pq

k¼1
ykF�kðhÞ

1 .It also computes g ¼ gs0
1 ;

g2 ¼ ĝ
s2

Pq

k¼1
F�kðhÞ

1 ; g3 ¼ ĝs3FðhÞ
1 , h1 ¼ ĥsh

1 and hh ¼ ĥh
1

� �sh
.S generates u;v ;w1 ¼ ug1 ;wg2

2 ; d1 ¼ un1 ; d2 ¼ vn2
� �

as the defined

procedure.gpk ¼ ðe;G1;G2; g1; g2; g3; g;h1;hh;u;v ; w1;w2; d1; d2;HÞ is published.Here, mok = (g1,g2,n1,n2) and

mlk ¼ U ¼ hn1
1 ;V ¼ hn2

1

� �
are known to S while mik = h is unknown. By the definition of the experiment of Traceability,

gpk, mok, and mlk are given to F .
–Query I. S answers to F ’s oracle queries as follows:

� H: On a hash query, return a random value in Z�p if the query has not been issued. Assume that hash queries are never
repeated.
Next we show how to respond to AddU oracle queries assuming that the adversary adds all users to a group.
� AddU. On query ðiÞ; S and A (on behalf of userJoin) proceed as follows:

(a) Upon receipt of a join-request message ðJoin Req; IDi; Zi ¼ gzi
3 ;r1;iÞ; S picks r R Z�p, computes Ri ¼ ĝs3F�iðhÞr

1 ¼ g
1

hþxi
3

� 	r

and sends Ri to A.
(b) A picks zi  Z�p and computes bZi ¼ Rzi

i , bT Join�Eq;i  NIZKPEq2DLðZi; g3;Ri; bZiÞ, and sends ðbZi; bT Join�Eq;iÞ to S.

(c) Upon receipt of valid ðbZi; bT Join�Eq;iÞ; S computes V ¼ Rzi
i

� �r�1

¼ g
zi

hþxi
3 and Ai ¼ ĝ

sF�iðhÞþs2

Pq

k¼1
ðyk�yiÞF�k�iðhÞ

1 V�1 ¼
g1g�yi

2 g�zi
3

� � 1
hþxi , and outputs Ai;Y1;i ¼ gyi

2 ;X2;i ¼ hxi
1

� �
.

(d) The remaining steps can be finished in an obvious manner.
� SndToI, RReg, USK, and CrptU: Queries can be easily responded through the construction of the AddU oracle queries. We

omit the details.

Assume that F finally outputs a forgery r⁄ on M⁄, and (i⁄,s⁄) Open(gpk,mok,REG,M⁄,r⁄). Let gy� and A⁄ be values
recovered from r⁄. Consider the two cases according to the definition of the traceability game, i.e., (1) i⁄ = 0 and (2)
i⁄ = i 2 {1, . . . ,q} but 0 Judgeðgpk;upk½i� ¼ Zið¼ gzi

3 Þ;M
�;r�; s�Þ. Next we show that we can solve the q-SDH problem for each

case.

� First, assume that i does not indicate any user in REG, i.e., i⁄ = 0.
(1) Assume that A⁄– Ai for all i 2 {1, . . . ,q}.
(a) Assume that x⁄– xi for all i 2 {1, . . . ,q}. First, using a similar argument for the forking lemma [6,19], we obtain
(x⁄,y⁄,z⁄) corresponding to A⁄. Let QðhÞ ¼ ðs� z�s3ÞFðhÞ þ s2

Pq
k¼1ðyk � y�ÞF�kðhÞ. Note that

A� ¼ g1g�y�

2 g�z�
3

� � 1
hþx� ¼ ĝ

ðs�z�s3ÞFðhÞþs2

Pq

k¼1
yk�y�ð ÞF�kðhÞ

1

� 	 1
hþx�

¼ ĝ
QðhÞ
hþx�
1 . Here QðhÞ

hþx� can be expressed as QðhÞ
hþx� ¼ Q 0ðhÞ þ C0

hþx�

where C0 ¼ Qð�x�Þ 2 Z�p, and Q0(h) is a polynomial of degree q � 1 and its coefficients can be publicly computed.

S computes ĝ
1

hþx�
1 ¼ A�ĝ�Q 0 ðhÞ

1

� �C0�1

and outputs ĝ
1

hþx�
1 ; x�

� �
as a solution of theq-SDH problem.

(b) Assume that x⁄ = xi for some i 2 {1, . . . ,q}. We have two possible cases for z⁄ and zi, as follows:
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(1) Assume that z⁄– zi.First, compute T ¼ Az�

i A��zi
� �ðz��ziÞ�1

¼ g1g�yi
2 g�zi

3

� � z�
hþxi

� �
ðg1g�y�

2 g�z�
3 Þ

�zi
hþxi

� 	ðz��ziÞ�1

¼

g1g
�yi z�þy�zi

z��zi
2

 ! 1
hþxi

¼ ĝ
sFðhÞþs3

Pq

k¼1
ykF�kðhÞ

1 ĝ
�yiz�þy�zi

z��zi
s2

Pq

k¼1
F�kðhÞ

1

 ! 1
hþxi

.Let q ¼ �yiz
�þy�zi

z��zi
s2 and QðhÞ ¼ sFðhÞ þ

Pq
j¼1

ðs3yj þ qÞF�jðhÞ.We have T ¼ ĝ
QðhÞ
hþxi
1 .Here, QðhÞ=ðhþ xiÞ ¼ sF�iðhÞ þ

Pq
j¼1;j–iðs3.j

�
þqÞF�j�iðhÞÞ þ F�iðhÞ

hþxi
can be

expressed as Q 0ðhÞ þ C0

hþxi
where C0 ¼ Qð�xiÞð– 0Þ 2 Z�p, and Q0(h) is a polynomial of degree q � 1 and, its coeffi-

cients and C0 can be publicly computed. Thus we can compute ĝ
1

hþxi
1 ¼ ðTĝ�Q 0 ðhÞ

1 ÞC
0�1

and output ðĝ
1

hþxi
1 ; xiÞ as a

solution of the q-SDH problem.
(2) Assume that z⁄ = zi. Note that y⁄– yi due to A⁄– Ai and x⁄ = xi. Compute T ¼ ðAiA

��1Þð�yiþy�Þ�1

¼

g�yiþy�

2

� � 1
hþxi

� 	 �yiþy�ð Þ�1

¼ g
1

hþxi
2 ¼ ĝ

s2

Pq

k¼1
F�kðhÞ

1

� 	 1
hþxi

. Let QðhÞ ¼ s2
Pq

k¼1F�kðhÞ. We have ĝ
QðhÞ
hþxi
1 . Here,

QðhÞ=ðhþ xiÞ ¼ ð
Pq

k¼1;k–iðs2ÞF�k�iðhÞÞ þ F�iðhÞ
hþxi

can be expressed as Q 0ðhÞ þ C0

hþxi
where C0 ¼ Qð�xiÞð– 0Þ 2 Z�p, and

Q0(h) is a polynomial of degree q � 1, and its coefficients and C0 can be publicly computed. Thus, we can com-

pute ĝ
1

hþxi
1 ¼ Tĝ�Q 0 ðhÞ

1

� �C0�1

and output ĝ
1

hþxi
1 ; xi

� 	
as a solution of the q-SDH problem.
(3) Assume that A⁄ = Ai for some i.

(a) If x⁄– xi, then S solves the q-SDH problem using a similar method presented in the case (a).

(b) If x⁄ = xi, y⁄– yi and z⁄– zi then g1g�y�

2 g�z�
3

� � 1
hþx� ¼ A� ¼ Ai ¼ g1g�yi

2 g�zi
3

� � 1
hþxi and so g�y�

2 g�z�
3 ¼ g�yi

2 g�zi
3 holds. Thus,

this implies g2 ¼ gð�ziþz�Þ=ð�y�þyiÞ
3 and ð�zi þ z�Þ=ð�y� þ yiÞ ¼ logg3

g2 ¼
s2

Pq

k¼1
F�kðhÞ

s3FðhÞ and so �ziþz�

�y�þyi
s3FðhÞ � s2Pq

k¼1F�kðhÞ ¼ 0. For any i, let QðhÞ ¼ �ziþz�

�y�þyi
s3FðhÞ � s2

Pq
k¼1F�kðhÞ and QðhÞ

ðhþxiÞ
¼ �ziþz�

�y�þyi
s3F�iðhÞ�ðs2

Pq
k¼1;k–iF�k�iðhÞÞþ

F�k�iðhÞ
hþxi

. This QðhÞ
ðhþxiÞ

can be expressed as Q 0ðhÞþ C0

hþxi
where C0ð–0Þ2Z�p, and Q0(h) is a polynomial of degree q � 1 and

its coefficients and C0 can be publicly computed. Since Q(h) = 0, we have 1
hþxi
¼�C0�1Q 0ðhÞ. Thus, we can compute

ĝ
1

hþxi
1 ¼ ĝQ 0 ðhÞ

1

� ��C0�1

and output ĝ
1

hþxi
1 ;xi

� 	
as a solution of the q-SDH problem.
� Second, assume that i⁄ indicates a user in REG, i.e., (A⁄,x⁄,y⁄,z⁄) = (Ai,xi,yi,zi) for some i 2 {1, . . . ,q} but
0 Judgeðgpk;upk½i� ¼ Zið¼ gzi

3 Þ;M
�;r⁄,s⁄).

Let r� ¼ D�1; . . . ;D�4;R
�
1; . . . ;R�6; c

�; s�a; s
�
b; s
�
c; s
�
d; s
�
x; s
�
y; s
�
z

� �
and s� ¼ K�12; c

�
12; s

�
1; s
�
2

� �
; ðZi;Y1;i;Y2;i;X1;i;X2;iÞsigni

� �
. It is obvious

that the first verification of the Judge algorithm always holds because s⁄ was generated according to the opening proce-

dure and so is correct. Suppose that the second condition does not hold; that is, e D3ðK12Þ�1
;X2;ihh

� �
– e g1Y�1

1;i Z�1
i ;h1

� �
,

and so e D�3ðK12Þ�1
;hhþxi

1

� �
– e g1g�yi

2 g�zi
3 ;h1

� �
. This implies that D�3ðK12Þ�1 ¼ D�3 D�1

g1 D�2
g2

� ��1
– g1g�yi

2 g�zi
3

� � 1
hþxi ¼ Ai. Let

D1 ¼ ua� and D2 ¼ vb� for some a�; b� 2 Z�p. By the proof of Lemma 2, we have Ai ¼ D�3 wa�
1 wb�

2

� ��1
. Note that

wa�
1 wb�

2 ¼ ug1a�wg2b�

2 ¼ D�1
g1 D�2

g2 . Thus, these two results contradict the assumption. h

Informally, a user generates its own secret exponent during the joining protocol and only the corresponding commitment
is known to the trusted authority Issuer. It is hard to forge a signature for the user without knowledge of the secret exponent
because a signature involves a proof of knowledge for the exponent. Next, we formally prove that GS-L is non-frameable un-
der the hardness of the DL problem in G1.

Theorem 6 (Non-frameabiltiy). GS-L is non-frameable under the discrete logarithm assumption on G1 in the random oracle
model.
Proof. Suppose that there is an adversary F which breaks the non-frameability of GS-L. We will construct an efficient algo-
rithm S that solves the DL problem using F as a sub-algorithm. Let ðG1; g3; Z

� ¼ gz
3Þ be a random instance of the DL problem

in G1. The goal of S is to find z ¼ logg3
Z�.

The simulator S sets up group public parameters gpk according to the procedure of SetUp. Thus, S is aware of all master
secret keys, mik = h, mok = (g1,g2,n1,n2), and mlk ¼ ðU ¼ hn1

1 ;V ¼ hn2
2 Þ. By the definition of the experiment of non-frameability,

gpk, mik, mok, mlk and {(Ai,xi,yi)ji = 1, . . . ,q + q0} are given to the adversary. Let q + q0 be the number of all user keys that are
generated during the attack, where q is the number of user keys known to the adversary via corruption or user join queries,
and q0 is the number of all honest user keys that are not known to the adversary. S randomly picks a 2 {1, . . . ,q + q0} such that
the adversary will finally output a forged signature of a user with index a. Let USK = {(Ai,xi,yi,zi)ji = 1, . . . ,q + q0} denote the
ordered set of all user keys that are generated and registered during the attack simulation. We note that za is unknown to S
during the attack. Without loss of generality, assume that fzi1 ; . . . ; ziqg is known to F .
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The solver S will simulate an attack environment for the adversary through oracle queries as defined in Section 2.

– Query. S answers to F ’s oracle queries as follows:
� H: On a hash query, return a random value in Z�p if the query has not been issued. Assume that hash queries are never

repeated.
� USK: On query (i), If i – a, return gsk[i] = (Ai,xi,yi,zi) and usk[i] = zi in REG. Otherwise, i.e., if i = a, abort.
� GSig: On query (i,m), If i – a, then generate r using the secret signing key gsk[i], and return it. Otherwise, i.e., if i = a

then generate r using the simulation technique of Lemma 4, and return it.
� SndToU, WReg, and CrptU queries can be easily responded using the master issuing key mik. We omit the details.

Assume that the adversary F finally outputs (m⁄,r⁄, i⁄) that satisfies the forgery conditions of non-frameability, (1)
1 GVfy(gpk,m⁄,r⁄), (2) i⁄ 2 HU, gsk[i⁄] – e, (3) (upk[i⁄],s⁄) Open(gpk,mok,REG,M,r), 1 Judge(gpk, i⁄,upk[i⁄],m⁄,r⁄,s⁄),

and (4) F has not queried USK(i) or GSig(i⁄,m⁄). Let r� ¼ D�1; . . . ;D�4;R
�
1; . . . ;R�6; c

�; s�a; s
�
b; s
�
c; s
�
d; s
�
x; s
�
y; s
�
z

� �
. Using a similar

argument for the forking lemma technique of [19,4], we can obtain another signature r̂� ¼ D�1; . . . ;D�4;R
�
1; . . . ;R�6;

�
ĉ�; ŝ�a; . . . ; ŝ�d; ŝ

�
x; ŝ
�
y; ŝ
�
zÞ, where c� – ĉ�mod p. Hence we can compute z� ¼ ðc� � ĉ�Þ�1ðs�z � ŝ�zÞmod p. Note that the above simu-

lation is perfect unless an abortion occurs. If a is correctly guessed then there is no abortion. Hence, with probability 1/q,
we succeed in solving the given DL problem. h

6. Join and revocation

We present our join and revocation algorithms. Let the initial group public key be gpk0 = (v,g1,g2,g3) where
v ¼ ðe;G1;G2; g;h1; hh;u;v ;w1;w2; d1; d2;HÞ. v does not change regardless of revocation.

6.1. Join

Our join algorithm makes use of a standard signature scheme R = (KGen,Sign,Vrfy). We assume that, using KGen, each user
IDi obtains a signing key ski and its corresponding public verification key vki before joining.

Join. Two algorithms, UserJoin (run by a joining user) and Issue (run by the Issuer) interactively perform the following pro-
tocol. Let the initial group key be gpk0 = (v,g1,g2,g3).

(1) UserJoin picks zi 
R

Z�p and computes upk½i� ¼ Zi ¼ gzi
3 2 G1 and r1;i  Signski

ðJoin Req; IDi; ZiÞ, and sends
(Join_Req, IDi,Zi, r1,i).

(2) If r1,i is valid, then Issue sends a random Ri 
R

G1.
(3) UserJoin computes bZi ¼ Rzi

i  
R

Z�p and generates bT Join�Eq;i  NIZKPEq2DL ðZi; g3;Ri; bZiÞ, which is a non-interactive zero-
knowledge proof for logg3

Zi ¼ logRi
bZi. It then sends ðbZi; bT Join�Eq;iÞ.

(4) Upon receipt of ðbZi; bT Join�Eq;iÞ, Issue checks the validity of bT Join�Eq;i and bZi 2 G1. If successful, then it checks if there exists

ðHðgyi Þ; IDi; yi; . . .Þ in the list REG. If such i exists, it picks xi 
R

Z�p and computes Ai ¼ g1g�yi
2 Z�1

i

� � 1
hþxi 2 G1. Otherwise, it

picks xi; yi 
R

Z�p and computes Y1;i ¼ gyi
2 , X2;i ¼ hxi

1 , and Ai ¼ g1g�yi
2 Z�1

i

� � 1
hþxi 2 G1 and then sends (Ai,Y1,i,X2,i).

(5) Upon receipt of (Ai,Y1,i,X2,i), UserJoin checks Ai 2 G1 and the equality eðAi;X2;ihhÞ¼? e g1Y�1
1;i g�zi

3 ;h1

� �
. If successful, then it

generates a signature r2,i Signsk(Ai,Y1,i,X2,i,Zi) and sends it.
(6) If r2,i is valid then Issue sends (xi,yi).
(7) Upon receipt of (xi,yi), UserJoin updates Ai to eAi by calling uskUpdate. It then keeps usk½i�j ¼ ðeAi; xi; yi; zi;AiÞ secret as a

user signing key corresponding to the current group public key gpkj. Finally, it generates a signature
rJudge;i  Signski

ðupk½i�;Y1;i ¼ gyi
2 ;Y2;i ¼ hyi

1 ;X1;i ¼ gxi ;X2;i ¼ hxi
1 Þ and sends rJudge;i, (upk[i],Y2,i,X1,i).

(8) After receiving the final message from UserJoin, if e(X1,i,h1) = e(g,X2,i), e(Y1,i,h1) = e(g2,Y2,i) then Issue appends
ðHðgyi Þ; IDi; yi;Ai;upk½i�;Y1;i;Y2;i;X1;i;X2;i;rJudge;iÞ to REG.

Using a similar method based on non-interactive ZK proof techniques in [19], we can construct a parallel join.

6.2. Revocation

The revocation algorithm consists of two sub-algorithms, gpkUpdate, which updates a group public key, and uskUpdate,
which updates a user’s signing key. For clarity, we define session number j which is incremented by one whenever a rev-
ocation session occurs. We assume that a set of keys may be revoked for each session. Let the initial group public key be
gpk0 = (v,g1,g2,g3).

Revoke. Let the current group public key gpkj�1 ¼ ðv; ~g1; ~g2; ~g3Þ be given. Assume that a list of rj keys to be revoked,

RI ¼ fðT1;i ¼ g
1

hþxj;i
1 ; T2;i ¼ g

1
hþxj;i
2 ; T3;i ¼ g

1
hþxj;i
3 ; xj;iÞji ¼ 1; . . . ; rjg is given. Then, gpkUpdate and uskUpdate algorithms are executed

as follows:
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� gpkUpdate. It updates the current gpkj�1 to gpkj as follows. ~g01  ~g1
Qrj

i¼1T1;i ¼ g1þf
1 ; ~g02  ~g2

Qrj
i¼1T2;i ¼ g1þf

2 , and
~g03  ~g3

Qrj
i¼1T3;i ¼ g1þf

3 , where f ¼
Pj

j¼1

Prj

i¼1
1

hþxj;i
. Return gpkj ¼ v; ~g01; ~g02; ~g03

� �
.

� uskUpdate. It takes as input gpkj and RI , and updates a user signing key from usk j�1 ¼ ðeA; x; y; z;AÞ to

usk j ¼ ðeA0; x; y; z;AÞ. Assume that x – xi for any i = 1, . . ., rj. It then computes Xj;i  T1;iT
�y
2;i T

�z
3;i

� �
A�1

h i 1
x�xj;i and

eA0  eAQrj
i¼1Xj;i ¼ ~g01 ~g02

� ��y ~g03
� ��z

� � 1
hþx

. An updated user signing key is usk j ¼ ðeA0; x; y; z;AÞ and it corresponds to the

updated group public key gpkj.

It is easy to see that the above revocation method is correct because Xj;i ¼ T1;iT
�y
2;i T

�z
3;i

� �
A�1

h i 1
x�xj;i ¼ g

1
hþxj;i
1 g

�y
hþxj;i
2 g

�z
hþxj;i
3

� 	�
g

1
hþx
1 g

�y
hþx
2 g

�z
hþx
3

� ��1
�

1
x�xj;i ¼ g

1
hþxj;i
1 g

�y
hþxj;i
2 g

�z
hþxj;i
3

� 	 1
hþx

and eA0 ¼ eA � Qrj
i¼1Xj;i ¼ g1g�y

2 g�z
3

� � 1
hþx �

Qj�1
j¼1

h Qrj

i¼1 g
1

hþxj;i
1 g

�y
hþxj;i
2 g

�z
hþxj;i
3

� 	 1
hþx

 !
��

Qrj
i¼1 g

1
hþxj;i
1 g

�y
hþxj;i
2 g

�z
hþxj;i
3

� 	 1
hþx

 !
¼ g1þf

1

� �
g1þf

2

� ��y
g1þf

3

� ��z
h i 1

hþx¼ ~g01 ~g02
� ��y ~g03

� ��z
� � 1

hþx
.

7. Performance analysis

We analyze the performance of our scheme in terms of signature size and computation overhead, and provide simulation
results. This analysis includes a comparison between the best-known GS scheme [6], referred to as BBS, and our own.

Signature length. Let ‘p and ‘G1 be the bit-length of the order of G1 and an element of G1, respectively. Our signature
consists of four elements of G1 and eight elements of Zp and so its bit-length is 4‘G1 þ 8‘p. The BBS signature consists of three
elements of G1 and six elements of Zp and so its bit-length is 3‘G1 þ 6‘p. If G1 is a bilinear group of prime order p on an MNT
curve where ‘p and ‘G1 are almost the same, then our signature length is only 33.3% longer than the BBS signature. If ‘p = 170
and ‘G1 ¼ 171 are assumed, our signature length is about 2044 bits or 256 bytes.

Amount of computation. In our scheme, all the pairings e(w1,hh), e(w2,hh), e(w1,h1), e(w2,h1), e(g2,h1), and e(g3,h1) can
be precomputed, and can be included in the group public key gpk or cached by users.

� Signing and verifying: A signer can cache e(A,h1) instead of evaluating a pairing for each generation of a signature. Thus,
e(D3,h1) can be computed by e(A,h1)e(w1,h1)ae(w2,h1)b where Awa

1wb
2;h1 ¼ D3. Accordingly, signing requires no pairing

computation and only two exponentiations in G1 and ten multi-exponentiations. A verifier can derive R3 by merging
eðD3;h1Þsx and e(D3,hh)c into e D3;h

sx
1 hc

h

� �
and evaluating one pairing. Thus, verifying requires seven multi-exponentiations

and one pairing computation. Since all bases for multi-exponentiation in signing are fixed, further speedup by precom-
putation is possible.
� Opening: To open a signature, computing a relative value, that is, A in the BBS scheme and gy in our scheme requires only

one multi-exponentiation in G1 and a binary search.
If a key-update by revocation is considered then the BBS scheme needs an additional extraction of the original A from an
opened value bA to trace the corresponding signer (see Chapter 7 in [6]). With the help of the Issuer using the master issu-
ing key that the Opener cannot access, this extraction is possible with one exponentiation in G1. However, without direct
use of the master issuing key, the Opener should update all of the secret keys for each revocation. This will require an
amount of computation proportional to the total number of group members. In contrast, in our scheme, since the value
gy does not change regardless of revocation, we can directly decide the corresponding signer and thus minimize the open-
ing computation. Judging a proof output by our opening algorithm requires three multi-exponentiations and two pairing
computations.
� Linking: The presented linking algorithm computes 6 pairing maps for two given signatures r = (D1, . . . ,D4, . . .) and

r0 ¼ D01; . . . ;D04; . . .
� �

. The alternative method, i.e., e D4=D04;h1
� �

¼ e D1=D01;U
� �

e D2=D02;V
� �

, requires three pairing computa-
tions. If the linking test needs to be executed for a fixed link index e(D4,h1), then only two pairing computations for
e D01;U
� �

e D02;V
� �

are required for each new signature.
� Key-updating: In both the BBS and our scheme, all but revoked users must update their secret signing keys. Let r be the

number of revoked users. This updating requires 3r multi-exponentiations in G1 in our scheme while r exponentiations in
G1 in [6].

Next, we provide some empirical results regarding computation overhead. The test for these results was performed on an
Intel Core2 Quad Q9550 model CPU clocked at 2.83 GHz. This test makes use of the d159 curve from the PBC library [35]
running on top of Gnu GMP [27] on Linux 2.6.25-14 (Fedora Core 9). Every test result of Tables 1 and 2 is the average of
1,000 tests. For convenience the scheme of [19] is called DP hereafter.

In Table 1, our CL–GS scheme requires 42% and 28% more time than the BBS scheme for generating and verifying a sig-
nature, respectively, but the differences are only about 10 ms. OpenNoRev and Open104Rev represent the opening procedure after
key-updates with 0 and 10,000 revoked users, respectively. For the BBS and DP schemes, we assume that Open104Rev performs
a single exponentiation with the help of the Issuer, that is, using the master issuing key. In presence of 10,000 revoked keys,



Table 1
Performance comparison between BBS [6], DP [19], and our scheme.

Ours BBS04 [6] DP06 [19]

GSig/GVfy 37.76/55.84 26.40/43.34 21.20/39.25
OpenNoRev/Open104Rev 1.83/1.93 1.95/6.08 1.92/6.29
Open/Judge 12.13/28.86 N/A N/A
Link 34.19 N/A N/A

Time: ms.

Table 2
Revocation performance of our scheme.

# of revoked keys 1 10 100

gpkUpdate in our scheme 39.01 39.70 40.23
uskUpdate in our scheme 13.35 32.52 213.12

Time: ms.

Table 3
Comparison.

An CL NF Tr Rev. Pairing type [23]

Ours CPA O O O O Type 1, 2, 3
[6] CPA – O O O Type 1, 2, 3
[19] CCA – O O O Type 2
[5] CCA – O O – Type 1, 2, 3
[22] CPA – – O – Non-pairing based
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our opening algorithm is three times faster than that of the BBS and DP schemes, though that gap is not significant. However,
note that the opening time for the BBS and DP schemes was computed assuming that the Opener can access the master issu-
ing key, which sometimes might not be the case in real world applications. In principle, our opening algorithm does not need
the master issuing key but has a constant performance time. Without of the use of the master issuing key, our opening algo-
rithm significantly outperforms that of the BBS and DP schemes, as mentioned above. ‘Open’ in the second row of Table 1
represents our opening procedure, which computes gy and outputs the corresponding proof s for judgment. Note that the
BBS scheme does not have a judge and a link procedure. Since there is no explicit judge algorithm in [19], we cannot test
the Judge algorithm of the DP scheme. Finally, our Judge and Link algorithms are also reasonably fast.

Table 2 shows that the running time of uskUpdate increases in proportion to the number of revoked keys in both our
scheme and the BBS scheme. In this table, our uskUpdate uses a multi-exponentiation with three group elements and can
be improved with simultaneous exponentiations with more than three group elements.

Finally, we compare our scheme with other recent group signatures [6,19,22,5] in terms of security properties, anonymity
(An), controllable linkability (CL), non-frameab ility (NF), traceability (Tr), and revocability (Rev). Table 3 shows that our
scheme is comparable to these schemes with respects to these properties.

In the above table, since [22] is based on lattices, the type of pairing maps is not considered for [22].
8. Conclusion

We have introduced a novel and useful notion, controllable linkability for a GS scheme with dynamic membership.
Through controllable linkability, a linker can always link signatures from a signer even when the signer is revoked and
re-joins. The feature is very versatile and useful in many privacy preserving data mining applications. We concretely con-
structed a GS scheme with the linkability and proved that the proposed scheme achieves not only the basic security prop-
erties, anonymity, traceability, non-frameability but also three security requirements regarding linkability, that is, link-only
linkability, judge-proof unforgeability, and enforced linkability. In addition, we presented an efficient revocation method and
an opening algorithm that can significantly save or minimize computation overhead in the opening procedure even without
the master issuing key.
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Appendix A. The DLC Assumption in generic bilinear groups

We prove that the DLC assumption introduced in Section 3 holds in generic (bilinear) groups [32]. The underlying idea for
the proof is similar to that of [6]. We consider four oracles that represent the basic group operations in each of (multiplica-
tive) groups G1; G2, and GT (possibly G1 ¼ G2), and a bilinear pairing e : G1 �G2 ! GT . The opaque encoding of elements in
each group is modeled using an injective function which maps each a 2 Zp to the string representation n(a) for the group. An
adversary can obtain only n-representations of group elements through the oracles and so confirm some relations on expo-
nents induced by queries. For the DLC problem, suppose x; y; x1; y1; a; b; c R Zp; T0  gx1aþy1b; T1  gc , and b R f0;1g.
We show that no generic algorithm A that is given the encodings of u ¼ gx; v ¼ gy; w1 ¼ gx1 ; w2 ¼ gy1 ; gxa; gyb; Tb; T1�b

and makes up to q oracle queries can guess the bit, b with probability greater than 1
2þ e, where e is negligible.

Consider an algorithm B that plays the following game with A � B maintains three lists,
Lk ¼ fðFk;i; nk;iÞ : i ¼ 0; � � � ; sk � 1g ðk ¼ 1;2; TÞ, under the invariant that, at step s, s1 + s2 + sT = s + 11. Here, the
FI;I 2 Zp½X;Y;X1;Y1;A;B; T0, and T1] are polynomials in the indeterminates X, Y, X1, Y1, A, B, T0, T1 with coefficients in Zp.
The nq,q 2 {0,1}⁄ are arbitrary distinct strings. The lists are initialized at step s = 0 by initializing s1 10, s2 1, sT 0,
and setting F1,0 = 1, F1,1 = X, F1,2 = Y, F1,3 = X1, F1,4 = Y1, F1,5 = XA, F1,6 = YB, F1,7 = T0, F1,8 = T1, and F2,0 = 1. The corresponding
strings are set to arbitrary distinct strings. Note that B can determine the index i of any given string nj,i in Lj (j = 1,2,T). B
provides A with the encodings n1,0, n1,1, . . ., n1,8, n2,0, and responds to A’s queries as follows:

� Basic group operations (�,�). Given a bit denoting multiplication or division of group Gk (k = 1,2,T) and two operands
nk,i and nk,j with 0 6 i, j < sk, if b = 1 then compute F1;sk

 Fk;i þ Fk;j; otherwise, i.e., b ¼ 0; Fk;s1  Fk;i � Fk;j. If Fk;sk
¼ Fk;l for

some l < sk, set nk;sk
 nk;l; otherwise, set nk;sk

to a string in {0,1}⁄ distinct from nk;0; � � � ; nk;sk�1. Add ðFk;sk
; nk;sk

Þ to Lk and
return nk;sk

. Then, increment sk by one.
� Pairing. Given two operands n1,i and n2,j with 0 6 i < s1 and 0 6 j < s2, compute FT;sT  F1;iF2;j. If FT;sT ¼ FT;l for some l < sT,

set nT;sT
 nT;l; otherwise, set nT;sT

to a string in {0,1}⁄. Return nT;sT
and increment sT by one.

The total degree of any polynomial in each of the lists is bounded as follows: deg (F1,i) 6 2, deg (F2,i) = 0 (or deg (F2,i) 6 2 if
G1=G2), and deg (FT,i) 6 2 (or deg (FT,i) 6 4 if G1 ¼ G2). After at most q queries, A terminates and returns a guess b̂ 2 f0;1g. At
this point, B chooses x; y; x1; y1;a; b; c 

R
Zp. Consider tb x1a + y1b and t1�b c, for both choices of b 2 {0,1}. The simulation

provided by B is perfect and reveals nothing toA about b unless the chosen random values for the indeterminates give rise to
a non-trivial equality relation between the simulated group elements that was not revealed to A, i.e., when we assign X x,
Y y, X1 x1, Y1 y1, A a, B b and either T0 x1a + y1b, T1 c or the converse T0 c, T1 x1a + y1b. The condition of
such abortion happens only if for some i, j one of the following four cases holds: (1) f1,i = f1,j but the polynomials F1,i and F1,j

are not same, i.e., F1,i – F1,j, (2) f2,i = f2,j but F2,i – F1,j, (3) fT,i = fT,j but FT,i – F1,j, (4) any relation similar to the above in which
x1a + y1b and c1 have been exchanged, where fk,i = Fk,i (x,y,x1,y1,a,b,x1a + y1b,c1) for k = 1, 2, T.

Next, we show that it is hard to find any of the above four cases. Observe that A can only manipulate the polynomials on
the three lists through additions and subtractions (shown as multiplications and divisions in G1; G2, and GT ) as well as mul-
tiplications between polynomials which are shown as pairings between elements of G1 and G2. Notice that in the initial lists,
the variable A only appears within the monomial X1A, and the variable B within the monomial Y1B. Given the available oper-
ations, it is easy to see the following arguments hold in the three group representations: (1) It is hard to generate a polyno-
mial that contains the pair (mX1A, mY1B) for any non-zero integer m, which is a prerequisite to compute a multiple of
X1A + Y1B in G1 or G2. The maximum degree in those groups is 2; (2) It is hard to generate the terms FX1A and FY1B for
any non-zero monomial F of a maximum degree of 2, which is a prerequisite to compute a multiple of X1A + Y1B in GT .
The maximum degree in this group is 4.

Since in the above polynomial differences all arguments to the polynomials are independent except for x1a + y1b, it is
obvious that the adversary will not be able to cause any of them to cancel identically and non-trivially without knowledge
of a multiple of X1A + Y1B. The adversary is thus reduced to find a numeric cancelation from random assignments of the vari-
ables. We compute the probability of a random occurrence of a non-trivial numeric cancelation. Since F1,i � F1,j for fixed i and
j is a polynomial of a maximum degree of 2, it vanishes for random assignment of the indeterminates in Zp with a probability
of at most 2/p. Similarly, for fixed i and j, the second case occurs with probability 0 (or 62/p when G1 ¼ G2), and the third
with probability 6 2/p (or 64/p when G1 ¼ G2Þ. The same probabilities are found in the analogous cases where x1a + y1b and
c1 have been exchanged. Absent any of the above events, the distribution of the bit d in A’s view is independent, and B’s
probability of making a correct guess is exactly 1/2. By summing over all valid pairs i, j in each case, we find that A makes

a correct guess with advantage � 6 2 � s1ðs1�1Þ
2

� �
2
p þ

s2ðs2�1Þ
2

� �
2
p þ

sT ðsT�1Þ
2

� �
4
p

� �
. Since s1 + s2 + sT 6 q + 11, we have

� 6 (q + 11)2/p, as required.
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