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A Proposal of One-Time Password Authentication Protocol using DigitalSeal
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Abstract

DigitalSeal is a security tool that scans a barcode which includes information for authentication,
and then prints HOTP Tag on LCD using the barcode data, a secret key and HOTP algorithm. In
this paper, we propose a secure password authentication protocol using DigitalSeal. A user can
generate HOTP Tag when trying to login on a website using a ID, a random challenge and
DigitalSeal. Then, the user can authenticate on the website using HOTP Tag that serves as an
one-time password. As a result, the user can get benefit of usability aspect because it does not
have to remember a password and manage a password on multiple websites. In addtion, this
protocol is strong against MitM, MitB attacks and a secret key can be more securely managed.
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