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ABSTRACT

It is known to be hard to apply cryptographic one-way functions to the recognition system using bio-information
directly. As one of the solutions about that problem, there is a permutation transformation scheme. However, they did
not show any algorithmic behavior or any performance analysis of the transformation by experiment. In this paper,
by showing the recognition ratio of the transformed scheme by experiment, we prove that that scheme is sound.
Also, we adopt their transformation to LDA(Linear Discriminant Analysis) to show the experimental results. In the
negative side, we introduce a new type of attack against the permutation transformation schemes. Finally, we briefly
mention a generalization of the permutation transformation for countermeasure of the attack at the end of this paper.

Keywords : Biometric, Cancelable, Eigenface, PCA, LDA

.M 2
R Qe AREAY 9 ArEAldFagde] dig IT
ATAE A|AAkgle] AFAnR EM (ITTA-200 Wsty] Toqle] ZAzlel Ao =w|qle] Az viw
6-C1090-0603-0028) 7} Edslchd . Jduksk o] ALg-o ol A Ko

W%
2006 7¥ 194 ¢ AEed: 2006 119 274 .
*d—zrﬂ?} soony@ieclab inkﬁaﬂac kr b RS A 287 wiiel] B2 A% 7ol

¥ 2A1A2} nyang@inha.ac.kr AuksF 545 ARt AYA <lA] Rolol|A] 9lelA



38 A% TPsT DT A4S AP

odupekde]l EAE ‘#4753 EA(cancelable
feature) '*1¥e]g} A7y o] E"VPP% FA)7}
WA S o dg HlEsle] HAiEa AR HEs]
27 A Ee]of 317] wiEel|t}t, 2EY ”‘E q <14 7
ZollM= W3E ZeQlolxe] Arkel Ao =wal
o wlal Ay} 22| o] wiiel], Ha& hsdt 54
o] daAde] 23Est A|ENSdE (5)3 (9]}
72 w2 2] siRte] A FH e}

IWBRS 2005014 wx% =% (5] 54 «
Z F7H(eigenface space) HellA == F
& 7k 2E QS 7IHE AR o] e
E4 e (eigen vector)dt JH=E A484xa} olm
A1¢] A3 (permutation)e] F WEZF] AF
(distance) & ®3} A7]A
a2y = (Blelxe AEE T8 FAAQ] g
2 Folut W 7| & s
FA] odghr}

o] ¥ the o] FAE. 11 AedAe =
T (5)ellA AMga = <4l 7Yl PCA(Ei-
genface)9} o] =iolA F7PRoR ARSS A=
1 LDA dis|A zkeks] Adwsic}. 111
Aol A= =2 (5)ellA AAEE & 7hed dF
719E A dske 23k st 7 gt aE
3 AP E Aggel 1V Ao 7] g2 4%
Al 719 AR A WS AL A3 Wt 7l
9

O

qlAl 71Hel

oA AA| 741 dlo]ejH|o]~(biometrics data-
base) 25E 54 282t AEE FEF 5 3l
= A2 F7Y T4 el R8st ol o
gk o3-S A Ag}

[I. = Q4] J|Hol Lo A JIH
1. PCA(Principal Component Analysis): Eigenface

PCA(Principal Component Analysis)<}
._/K-] °4€‘(e1genface)*°~ o]_g.s]. o—lg— /\1 7]1:14
U112 19916 Ak de}. o] 71We PCAZF
Az Aol glelA 2 AAES Bole AL of
yzut, A olu|x]E EF(classify)stz] $15}
FA ¥ (principal components)& AR&3lc}.

X={zy @9, -y} 5 N AE o]vA] 9] A7
olglx 3rf. 7 AE o|mAlE m-A1e WEHEZ
vebd 4= 9lel. UER™7F n-Ap4e] olwA] ¥

ZHe m-AA8] olux] Fko R WFAT)=
o 2L m-ALde EA P (feature mat-
rix) YER™NE L3} 7ro] mad 4 9},

4de

v=UTx (1)

PCAA pER"E BE AE o|vIAE] I¥
olal, A WAF AF G5 thed 2ol Aogirt.

ST:’E(%*M)(%*M)T (2)

gep AL Ue e wae 54 g
078,015 Adshale Phol.

U,

oyt = ATg max,,| UTSTU|: [ul,uz,...,um} (3)
w= S mle Z E5A3t(eigenvalue) T}

AX3l=, n-2e] 5A wE Aol
2. LDA (Linear Discriminant Analysis)

dutgde 2 LDA (Linear Discriminant
Analysis)= & ZFHxe 4 AX(be-
tween-class)®} & F#|28] dlojed] EA13}
= 2l 7‘4i(within—class + o] &3] wiEe,
PCAZXr} do]eE9] +H-(classificaton)el] ©
< AgsiA|ut, SSS(Small Sample Size)
A7F 9l

SSS(Small Sample Size) Al AE o
nxe] Adnch AE ov|R|e] At AL A
LAEH | o] & 31]73‘6}7] ﬁS}"% Fisherface''”,
F-LDA"" D-LDA®*  R-LDA"s} 2
o] whe] &gt

X:{Xv}le"] AE d2s Adelstx
Xj}j;;ﬂ G AE oA Feaet
S N= E.C: \Co
ot A7) AE ovAE n-A4le] HE =R ‘Jr‘:/}%_J
PCAYMAR, n-24e o|n|z] F7+&
F7ter wWdsly] g 94

—|—‘

—



Tt PRt

@G (2006, 12) 39

HrE zke] EAF ™ (between-class scatter
matrix) S} 2 e 24t - (within- class
o3 7o) Ao}

scatter matrix) S +=

c
Sb:]ivzc;'(llffﬂ)(ﬂifﬂ)r (4)
i=1
1 G
Sui]—\/'zz(lu_lu’t)(iu_'ul)jw (5)

s, Ul
Uopt arg maXU'UTS U1 [ul’u2’ 7um}
(6)
R-LDACIA, U&= 0<n<1e FH2E 719

Ab el Wi shgAlelx, ot 2ol ALk

e,

4

|U”s, Ul
In(U”s,u)+ U”S, Ul

(7)

U, = arg max

1. Xg @ 7S o 4

s A AE oluIA B BitelR, i HAE
olulAlelet, 2+ AF olvlA| iz obele] ojmat 3
g U9l y SR"E el S ol

Yi — UT<377‘,_N) (8)

olsh FASH HAE ololAE WE yER"E
ehd 4 et

y=Ulz—p) (9)

wak AR 6. dHalA H yi—yH >0, 2,
o7 BE3ir}

= (1105)el4 =" A% tﬂ;l 7]ﬂ4° e
Aske] AL ot £ 09 £,0E ould g

2 27 A (column) 3} 3
ow) 22 H3sl= ety & o, oS 2

AB=f.(A)f (B)= (AP,) < (P.B) (10)

7,08 f,02 oust X3 P-4 pe} P& Y
o] Fe} ghol] A7 F3Al ==, o] o FalA
£ A3 PPEL PBKDP(Password-Based
Key Derivation Function)"®& o]&3}e] A}
471 7]1$1=(user keyword) " 23E AT 5
ark. webr AF o|vlA] 4o} ARl T Es) o
b o} Al WEEA =

y=UNe—p)=f(U" ) frle—p)=y  (11)

Zb ARgAbel digk f(UT) 9} f,(p) e Ak A}
E319] Jej 2 A 2wlel A=) o] wlolH &
AL FIHEE v R A|22H ] dlo]E o]
oA #Hav) 7hssich, B2 o] o, ojuidt A
F7F Ak WAYZE(storage-saving mech-
anism)e] AMH-E T}
=% (1)(5)AE, PCAS B4 IF 2
(eigenface space)s ol43le] 253k 714
2 AFEGAT, $19] A3 d4te] o dH U=
T3 = AE ovA ALH7] W, dE UE
o glejA] ui=Al PCA wWeo] AMgH
ek wEhA Agolv ohE Felrte] <
5 (classification) & a3 Hzloz
U= 54 HEE ol 5 olokd, X3 W3
= o8 dole 7 /AR Aol 7bsdit
o] 7l¥-2 <k A3 PHE A fldEA,
) i v Ealc L I I B o =i i

o ¥ rlo dr
=

i

2 o0e fr

N lo do g 2 2

£ 2 o ko |d

TR (D)4 A AAER dgEson of =
FolAl A Aol A9 sk WA gt
A9 e wergel ololg Japl fEsh] delch



40 Ad 5T 2

iy
s
1>
tlo
R
:\(2

rir

A W 7Y W

Halz AHEAL 7)1 =E ARSETE o]AlE A
el A= ohh BdE = AT, Ha 7 P%f{
A (cancelable feature)< X]%S}‘—:— 2ZE 7]
=2 oud FHEE AR o]9]o HHE I
2 gl AR AAS 93 olHe ARE 4l
Al ARGALRAE 3 WAL A"l 238}
31S 4 glth. dlE EoA Fuzzy Vault 7|9
o] 88 A <AF 7L AF Aol AMAIER
AAA o2 ot AR E FAT 3R ¥A|
Vaults A4s7] $13F 54 AHE A|2de
A A AAR R FAAAA mEEw QS
gk 127} 7hsaie) olof ks X3 w3 7)o
A Wk Zb ARgAe] 719 =0t vihEA ARSE
FAANA =E:HA v, AR AeHal
13 & A7) SlEA o] B
o] Hgspr] witell, T4 AA AR ¢
A= IS HET ) dch
oujgt XgHs A Aolvhs A=At AAT
, B AREAl dslA] FdE 23RS ARSs)
% 7 AREARe] Mol FHells 4] Ytk Ak
A AT s A3 dolilichH, A=
= ARgAR "ESlS Aol & ol7] welnt. A
& 7Fssh A Hol 7|E F skl = (9)ellA,
MACE e (filter) & AA37] 98] PIN(per-
sonal identification number)& AR}l =
gt w2 A (biometric hash) =i [3]elA
=, AR 159 EZE(token)S AMgste] EdF
AREALY] A oA ERE AFgE % i 71E
Qoli, EZY] WAS ik i bt SAE
A gt 23 Wgt 7|2 AR e 9] "
S 3R] dF el ALAFIARE, Ale]lL dA] 7]
e BEES AR wWE (projected
vector)dll HEA7Ic) wle]l e A s AAH
Alzglel] owgh AA ARE @A dethe Zlo]
t}h. olo k|, gk W 7|2 A% HAHE S5k
2|5 A ARE A"l fASof stER Bk
o ZAE 7Hd 4 orh ZEd vlele s ¥
25 M3k sl mjste] 7 oAl 2 ARF 8™

(projection matrix)< A8} g}

T ogo Rl oo fo oE m A 22

1y

2. QA0 CHet =2

E

W e P=Pet PP =19 A4AE

AUe T A9 xg 8" p
o} omg RE AL 1< j<n 9 v e}l At
o . Pl =19 v Pl =19 A4A&
&g},

Arg Agal F|YERiE g™ AE pl
7R BA AR 23R A9Eg
2] A& i

P ERI}X’H,_O__ /‘}"%'61_}

y =U'P(P'z—Ppu) (13)
= U'PP/ v —U'RPpu
=U'PP v —U"p

A71A Ppo] v A& dHe] He A & ¢

otk A e vl o, = o3 2
& Z7HH9l wol=2E xFsba 9leh.
y —y =(U'PPz,— U'PPu) — (U'z,— Uy
=U'PP z,— U'x,
= UT(P(,P,/xl - z]')

o W wok sk j7b TR, o]z
84 71929 Aol weba Aguc

rlr
fo
fitl
N
>

PP'z,—z;= P(P'— Pz, ifi=j (15)

EE (B)eIAE, xol2vh Aeks At
Wﬁlfﬂ%] Fooms AT ANEFL Ba Aoz
NAHA T, o] oA E o] =e] whe] A <l
Agel GFE 5 ol AoR Azt

Iv. & B

1. M8 =

R-LDA 7[%elA nel 3 AF A3e] AA19
%(the number of poses)”7} 28} 2AY 2
12 AAslzy, 28Ry & Agd+=

001( =0)& AdA3te] LDA A3E 3 34
o} Ade| A83F AF dlolEmlo] 2= ORL(Oliveti
Research Lab) DBelt}. ORL DB+ 4049
7247 o2 Al s uya, 7k AR 10559
o2 Al (pose)d olvIAE xd3stxw gt aF

& 7%
0



Tt PRt

SCEE (2006, 12)

41

100

95
90+
85
< 8
\C-; 75+
k]
G
n
8 65+
3 6o0f
550, // —&  Original PCA (Euclid) |
sol/ 7 — B - PT-PCA (Euclid)
4 —6— Original LDA (Euclid) | |
45 / —&— PT - LDA (Euclid) B
20 . . . , . , .
1 2 3 4 5 6 7 8 9
the number of poses
(a) #22|= 72|(Euclid Distance)
(33 1) PCA, LDA, PT-PCA
x 107
14
— — - Original PCA (Euclid)
12r PT- PCA (Euclid) b
Original PCA (City Block)
10l |~ PT-PCA (City Block) Ea
z
0 50 100 1[‘50 260 2“50 3(‘)0 3!‘50
Train Set
(a) PCA &=
(I& 2) (a) PCA2t (b) LDAO x|&t
CIE 36071 MZ o|n|x|E 7t
3 7 AE olnAE 64 x64 H4(pixel)d =]
2 A% pyUs WA ovlAE AMgsh
PCA A¥elAE UTel 54 Hele] 5 me
402 dAstsict,
o A AHEE MERL AR 4 WS &

H
Z2l= 7Ag](Euclid Distance)$} Alg &2
2] (City Block Distance)eltt. o] o q,bERF

ole}. 2= A whe et ol Aogt.

)

i
= E(aiibi)Z

i=1

d(a,b) = ||a—b|? (16)

T AE 5 A2 vt 2ol Ao

k
E'%ibzw

i=1

d(a,b) =la—bl = (17)

J2|a1 PT-LDAS| 2t

3}

—
~
o=

100

951

90

851

80

75+

701
651

success ratio (%)

—<  Original PCA (City Block)

60
55

— B -PT- PCA (City Block)
507 —o— Original LDA (City Block)

45} —&— PT- LDA (City Block)

40 . . . . . . .
1 2 3 4 5 6 7 8 9
the number of poses

£2 7{2|(City Block Distance)
7ol ChSt A= 2AlE

(b) AlE|

9| H|1

120

— — - Original LDA (Euclid)
PT- LDA (Euclid)
Original LDA (City Block)
—— PT-LDA (City Block)

100

Distance

L L L L L
0 50 100 150 200 250 300 350

(b) LDAAS
71Ho| MEE Ao, stte| ME o|o]X|ollA
25 Az
2. Y Ant
(2™ 1)dA x5S g4 5A ¥ (training
eigenvector) U9 AAEY 5 9visty y&
2 HAE o]n|XES QlAF ‘é

ol
Aol 2] B2EE 100M

7t b 2E s, DBellA ?'EH% oAl ES Al
g BE o|nA o] H2E Aoz Al A8

Hgleh. 2wk} 7o)

B2 AelE AMgele] AYR

3~5%4E A vehdel,
PCA 7lgel 443 A% 74 APeAE o

B2 ES BolFoet, LDA 7Helxe A
ol tha A2 ANES vehih
oleldt Aste] olf= A& 7ol AE e



42 Az Psd U 942 AUSE A WE U T 13
(a) PCAOI A2 wE 7|0 2 22 1 (b) PCAOI X2 w2 7|%io| M8E 4 2
T W m o m w0 e,
(c) LDAO| x|2 @i 7|go| Mg Ze 1 (d) LDAO X2 & 70| HEE 3% 2
(O3 3) x| # 71#o| (a)(b) PCAt (c)(d) LDAO MEE ZAol, sttel ME o|o|X|of|A CHE 360712 ME of
O|X|IE 7he| AHe|. zHztel Z —?—0"*1 Zt7| o2 49 ALBA FIESEE B ME 0|E'|7(|EO1| A Zstedct (M
E7tel He| &3 ‘é 12 AE| £5 HEIE AFSE)
ks vt A3 gElEe] gl olzldt BAE o] PCAdIA faldt AlZ o|wx| 53} HAE o]n]
oS AolA dFE AR 34wy el gl A Atele] AelE ] #A etk S ojnlgit)
upre] whstal | PCACIA %3t 7149] <lA]ge] & HE] o] whfolels SwloA, 3 7Y frake Al
A i ol 7129 PCAdAM A4 wE v E o|WAE HAE o|u|x|ele tfE WAoo R
o], x|ghel] o3 o:H/‘Q.—«i(randomly) ol Sthes orlE A
5908 wjreh gmr] wjelrh o] = (10)9) 3k W3t 7]l HAEE molZ=dl| digk 71
Z4=E2] & 3<: Wb (unsupervised learn- L (2¥ 3)d o& 7HgAer ZHEc SEE
ing method)e] PCA 71¥ellA] Q1A18o] t] = B ol Fel| tigte], qlojH e e o A
74] vehds A3 fAksleh. 2ev LDACAM 213 2 719 E5S A4l Ade zldsiod, =
wzle] ¢loA (randomness)S olv A3} = =% aefze] mekd vyt AR o]l e
AUlE gAA =] QA EE "ejmee A9E 2 5 Tkt ool wWele] =171 wE o] W R
gtk PCASF LDA®] F 719e] 75l =% 7] o} oS G vAt= L ougith LDA 7]
Ho] "4%%1 o, olele] & sHe] AE eo]v]A|ellA ¢} W AY A g Zed B 5 glRe], wWE
2 AE o]uA7HA| Y Al AAH R FolEr) Wkl ofa) o W S uber)
(5 2)ell AA= vlell 3k, PCA 7]¥elA]
viehd A= $lelld g "J*ﬂ‘ 5 uEa gE V. &8 AIEAel HIERE FEolc 34 By
AT BolAwk A7} g2 Al AR #E
o] 7]l PCA 7IMxr} =} o7& A3 7y = 5)ell2], A A 7ol choFst #A



43
E /B]

A] o
= Weth
dze] 5

L

L

A% 49 Pt

A

g

=50)9)
o] 7]

=
=
=
[Rin=3

<)
} o

ke v

o7 dF o|vA

Q

p

A9 ALgA7L

27e] 7}

o]
=
F

=)

Wel
12

e}

2k (2006, 12)

[

i
o)
34

°o]-&

=

u%a—
=

=

RO

A e

=
-

: < A7) $lEA,
2} wEl (difference vector)7} AF&E A wE

]

o AT WE AA2 A2

Aol A,

=
=

L e S Y N E X R
B N oo XOE HOE o N o
TR FREN oo X
<~ BTN 7ﬂ . = N B A T T
W oo P Mo of < <" 2l TE o A S N RN -
A oy T A <<A o = Y cw - g — e ——— % S|
— — OT T Cf ) x% vw
™ Nr A R e N I oA _______|
C I (S S SR R L)
T . = A S Mo — — X T _ ]
— P ST o E o T R E L ENN-E
e T o - N %W o8 o o i} o = w e x\x\\\x%xx\\\%\\\x\\
=0T FPrx . NLIW B X o Wop e L A
TR - ° 3 BN X %
IR - I ITIY 5 e N3 oy
R e R g — - =
Jluofﬂovﬁxuﬂo] Kl ]ﬂ_‘m]ﬂg \\\\\\\\\\\\\\\ L ]
N R T T W Tge g L L5 S
== 0 —~ X
N N ML op i H = I = - Ul S .
i~ i S Wy Sgsew L WRET ]
% o T wORT O = e B Mo
—_ ° ™ o Lf ‘_I ‘Mw_ H w W ﬂ o w EﬁE \\\\\\\\\\\ x_ xXxvﬁ\\X \\\\\\\\
XETEReT T, B TE A s e fom ot B oo m o
TEEFERRRPE T P W ST b L
e rs __3wXN & Mg o Lo T —
— = o mu < Ho — =g L o SE -
o T W T SES) i o " 2 2y 5
Vo ewd o T T A o s EXcw 0 RAE T .
\\\\\\\\\\\ %\x\\x\\xw&\\\\\\
\\\\\\\\\\ xmxxyryrx\x\\yrx\\\\\\\\\
\\\\\\\\ WX e ______|
TR H L de WS B 2 N ek ]
Moy o5 < % = = X = ey
mj = < X R S D T P e ]
R 0 x - M Nl X *
o W o 3 wp ERCI e R s ity
™ IS . = E#E - - __________ FoCr ]
Ea hw N o Ny o -
i e oW I A . T
P e W oE o W ~ X o
o] ~ R R Mo A A X gx
LY Zﬂ - ] £l L [ o N
J|ﬁ .A J_.HE #E ol ].z_l 1 0 e XWWA
o N lo Loy TEO W X° T — Wn o e 33 wﬂvy% \\\\\\\\\\\
i o S = o xx
O T . odo AU S e S E el iy
T AT LW o 5 DI =W vYw L A S ——
q —~ wu| ~ ﬂ = ‘% ‘Nﬂ < l.u SI + ‘Iﬂ L \\\\VMXW\X\X \\\\\\\\\\\\\\
T m kS s Lo g
= S e T A = I A PR
B N A X B = L A xR
w3 v & " S % %
1uw0 N X [} M ‘mlL \UI = PT n < I M%N\VMX \\\\\\\\\\\
o do w X ~ X o ° AL o= 7o — P e vdvmwka \\\\\\\\\
o L =T N o — T 5 re S ol VR &
= X N J_,%Aﬂ TM ok W 3 oy o pr B S TR
~— ~
=B T oW &E N e E e
bl o T A B ~ 'y SR :z, D — ~ S 0 <
= — o < o TR 8 AN (310018 AuD) @oURISIP
T X [ ylicr ST SR 2 o : :
R L Ry = Sy
® o< B o OO T o %

oot

x| 5|

8 910111213141516 1718192021 222324 252627 28 29 30 3132 33 34 3536 37 38 39 40
each sample class



44 A

........................... .E;JXJ'
(a) %12 HE J|g (b) #E&HNormalization) (c) YetsH(Generalization)

(2 5] 2x3 SZhdoll 227 FFE3e} Autstol JHE L

ge (27 54 ¥ 4 e
dElt AE oluAEe Aelt 22 AFY QA
of AMgEITHE Aol EESHe A

H
M
JF& 1A sPeAel gleh 9ol wakd, EFsel
E9le AAES Wolmd 4 9lov], tgo] sur}
Solah Algel 49wk Al o 2e g
[
=

7| P/o] X3 Wzl AHL=9S
Al TP = U9} 1P (2, — p)l |, — pl9] A
Ag wEeeE pol P WA & 4 Qo

30
&
p
ot
kv
_?1_14
=
kD
i
b
&
I
N
R
X

PB)el A
Ae ds] BEa Hel. @A (B lsh |a)

o] =rellA, [1)(5)el sl 71 Eakdel
A ERE ohdEl, QlAEel SloldE ZEA7E glrke
Ae AR Sl RefFgln. =3 Fopdes
LDA 7IH& A% gk 7ol A8-ssict. 243
Z|gk wigk 7oA o] QA EE LDAMSR: Hgke
v 2ol PCARTHE E3tom, ofd 7t o]
= A A sl

g mrlE QA olmAAR] ] AR E
o] &g FAN= ok Al AL, olE
dsty] glsted 7 7HA| S-S A gk &
Tohe mE olmAEe ARE el e W

Q

U
welw, dukshe AelE AR xFHA
2 sl Wyl

(1) 734, Fdd, o|A43], "7 7k4] Bt 845

& 7Vsd A AF Ve, A
HR5ds] FwA Al 16d A 13 pp.
13-21 20064 24

(2] Aleix M. Martinez, and Avinash C.
Kak. “PCA LDA", IEEE
Transactions on Pattern Analysis
and Machine Intelligence, Vol.23,

fL

versus



Tt PRt e

ik (2006, 12)

45

(4]

No.2, pp. 228-233, Feb. 2001

David C. L. Ngo, Andrew B. J.
Tech, and Alwyn Goh, Biometric
Hash: High-Confidence Re-
cognition, IEEE Transaction on Cir-

Face

cuits and Systems for Video Tech-
nology, Vol.16, No.6, June 2006
Hua Yu and Jie Yang. “A Direct
LDA Algorithm for High-Dimensio-
nal Data - with Application to Face
Recognition”, Pattern Recognition,
Vol.34, No.10, pp. 2067-2070, Oct.
2001

Jeonil Kang, DaeHun Nyang and
KyungHee Lee, "Two Factor Face
Authentication Scheme with Can-
celable Feature”, the Proceeding of
IWBRS 2005, LNCS 3781, pp.
67-75, Oct. 2005

Lu, Kostantinos N. Plata-
and Anastasios N. Venet-

Juwei
niotis
sanopoulos. “Face Recognition Using
LDA-Based Algorithms”, IEEE Trans-
actions on Neural Networks, Vol.
14, No.1, pp.195-200, Jan. 2003

Juwei Lu, Kostantinos N. Plata-
niotis and Anastasios N. Venet-
sanopoulos. ‘Regula-rization Stu-

dies of Linear Discriminant Analy-
sis in Small Sample Size Scenarios
with Application to Face Recogni-
Science Inc., Pa-
ttern Recognition Letters, Vol.26,
Issue 2, pp. 181-191, Jan. 2005

L. Chen, H. Liao, M. Ko, J. Lin
and G. Yu. “A new LDAbased face
recognition system which can solve
the size problem”,
Pattern Recognition, Vol.33, No.
10, pp. 1713-1726, 2000.

Mario Savvides, B.V.K. Vijaya
Kumar and P.K. Khosla. “Cancela-
ble
recognition’,

tion”, Elsevier

small sample

biometric filters for face

Pattern Recognition,

2004. ICPR 2004. Proceedings of
the 17th International Conference
on Vol.3, pp. 922- 925, Aug. 2004

Marian Stewart Bartlett,
R. Movellan
Sejnowski.
Independent Component Analysis”,
IEEE Transactions on Neural Net-

Javier
and Terrence J.

“Face Recognition by

works, Vol.13, No.6, pp. 1450-
1464, Nov. 2002
Mattew A. Turk and Alex P.

Pentland. “Face Recognition Using
Eigenfaces”, Computer Vision and
Pattern Recognition, 1991. Pro-
ceedings CVPR "91., IEEE Com-
puter Society Conference on 3-6
pp. 586 - 591, June 1991

Mattew A. Turk and Alex P.
Pentland. “Eigenfaces for Recogni-
tion”, Journal of Cognitive Neuro-

science, Vol. 3, No. 1, pp. 71-86,
1991.

Michael Braithwaite, Ulf Cahn
von Seelen, James Cambier, John
Daugman, Randy Glass, Russ
moore and Ian Scott. “Appli-
cation-Specific Biometric Tem-

plates”, Iridian Technologies Inc.,

Proceedings of AutolD, pp. 167 -
171, 2002

N.K. Ratha, J.K. Connell and
R.M. Bolle, “Enhancing security

and privacy in biometrics-based

authentication systems”, IBM Sys-

tems Journal, Vol.40, No.3, pp.
614-634, 2001

Peter N. Belhumeur, Joao P.
Hespanha and David J. Kriegman.
“Eigenfaces vs. Fisherfaces: Re-
cognition Using Class Specific
Linear Projection”. IEEE Trans-

actions on Pattern Analysis and
Machine Intelligence, Vol.19, No.
7, pp. 711-720, July 1997



46

A& A5 97 94

to

A

rir

il

g Ag Yo og nF

(16]

PKCS#5 v2.0, Password-Based Cry-
ptography Standard, RSA Labor-
atory, March 25, 1999

R. Lotlikar and R. Kothari. "Fra-
ctional-step dimensionality reduc-
tion”, IEEE Transactions on Pa-
ttern Analysis and Machine Intelli-

(18) Wedndy S.

Yambor, Bruce A.
Draper and J. Ross Beveridge.

“Analyzing PCAbased Face Reco-

Algorithms: Eigenvector
Selection and Distance Measures’,
2nd Workshop on Empirical Eval-

uation in Computer Vision, 2000.

gnition

gence, Vol.22, pp. 623-627, June 2000

(EERBT)

72 # % (KoonSoon Kim) 3¢

20061 8% ¢ Qs e FEH £4
20061 9€~dA] ¢ qlatdsta A R EAIG S A}
<A ol AlA|l qlA] Mok

7 A 2 (Jeonil Kang) 343141

2003 29 ¢ <lsheshal A5 3 24

200611 29 ¢ QlabeShar ARFAIH S HAb

200641 397EA ¢ Qlabrista A ugAl g} wial A
<TAlEeR> RFID 2ok, AA| o4 ®al 74 Al =S, 40 eyl wel

) )

ok ) & (DaeHun Nyang) A3

19944 24 d=srlesd HEr)e dig A7) 2 AR g} E9
1996 24 : AAHEt A57E] Feta} AaL

20006 84 : adAlsta 715FE st} ukap

20004 99720039 29 : FEAAIEAlIATEY AR E T AFRE ATy
20034 297&A ¢ qletdistn AR FANEY 2ug

<A FoE> o}Fol|R I ERER QEu R EF A QY Bal

o] 72 3 (KyungHee Lee) A3 4

1989 : Algdstam Al Fedofeta} kAt

1993« A st Adatatstst shap

1998+ © AAltst AH5Fe] Ak} Aap

20049 QA 7 FE] A WAt

19939 19719964 59 : LGAZE(F) 97

2000 129720054 29 : F=AAREAlA T AP

20001 3€7™A] - L diste A YAl

<HAlEok> kA, AFEIRIA, 1A, HEQAA, AR dF314, oA A R4




	취소 가능한 얼굴 인식을 지원하는 치환 변환 기법에 대한 고찰
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 얼굴 인식 기법의 데이터 분석 기법
	Ⅲ. 치환 변환 기법
	Ⅳ. 실험
	Ⅴ. 특정 사용자의 템플릿을 추출하는 공격 방법
	Ⅵ. 결론
	참고문헌
	〈著者紹介〉


