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ABSTRACT

Designated verifier signatures allow a signer to prove the validity of a signature to a specifically designated verifier. The
designated verifier can be convinced but unable to prove the source of the message to a third party. Unlike conventional digital
signatures, designated verifier signatures make it possible for a signer to repudiate his’her signature against anyone except the
designated verifier. Recently, two designated verifier signature schemes, Zhang et al.’s scheme and Kang et al.’s scheme, have
been shown to be insecure by concrete attacks. In this paper, we find the essential reason that the schemes open attacks while
those were given with its security proofs, and show that Huang—Chou scheme and Du-Wen scheme have the same problem.
Indeed, the security proofs of all the schemes reflect no message attackers only. Next, we show that Huang-Chou scheme is
insecure by presenting universal forgery attack. Finally, we show that Du-Wen scheme is, indeed, secure by completing its
defective security proof.
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the scheme tumm out to be insecure by sev-—
eral types of attacks [5712]. Nevertheless,
no research work has investigated which
part of the proofs is misleading while it is
important to explore the possibility that the
scheme can be improved.

In this paper, we first point out the com-
mon mistake the authors took in their se-
[5,7,11,17].
Next, we show that Huang et al’s scheme

curity  proofs in  the  papers

suffers from the wuniversal forgery attack
while the authors claimed their scheme is
the first really secure strong designated
verifier signature scheme having the source
hiding security. Our attacks on the scheme
give another example of the evidence that
new construction without a careful proof of
security is likely to contain serious flaws.
For completeness, we finally give the cor—
rect security proof on Du et al.’s scheme.

[I. Preliminaries

In this section, we review the definition
of Dbilinear pairing and a related hardness
assumption. Throughout this paper, we de—
note G, and G, by cyclic groups of the same prime

order q.
Definition 1 (Bilinear Pairing).

An admissible bilinear pairing 1S a map
e: G, X G,— G, that has the following properties:

(1) Computable: There is a polynomially
bounded algorithm to compute e(P, Q) for
any P,Q€E G,.

(2) Bilinear: e(aP,bQ)= e(P,Q)" for all P,Qe G,

and abe 7, .

(3) Non-degenerate: There is a P€ G, such that
e(P,P) =1 o That is, for non-identity ele—
ments P, Q€ G, , we have e(P,Q)=1.

In the above case, we say that G, is a bilinear

group and (G|, G,) is a bilinear group pair. Note that

the original Weil pairing for an elliptic curve does
not satisfy non-degeneracy, but a modified Weil
pairing over super-singular curve and Tate pairing
have the above properties.

Definition 2
(Bilinear Diffie—Hellman Assumption : BDH).

The hilinear Diffie-Hellman problem in G, is as
follows: Given (P,aP,bP,cP) for randomly chosen
a,b,c e Z(; ,

An algorithm A4 has advantage ¢ in solving BDH
in G if

abe

it is infeasible to compute e(P, P)

Pr[A(PaP,bP,cP)= ¢(P,P)™] > ¢

where the probability is over the random
choice of a,b,c, the choice of P, and the random
coins of A. We say that the (e,t)-BDH assumption
holds in G, if no ¢-time algorithm has advantage at
least e in solving BDH problem in G,.

lll. ID-based Strong Designated Verifier
Signature Schemes and its Security
Models

Definition 3
(ID-based Strong Designated Verifier Signatures).

A strong  designated  verifier  signature
scheme (SDVS) consists of a tuple of
(possibly randomized) algorithms (Setup,
Extract, Sign, Vrfy, TrSim) where

Setup: The setup algorithm, on input se-

curity parameter x, outputs the public
parameters par and the master secret
key msk.

Extract:  The  key algorithm

takes the public parameters par and

extraction

an identity D, and outputs the pri-

vate key sk, for the identity.
Sign: The  signature  generation  algo-
rithm, takes as input the public
parameters par, private (signing) key
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skyp,, the designated signer’s identity 1/
(and hence pk,) and message m in the
message space, outputs the signature o
on the message.

Verify: The signature  verification algo-
rithm is a  deterministic  algo-
rithm that takes as input the
public parameters par, the designated
verifier's private key sk,, a message
m, and a signature o, outputs “accept”
or “rejec”.

TrSim:  The
rithm, takes as input a signer’s

transcript ~ simulation  algo—

public  key, designated verifier's
private key, and a message, out—
puts a signature on the message.

We say that a signature o on m is valid with re—
spect to (pkg pky) if Verifyskv(m,m pkg. pk,,) outputs
“accept”. As usually, we require that a designated
verifier signature scheme is correct, that is, for all
(pkg skg) and (pky,sk,) generated by Extract, and for

message m in the message space, we should have

Verifysk_l(ﬁign (m)) = accept

skgt "

For the sake of simplicity, we sometimes
omit to explicitly include public parameter
par that is a part of the input of all but one
algorithm.

Strong DVS schemes are required to sat—
isfy  several  properties, namely  unforge—
ability, non-transferability and strong—
ness(or privacy of signer’s identity). We give
formal  definition of unforgeability for our
purpose, and list other security require-
ments only for the sake of completeness in
informal argument since we will not need
them in this paper. The notions are follow—
ing the papers [9,10,15,16,17].

1. Correctness: If the signer properly
generates a signature by running the sign—
ing algorithm, the signature must be ac—
cepted by the verification algorithm.

2. Unforgeahility:  Informally, without the

knowledge of the private key of either the
signer or the designated verifier, it is in-—
feasible to create a valid signature with re—
spect to the signer and the  verifier.
Formally, this security can be  defined in the
following experiment argument.

uf—cma

Experiment Explf,~ 5o (k)
(par, msk) < Setup(17)
([st ID,,,m, o)« A OFvtract. OSign, OTrSim( 4. )
If Verifysks_([DV, m,o) =0 then return 0
If the followings are satisfied then return 1
(i) IDg and ID), have never been queried
to the OFxtract oracle.
(i) (IDg, IDy, m) has never been queried

to the OSign oracle.
Return 0

In the above experiment, OFxrtract is the key ex—
traction oracle that takes 7D as input and returns
the corresponding private key sk,,, OSign is the
signing oracle that, on inputs (/D,, ID,,m), outputs
o as a response by running the Sign algorithm, and
OTrSim is the transcripts simulation oracle, on in—
puts (IDy, ID,,m), outputs the result of
ﬂSL’msM(IDSm).

We assume that the signature output by
the adversary is in the signature space,
without loss of generality.

Definition 4 (Unforgeability). An ID-based
strong  designated verifier signature  scheme
ID—SDVS is unforgeable under chosen message if
for any polynomial-time adversary A, the advantage
AdviL— o 4 (k) defined by

Pr[Expy)- Gt 4 (k)= 1] is negligible in &.

In words, the adversary is explicitly giv—-
en public parameters as input and has ora-
cle access to OErxtract, OSign, and OT+Sim. The ad-
versary wins if he creates a valid designated verifier
signature (IDg ID,,o,m), under the restriction that
he never been queried (/D ID,) and (IDg, ID,m)to
the key extraction oracle and the signing oracle,
respectively. In a secure designated verifier sig—

nature scheme, we require that the adversary 4 not
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be able to create such a signature.
3. Non-transferability: The

verifier, even after being convinced of a sig-

designated

nature on some message, 1S not able to con-—
vince any other user of this fact. Informally,
this property is defined as follows: given a
signature on a message, it is infeasible to
determine who, from the original signer or
the designated verifier, created the sig—
nature, even if one knows all secret keys.
Non-transferability is  usually ensured by
allowing the designated verifier to simulate
signatures that are intended for him. This
notion is often called Sowrce Hiding or per—

fectly  non-transferability if the  signatures
and the transcripts are perfectly
indistinguishable.

4. Strongness (Privacy of signer's iden-
tity): Anyone except the designated verifier
can not derive useful knowledge from a sig—
nature, even when the designated verifier
is believed to be honest and signer's secret
key is revealed. Note that the signer should
not able to distinguish the signatures gen-—
erated by himself from the transcripts si—
mulated by the designated verifier.

5. Non-delegatability: It is hard for the
signer to delegate his signing capability to
any third party, without disclosing his se-
cret key. A  weaker notion, called the
Verifier-only  delegatabifity, means that on-
ly the designated verifier is able to dele-
gate its signing capability without trans-
ferring its secret key.

IV. Some Strong DVS Schemes, Revisited

Though Zhang et al’s scheme [17] and
Kang et al’s scheme [11] have their se-
curity proofs, the schemes are shown to be
insecure by Kang et al. [12] and Du et al
[5], respectively. In the paper [12], Kang et
al. suggested two different designated veri-
security

fier  signature  schemes without

proof. Later, one of the schemes is shown to
be lack of source hiding. To resist their at-
tacks, Huang et al. [7] suggested an im-
provement of Kang et al’s scheme [12],
and Du et al. [5] also proposed an improve-
ment of Kang et al’s scheme [11] by using
Cha-Cheon signature scheme [2]. However,
we find that the improvements have the
same problems with the schemes they at-
tacked in design or security proofs. It
seems that the authors of [5712] ignore
the reason why their attack is possible. As
a result, they made the same mistake in
their improvements. In the following, we
will pin down the problem that is inherent
to the above constructions.

The security proofs of unforgeability of
the above schemes were given with reduc—
tion technique: if there i1s a forger against
the proposed DVS scheme then one can
construct a solver to underlying hardness
problem. We remark that the forger in their
security definition is modeled as an active
adversary who can see all communicated
messages and has access to signing oracles.
That is, a designated verifier signature
scheme must possess unforgeability prop—
erty under chosen message attack. However,
the forger in their proofs is much more pow-
erful than that of security model. To be
more precise, we outline their proof proce-
dure: the simulator initially guesses the
target identities which the forger will at-
tempt a forgery against. Let 7D, and ID,, denote the
target identities of the signer and the designated
verifier, respectively. During signing queries of the
adversary, the simulator cannot answer any signing
queries with respect to § and V. At final stage, the
attacker outputs a forgery with which the simulator
expects to solve the problem instance. To summa-—
rize, the simulator in this game expects the forger to
succeed in outputting a forgery with respect to the
target signer and verifier. Then, the proofs end up
with the claim that this adversary can be used to



2 AY QY= A TS e AR

4 A7 E W9 Z9 g EA

contradict a given hardness assumption.

But, we stress that the adversary is not
allowed to see any signature of the target
identities. This means that the adversary
having a valid signature could attack their
scheme. Most of attacks on designated veri-
fier signature schemes start with a valid
signature. As a result, their security proofs
do not give the evidence that the proposed
constructions are provably secure. This is
the reason that the attacks, as well as our
attack we will describe in the next section,
are possible.

In this section, we have shown that the
proof of security of the above mentioned
schemes are given against no message at-
tackers while it is no guarantee of any real
security  of  designated  verifier  signatures.
Due to this, the schemes except Du-Wen
scheme open attacks even though the au-
thors claimed the schemes are provably
secure.

V. Huang—Chou Scheme and Attacks

As we already explained, even though
Huang et al’s scheme was claimed to be
secure strong DVS scheme, their proof was
somewhat misleading. In this section, we
will  show that the problem appeared in
their proof leads to some attacks, by de-
scribing concrete attack. As far as we know
there is no known attack against this
scheme.

5.1. Review of Huang—Chou Scheme

The Huang et al’s strong DVS scheme
can be described as follows:

Setup.

Let G, be an additive cyclic group generated by P
and G, be a multiplicative cyclic group. The groups

are of the same prime order ¢. Let e¢: G, X G,— G,
be a bilinear map and # :{0,1}—>G, and
Hy: {01} X G, —~Z be  cryptographic  hash
functions. Then, the key generation center(KGC)
picks a random value s € Zq* as the system master
secret key and computes the corresponding public
key as P,,=sP. The system parameter set is
(G Gy PPy Hy 04

Extract.

Given a user’'s identity 7D, KGC computes
Qp=H,(ID), S,,,=5Q,, and returns (S,,, @) to
the user ID as his private key and public key.

Sign.

To create signature on m, the signer with an
identity A does the following: Select a random value
o€ Zz* and then compute (5,6¢) as §=aQ,,
e=e(P,,;,,Qp), &= H,(m,e)S,;
c=el(¢+S5,, @,)". Then (6,0) is the signature on m

Compute

intended for the verifier B.

Verify.

After receiving (6,0), the verifier B checks the
validity of the signature by testing whether or not
o=e(0,8,)"™ ™" The verifier accepts the sig-

nature if and only if the equation holds.
TrSim(Transcript Simulation).

The designated verifier B can simulate correct
signature transcript for message m to be verified
successfully as follows:

(1) Pick a random value g€ Z*

(2) Compute ¢ and ¢ as follows:

5=35; o=e(5,8,)™"m !

The simulated signature is of m is (3,0).

5.2. Analysis of the scheme
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Huang et al’s scheme 1is vulnerable to
universal forgery attack since an attacker
who knows a valid signature can freely gen—
erate  signatures by himself. To see this,
the adversary does the following:

(1) Query a signature on m* with respect to
signer A and verifier B to get a signature
(6%, %)

(2) Compute e(5%,5,) by

1
(%) Hy(m*, e (P, Qp) +1 _

Now the adversary can freely sign any
message on behalf of A to convince B on the mes-
sage:

(1) Choose a message m that he wants to sign.

(2) Compute o= e(é*,SB)mm”’(R“" Q)+t

Notice that the resulting values (6*,0) pass the
verification test with respect to the signer A and
the verifier B, and the adversary can perform above
procedure for any message. Therefore, the adversary
is able to impersonate the signer 4 to convince the
designated verifier B on messages of his choice.

Remark. If the scheme allows the ver-
ification algorithm to check the first compo—
nent & of signatures is ever used, then the above
attack is avoidable. But, to do so, the verifier should
keep track of every signatures intended for him and
this, we believe, makes the scheme to be impractical.
Moreover, even if we assume that this is not a prob-
lem, the scheme still has security problems. First,
the scheme does not possess delegatability: the
signer A can delegate his signing capability to any
third party by sending e(S,, @,). That is, the signer
can delegate his signing capability to any third party
Second, the
scheme does not satisfy the strongness property: In

without disclosing his secret key.

strong DVS, anyone should not be able to verify the
validity of signatures without verifier's secret key
even if the verifier is assumed to be honest and not
to forge (or simulate) signatures. However, an at—
tacker who knows one valid signature (6,0) can
compute e(Q,,S,) via the above attack. With this
value, the attacker can easily verify the validity of

the subsequent signatures without the secret key of
the designated verifier.

VI. Du-Wen scheme

Du et al. showed that Kang et al’s scheme
is insecure and suggested an improvement
based on the Cha—Cheon signature scheme to
resist  their  attacks. Though the authors
claimed that their improved scheme 1S secure
and gave its security proofs, the proof also
has the same problem as Wwe explained
before. In this section, we review the Du et
al.’s improvement and then give its correct
security proof of unforgeability.

6.1. The Scheme
Setup.

Let G, be an additive cyclic group generated by P
and G, be a multiplicative cyclic group. The groups
are of the same prime order ¢. Let e: G X G,— G,
be a bilinear map and # :{0,1)'>G, and
Hy:{0,1}'x G,—Z  be  cryptographic  hash
functions. Then, the key generation center(KGC)
picks a random value s € Z; as the system master
secret key and computes the corresponding public
key as P,,=sP. The system parameter set is

{Gp 6’2’ P’ Ppub’ [{17 }[27 €, q}-
Extract.

Given a user’'s identity ID, KGC computes
Q,p = H,(ID), d,;, = s@Q,;, and returns (d,,, @,,) to the
user ID as his private key and public key.

Sign.

To create signature on m, the signer with an
identity A does the following:
(1) Choose a random value r € Z* and compute

t=rQ,.
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(2) Set h=H,(m.t).
(3) Compute 7= (r+h)d, and oc=e(7,Qp).

The signature on the message m is (t,0)
Verify.

After receiving (t,0), the designated verifier B
checks the wvalidity of the signature by testing
whether or not c=e(t+hQ,,d,). If it does not hold,
he rejects.

TrSim.

At this stage, the designated verifier B can simu-—
late correct signature transcript for message m to
be verified successfully as follows:

(1) Choose a random value ¥ € Z* and compute

t=KQ,.

(2) Set 1’ = H,(m,t")

(3) Compute o'=e(t'+h' Q,.d,) .

The simulated signature is (t',0’) on m is a valid
one in the sense that it passes the verification
algorithm.

In the paper [5], the adversary in the
proof only reflects no-message attack in the
sense that the forger should create a valid
signature with respect to the signer 4 and the des—
ignated verifier B without seeing any signature cor—
responding to 4 and B. On the other hand, their
construction seems to be secure since they used
well-studied signature scheme as building block.
Indeed, we can correct their proof in the security
model given in the section 3, so as to show the im—
provement is actually secure strong designated veri—
fier signature scheme.

Theorem. The Du-Wen designated verifier
signature scheme is unforgeable under
adaptively chosen message. That is, if there
is a forger F to the Du-Wen designated verifier
signature scheme which has running time 7 and ad-
vantage ¢ with e > 10(q5+1)(q5+qHz)/q then one can

build an attacker (simulator) to solve the BCDH

problem within the expected running time

. 120686 qul QT

T < W where g, > ¢, and gy denote the
maximal number of queries of #,, 4, and the sign-
ing queries, respectively.

Proof. For security, we show that any ad-
versary F that can break the security of the scheme
with non-negligible probability e after making at
most gy, qp, hash queries corresponding to H,, H,,
respectively, and requesting ¢, public keys can be
used to build an adversary S that solves the BCDH
problem in G,. On input a bilinear Diffie-Hellman in-
stance P, aP,bP,cP, the BDH adversary § simulates
the unforgeability security game for F as follows: To
begin the simulation, S guesses which one # will at—
tempt a forgery against. We denote the target identi-
ties /D, and ID,, where ID, is the signer and 1D,
is the designated verifier's identity. The simulator
prepares two hash tables #, -list and #,-List for the
corresponding hash functions, and the master public
=cP and mmplicitly set the virtual

master secret key s as c¢. Of course, the simulator

key P, as P,
does not know the secret key.

H, Oracle Query: For each query to A, on input
ID;, the simulator checks if there is an entry in the
table #,-List. (The table is initially set to empty) If
so, it outputs the corresponding value. Otherwise, it
outputs aP if ID, =1ID,, bP if ID, =ID,, or k, P by
choosing a random #;.

Extract Query: For each key extraction
query on input /D, the simulator checks if 7D, is
ID, or ID,. If so then it aborts. Otherwise, it does
the following: (1) Lookup #,-List to check
(ID,H,(ID,) =k,P) is already in the list. (i) If so,

returns kP,

as the private key d,, (i)
Otherwise, it chooses a random value k; € Z*, re-
cords (/D k; P) in the table, and returns k, 7,,, as
the private key d D,

H, Query: For each query to H, on input (m,t)
where m is a message and a group element ¢ € G,
the simulator checks if there is an entry in H,-List.
If so, it returns the corresponding value h,.

i

Otherwise, it chooses h; at random and returns the
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value as the response, and then add (m;,t,h;) to
the H,-List.

Sign  Query: For each signing query on
input (ZD, ID, m;) where ID; is the signer and /D),
is the designated verifier, and m; is a message to be
signed, the simulator creates the signature using
control over the output of #, and H, as follows:

(1) If ID, =ID, then it chooses random values r,
and h, and computes ¢, =r,P—h;aP. If
(m;,t;) is already in the H,-List then it re-
computes ¢, with different h;, computes
o :e(riPpub7 Qj), add (m;t;,h;) to H,-List
and returns (¢,,0;) as the signature on m,

(2) If ID, = ID;, then the simulator can respond in
a similar way as the above case.

(3) If ID, # {ID,,ID,} then it selects r; at ran-
dom, and computes ¢, =7, Q. If (m,t;) is in
the H,-List, it takes the corresponding val-
ue, otherwise, it selects a random value h,.
Next it computes o; = e((r; +h;)d;p, Q,D,) and
returns (t;,0;,) as the signature on m,. It
adds (m.t;,h;) to H,-List.

After a number of queries, # will output a pur-
ported forgery ([DI,[Dj,m,a). If (i,j) =(4,B) then
the attacker S guessed the wrong target sign—
er/designated  verifier ~and must abort. If
Verifyskk(m,a,]DA) =1 or (m,o) is the result of any
signing oracle query, the adversary # has failed, so
S also aborts.

Now we analyze the probability that the
simulator .S completes the simulation without abort—
ing so as to get a successful forgery (UD,,IDgm,o).
We remark that

Pr[(ID,Z.,[Dj,t,U) is valid] = €
Pr[i,je [qH‘] | (ID;, ID,, t, o) is valid] >1-1/¢ ;

1
>

Pr[(i-,j) = (4,B)] gy, —1)

i.j € lq, ) AUID,. ID, .0) is valid

From the above equations, we have the
bound

Pr (1D, ID,) = (1D, ID;) } > 6(1— i)i

AUD, D, t,0)is valid 7| dy

1

Applying the Forking Lemma [14] (or the
Reset Lemma [1]) with the same random
tape but different choices of H,, S finally gets two
forgery (m.t,h,o) and (m,t,h',0’) where h=h,
o=e(t+h@,. dy) and o' =e(t+h Q,,dy). Then the
simulator computes the BDH solution e(P,P)™ as
follows:

Z=e((h=h)Q,dy) ;
g
1

Ui)ﬁ: e(Qy. dy) = elaP, bP)= e(P,P)"™ .

If the forger F against the signature scheme has
advantage €= 10(gg+1)(gg+ qHZ)/q then, from the

Forking Lemma, the expected time for the simulator
S to solve the BCDH problem is bounded above by
120686q2H1qHZT -1/e+ 1/(1—1/¢)* as required.

The other security requirements, such as
non-transferability —and strongness, are an-—
alyzed in the same way that Du et al. did.
We remark that Huang et al. argued that
Du et al’s scheme does not provide the
source hiding because the verification equa—
tion is o=e(t+hQ,,d,;) and the verifier uses the
signer’s public key @, for doing the verification.
However, on the contrary to their demonstration,
this fact does not mean the lack of source hiding.
Indeed, since the verifier can simulate the tran—
scripts the adversary cannot tell the source even if
the private keys are revealed. Moreover, even if the
verifier is honest, the attacker cannot know the
source without the knowledge of the verifier's pri—
vate key.

VII. Conclusion

In this paper, we have pointed out that
the security proofs of some designated veri—
fier signature schemes do not capture real

adversary but only reflect no  message
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attackers. We also
attacks on the

have presented concrete

Huang-Chou DVS  scheme.

Du-Wen DVS (improved) scheme has the
same problem especially in the  security
proof of unforgeability though it 1is secure.

To show Du-Wen scheme is a secure one,
we have given correct security proof of un-
forgeability — against adaptively chosen me-
ssage. Our work alerts to the possibility of
in DVS

cryptographic

danger appeared schemes, as well

as  other schemes,  without

rigorous analysis.
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