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ABSTRACT

With the development of technologies, smartphone provides excellent extensibility and performance. Users can install
application programs easily in smartphone, so they can use smartphone in various way. In the past, users used smartphone for
enhancing security in personal computer. Nowadays, smartphone has become a major target for attackers. Therefore we needs a
reliable portable device for smartphone security. There are various wearable devices such as smartglasses and smartwatches, so
they can be used for enhancing security in smartphone. In this paper, we study about that smartwatches can be role for
enhancing smartphone security, and we implement transaction information verification scheme, Transaction information
verification scheme based on CAPTCHA and CAPTCHA based transaction OTP scheme and experiment with users in prototype
application.

Keywords: Smartwatch, Smartphone, CAPTCHA, secure transaction
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Table. 1. Comparison of H/W performance of major smartwatches
Pebble
Smartwat Galaxy Gear E-Paper SmartWatch Qualcomm I'm Watch Neptune
ch name 2 Toq Pine
Watch
Manufact Pebble ,
ure Samsung Technology Sony Qualcomm I'm Neptune
. . Qualcomm
Android Micrium , . .
(OS] 199 Pebble OS 4C/OSAII 0S I'm Droid 2 | Android 4.1
1.2GHz
180MHz 200MHz '
cPU 800 MHz ARM ARM ARM IMX233 Dual-Core
Exynos Cortex-M3 ARM
Cortex-M4 Cortex-M3
Cortex-Ab
RAM 512 MB 512 KB 64 MB 512 MB 128 MB 512 MB
Storage 4 GB 32 MB 256 MB 2 GB 4 GB 16 ~ 32 GB
Camera 1.9 MP - - - - 5 MP
. Bluetooth
Communi Bluetooth Bluetooth Bluetooth Bluetooth Bluetooth 40/ Wi-Fi /
cation 4.0 2.1+EDR 3.0 / NFC 4.0 LE HeLoo '
GSM
Battery 315 mAh 140 mAh 140 mAh 5 days 450 mAh 810 mAh
Displa 1.63" 1.26" 1.6" 155 1.54" 2.4"
play 320x320 144x168 220x176 ’ 240x240 320x240
Weight T4g - 123g - 90~170g 35.4~60.8¢g
Type Extension Stand-alone Extension Extension Stand-alone Stand-alone
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(a) example

Fig. 1. Verification procedure and protocol for information of transaction via smartwatch

e
256-234089-02-002
Az Mg

suey
YAzt
74891019557507
YN ZF 05
HE=

olH 2N

10,0008

(a) example

USER SW Sp Bank
Trarsacton
Information
Requesting
account information
Requesting Account
account verification information
and signature
Transaction
I Information
Control
(confirm)
Digital Signature
Requesting Transaction
with Signature
(b) procedure
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(b) procedure

Fig. 2. Verification procedure and protocol for information of transaction based on CAPTCHA via

smartwatch
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Table. 2. Comparison of transaction information verification schemes
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