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Abstract. Ad hoc network is a society of nodes who work in cooperative
manner in accordance with self regulatory protocol. So reputation and
trust should be built up and selfishness be dealt with a proper regula-
tory protocol. Selfish nodes are those which do not behave as the protocol
specifies, with a wish to conserve power. This paper proposes an environ-
mental compensation algorithm to the General Reputation Model. The
algorithm provides a scheme as a mean to mitigate the detrimental effect
of selfish nodes. And it deals for the first time with the security -the en-
vironment’s influence on nodes’ behavior. It also shows how to establish
trusts in different areas with different environmental characteristics.
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1 Introduction

Reputation systems have been proposed for a variety of applications. Selection
of good partners in a peer-to-peer communications and choice of faithful trade
partners in online auctioning are among those. Under the mobile ad hoc net-
working architecture, the detection of misbehaving nodes provides the basis of
reputation system.

There is a trade off between efficiency in using the available information and
robustness against false ratings. If the ratings are made by others, the reputation
system can be vulnerable to false accusations or praise. If it is established on the
basis of one’s own experience only, it does not provide a comprehensive rating
neglecting other’s experiences.

The goal of our model is to make neighborhood survailence systems both
robust against selfishness and efficiency in detecting misbehavior. Our proposal
is making use of all the available information, i.e. both positive or negative, and
one’s own or other’s. And to guarantee the robustness of the reputation system,
we show a way to deal with false ratings.
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2 The Reputation Methods in Mobile Ad Hoc Networks

The use of reputation systems in many different areas is increasing, not least
because of their widely publicised use in online auctions and product reviews,
see, for example eBay and Amazon [14]. Mui et al. [13] gave many examples of
how reputation systems are used.

Reputation systems are used to decide whom to trust, and whom to encourage
trustworthy behaviour. Resnick and Zeckhauser [12] identified three goals for
reputation systems:

1. To provide information to distinguish between a trustworthy principal and

an untrustworthy principal,

To encourage principals to act in a trustworthy manner, and

3. To discourage untrustworthy principals from participating in the service the
reputation mechanism is present to protect.

o

Two reputation mechanisms that have been proposed to help protect ad
hoc routing are the Cooperation of Nodes: Fairness in Dynamic Ad-Hoc NeT-
works (CONFIDANT) protocol [1], and the Collaborative Reputation Mecha-
nism(CORE) protocol [2], which work in a similar way.

But both of them have some problems. For example, by placing more weight on
past behaviour, CORE scheme is vulnerable to an attack where a node can build
up a good reputation before behaving maliciously for a period. Attacks involving
‘building up credit’ before behaving selfishly have less effect in CONFIDANT,
as good behaviour is not rewarded, so all nodes are always under suspicion of
bad behaviour. However, this makes CONFIDANT less tolerant of failed nodes,
which may be exhibiting failed behaviour due, for example, to loss of power.

3 The General Reputation Method

3.1 Assumptions

We assume certain things:
e Each node has a unique id.
e Links are bidirectional.
e Nodes do not have a prior “trust” relationships.
e All nodes give correct reputation to others.
e Misbehaving nodes do not forward data packets, but act correctly for
everything else(which is selfishness).
e There are no malicious nodes (who want to destroy the network).

3.2 Direct Trust (DT)

When we want to know if we can trust some node B, we can route some pack-
ets via B and see (by sniffing in promiscuous mode) if B forwards them correctly.
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The fraction of correctly forwarded packets in relation to the total amount of
packets then gives us some idea on how trustworthy B is.

f forwarded
fsent

DT(A,B) = (1)
g forwarded = number of packets (coming from A) correctly forwarded by B.

# sent = number of packets sent to B (by A).

3.3 Indirect Trust (IDT)

What happens if a new node comes? If A now wants to get references for B,
he creates a reputation request, sets himself as source, sets B as target and
broadcasts it to his neighbors (ttl = 1). Every node N receiving this request
then looks if he has a direct trust value for B and if yes creates a reputation
reply (from him to A) which is carrying this value. After some time A can then
combine the received values to a reputation value for B:

> DT(A,N;) x DT(N;, B)

n

IDT(A, B) =

(2)

N; : node A’s i-th neighbor node

This indirect trust value depends on when it is calculated and how many
answers (route replies) have been received (and from whom). The question is
how we combine all the direct trust values from the reputation replies together
to one indirect trust value. One possibility is to weight them with the direct trust
values we have (as in equation(2)). Another possibility is to look at the answers
and compare them.

3.4 Reputation

Now we have some direct trust values and some indirect trust values. They can
be combined in the following way:

REP(A,B) =w x DT(A,B) + (1 —w) x IDT(A,B) (0<w<1) (3)

w : the weight we put on DT(A,B).

4 Reputation Compensation Protocol

There are a lot of reputation methods for mobile ad hoc networks. But none of
them had concerned about environment’s influence on the behavior of nodes yet.
For example, consider that the network is formed by several parts. Each part has
different environment (it’s easy for nodes to communicate with each other when
they are in flat areas compare to hilly fields). If we use the same rule to all nodes,
obviously it’s unfair. Some nodes may be punished not because they misbehaved,
but for the environmental reason that forces they have low trust value.
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We propose a new method in order to compensate those nodes who are in
the bad areas. This method can be applied to other protocols such as CONFI-
DANTJ1] or CORE[2]. We take the general reputation protocol as an example
to show how the environment can affect the nodes’ behavior.

Fig. 1. The Network Model

In our scheme, the whole network would be divided into several parts de-
pending on their environment. See Figure 1 as an example. The whole network
is divided into four parts: A, B ,C and D. Within each part, environment is all
the same(nodes have the same radio coverage or other parameters. The envi-
ronment has the same influence on each node). Suppose the part A is the best
environment for nodes to communicate with each other, the part B is the second,
then the part C, the area of the part D is the worst amongst these four parts.
So nodes in this part are hardest to communicate with each other. Take node
No.8 and node No.33 for example, and assume that node No.33 is in the worse
part. Then it may have a higher packet drop rate because of the environment’s
influence not because of its own wish. Then if node No.8 calculate node No.33’s
direct trust value, it may have a low direct trust value. Node No.33’s reputation
value may below the threshold and be considered as a misbehaving node(So as
node No.13 etc.). So we must have a method to compensate the nodes that are
in the “bad” part of the network.

4.1 Compensated Direct Trust(CDT)

The compensated direct value would be like this:

t forwarded

fsent

CDT(A,B) = aap %

« : the compensating factor to direct trust value
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Situation 1. Nodes in the same part

Because node No.24 and No.57 are in the same part, they share the same
environment. Then it’s no need to compensate them. Thus, for them, the «
value would be 1(The same for node No.30 and No.77).

Situation 2. Nodes in the different parts

Now, concern about node No.8 and No.33. They are in the different parts.
Obviously 33 has a worse environment. Then we have to compensate it(The
same for node No.13 and No.7). Also, when node No.35 and No.22 move to
other part, their o value should be changed.

The « value would be like this:

avg A

(5)

XA B —
avg B

avg A : average reputation values of the nodes belonging to the part of A
avg B : average reputation values of the nodes belonging to the part of B

4.2 CIDT and CREP
Since the « value has already been added in the DT(A, N;) and DT(N;, B), it’s

no need to compensate the indirect trust value and the reputation value with a.
Then compensated CIDT and CREP are following:

>, CDT(A,N;) x CDT(N;, B)

n

CIDT(A, B) = (6)

and
CREP(A,B)=wxCDT(A,B)+ (1 —w) xCIDT(A,B) (0<w<1) (7)

w : the weight we put on CDT(A,B).

5 The Whole Scenario

The whole network is divided into several parts according to the environment. A
node maintains a direct trust table which consists of entries for every neighbor
and their direct trust value for performing a certain function. Nodes temporarily
send DT _update message, which contains the source node ’s direct trust value of
other nodes and its own « value. On receiving this message, other nodes check
sender’s id and see if it is misbehaving or not. If the sender is dependable, nodes
will accept the message and then update other nodes’ indirect trust value (the
most voted) and calculate other nodes’ reputation value. The reputation value
rep, is initially set to the variable startdtv (start direct trust value)

When a node requests a service from a neighbor, it gives the neighbor x
opportunities to respond, where initially x is equal to startdtv. If the response
is positive, x is increased by cv (change value). While x is positive, the value
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of x should be returned to the initial starting value after a timeout period, and
thus, the value has to be earned again. After a certain number of consecutive
timeout periods where no negative behavior has occurred, the rep value should
be increased by cu.

Where there is no response or the response is negative, x is decreased by 2cwv.
The node should keep trying until x reaches zero, then the corresponding direct
trust value is decreased by 2cwv. In this event, the node should look to request the
service from a different node. If later on, the node wishes to try and request the
service from the same neighbor again, it performs the same algorithm, where
the rep value is less and thus the number x of opportunities is now less, i.e.
the neighbor is given less chances. The node should perform exponential back
off to allow the neighbor to recover from any temporary problems(i.e. suddenly
lose power). Neighbor nodes should be given some chance of recovery. Thus, if
a node has no other option but to try a selfish node, the node can just request
the service with an initial x value of 1. This, along with a decreasing direct
trust value, results in less resources being wasted on a neighbor who is selfish or
failed. Also, to discourage unwanted behavior, service requests from nodes with
reputation values below a threshold should be ignored.

5.1 Which Nodes Are Misbehaving?

First, we need to observe that it is not possible for us to differentiate the different
types of misbehavior. We cannot say if a node is misbehaving because he is
malicious, just selfish, has no battery left and so on. We - in the following - just
try to somehow determine which nodes are misbehaving without too many false
positives.

In 4.2, we calculated trust values. But how to use them? When do we trust a
node for routing packets?

The idea is to exclude misbehaving nodes from the network. Nobody wants to
send his packets via a misbehaving node where one can not be sure if it reaches its
destination (unchanged), but when nobody sends packets via misbehaving nodes
they are relieved from the burden of forwarding packets, and therefore rewarded
for their misbehavior. Many proposed protocols work like this, but we do not
want to encourage misbehavior. We want to enforce cooperation. This can be
achieved by dropping packets of misbehaving nodes by the other nodes (instead
of forwarded). In this way, misbehaving nodes are completely excluded from
the network. Because we want to give misbehaving nodes a chance of changing
their behavior, we will route some of our packets through them (so that we can
monitor their behavior), but we will not forward packets for them.

How do we determine if a node is misbehaving? A trust value can be small
if a node dropped packets, but also if they never reached him or if we have not
seen the correct forwarding. For the forwarding of packets it does not matter
why a node has a small trust value. We, therefore, choose nodes with high trust
values to maximize the probability of reaching the destination. In the other case
we want to drop packets of misbehaving nodes only.
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All this can not be achieved at 100%, but the errors should be minimized. So
we need some thresholds. However, we use a value to compensate nodes in bad
environment, so the whole network can use the same threshold. Where all nodes
with CREP < 7 will be treated as misbehaving.

5.2 The Bottleneck Problem

We use reputation system in order to find a relatively stable route to the des-

tination. However, if a node has a high reputation and all the nodes want to

send their packets through it, the congestion would happen, and it would be the

bottleneck of the network. The route is “safe” but may not be efficient at all.
We use the following rule to select node:

e PDR, : node z’s packet drop rate
e avg(PDR,) : average packet drop rate of the part the node x belongs to
e REP, : node z’s reputation value
e avg(REP,) : average reputation value of the part the node x belongs to

If — ;gg%z) avf(ggh)’ we shouldn’t give too much bandwidth to this
node. Else —£D REE:. __ we can give more bandwidth to this node

avg(PDR,;) — avg(REP,.)’

6 Performance Analysis

To evaluate our protocol, we run NS-2 simulations with our implementation[10].

6.1 Definitions

e Original DSR : The original DSR protocol without reputation systems

e General : The DSR protocol with the general reputation scheme

e Compensated : The DSR protocol with the reputation compensation protocol

e Goodput : The ratio of received to sent packets

e Overhead : The ratio of number of reputation messages to routing messages
We simulated our protocol with the following parameters: Area 1000m x

1000m,Placement is uniform, Application is CBR, The number of nodes is 100,

Maximal speed is 50 m/s, Packet size is 128 B, Pause time is 0,Percentage of

Selfish nodes is 20%, Weight w = 0.5, and finally, Threshold 7 is 0.4.

6.2 Simulation Results

Figure 2 shows the number of nodes are convinced to be misbehaving node vary-
ing the simulation time. We set 20 selfish node in Figure 2(a) and 40 in Figure
2(b). It’s obvious the reputation compensation scheme is better than the gen-
eral scheme. The reputation compensation scheme can catch out every selfish
node without treating other good node unjustly. However, the general scheme
consider almost 80% of nodes are selfish node because it has no compensation
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Fig. 2. No.of nodes are convinced to be selfish versus time
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Fig. 3. Mean No.of packets dropped versus time

to nodes in the bad parts. So when they communication with other nodes and
would be convinced to be bad.

Figure 3 shows mean number of packets dropped varying the simulation time.
In the original DSR protocol, there are about 7000 packets dropped due to the
selfish node. And both of the general and the reputation compensation scheme
have a far better result than the original scheme. They just dropped a few packets
because they can detect selfish nodes effectively. Then we take the general and
the reputation compensation part out of the Figure 3(a). As showing in Figure
3(b), the reputation compensation scheme has a better performance than the
general scheme because fewer nodes are convinced to be selfish.

Figure 4 shows mean number of packets dropped versus the percentage of
selfish nodes. We can see that in the original DSR, even a small percentage of
selfish nodes can work havoc. There is not much difference in the number of
intentionally dropped packets as the percentage of selfish nodes increases. This
can be explained by the fact that it does not matter where on the path a packet
is lost. Our scheme still keeps the number of deliberately dropped packets low
even in a very hostile environment as given by more than half the population
acting selfishly - given that there are enough nodes to provide harmless alternate
partial paths around selfish nodes.
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Figure 5(a) shows mean goodput varying the simulation time. The original
DSR has a very bad performance, and the mean goodput is between 30% to
40%. The general protocol has a better performance, and the mean goodput is
between 70% to 80%. Then the reputation compensation protocol has the best
performance at the end of the simulation, and it almost reaches 90%.

Figure 5(b) shows mean goodput versus the percentage of selfish nodes. Ob-
viously, our scheme has a better performance. The goodput of the original DSR
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decreases sharply from the beginning and then decreases steadily. But our scheme
keeps steadily at the beginning even half of nodes are selfish.

Figure 6 shows mean overhead varying the simulation time. Always when
adding a new protocol, the overhead caused should not be too large. Our protocol
adds less than 15% overhead but gain more than 50% in mean goodput, so that
our protocol is worth to be added.

7 Conclusion

This paper tried to show how to incorporate reputation, trust and selfishness
into the cooperative protocol of ad hoc networking. Its significance also lies in
not only suggesting the reputation model, but also showing that its performance
is promising.

The paper also proposed the General Reputation Model for mitigating detri-
mental effect of selfish nodes. To the model, we added the environmental influ-
ence attribute on nodes behavior and showed how it worked. The simulation by
DSR proved our reputation- based trust management significantly improved the
performance with a small amount of overhead increment. Goodput in a setup
with 20% selfish nodes can be improved more than 50%, causing less than 15%
overhead.
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