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요 약 대칭형 패스워드 기반의 인증 및 키교환 프로토콜은 비대칭형 프로토콜보다 설계, 분석, 효율

면에서 더 좋은 성질을 가진다. 하지만, 인증 서버가 공격당하는 경우 대칭형 인증 프로토콜은 쉽게 사용

자의 패스워드가 노출된다. 비대칭형의 안전성 증명을 가지는 PAK-X나 SNAPI-X같은 프로토콜이 제안

되었지만, Diffie-Hellman 키교환에 비해 많은 연산을 필요로 하고 있다. 이 논문에서는 패스워드 기반의 

대칭형 인증 및 키교환 프로토콜을 비대칭형 프로토콜로 변환하는 효율적인 방법을 제시한다. 

키워드 : 암호, 인증, 키교환, 패스워드, 영지식, 비대칭 모델 

Abstract Password authenticated key exchange protocols for the symmetric model are easier to 

design, analyze and are more efficient than ones for the asymmetric model, but they are most likely 

to be broken by server's compromise. Though the protocols with provable security for the asymmetric 

model such as PAK-X and SNAPI-X are introduced, they need large amount of computation compared 

with the standard Diffie-Hellman key exchange. We present a systematic and efficient way to 

transform password authenticated key exchange protocols for the symmetric model into protocols for 

the asymmetric model. Thus, an efficient protocol for the asymmetric model can be constructed by a 

systematic protocol with low computation. 

Key words : Authenticated Key Exchange, Password, ZKIP, Asymmetric Model 

1. Introduction

Though public key cryptography is now very 

popular and a powerful tool in cryptography, it is 

inconvenient to carry a public/private key pair. In 

some application, a password is enough to prove a 

user's identity. Password based protocol alleviates 

user's needs to carry a complex proving device 

such as smart cards. However, because a password 

must be easy for human to remember, it has low 

entropy, and it is short. 

In 1992, Belloving and Merritt invented a new 

authentication protocol(EKE: Encrypted Key Exch-

ange) that has an interesting feature[1]. Their pro-

tocol protects a user's password from the off-line 

guessing attack. After the introduction of EKE, 

SPEKE(Simple Password Exponential Key Exch-

ange) by Jablon, has been followed[2]. The proto-

cols integratethe session key exchange with 

password authentication. Results of augmenting 

those schemes into asymmetric model are B- 

SPEKE and A-EKE[4][3]. SRP(Secure Remote 

Password protocol), another password based 

authentication and key exchange protocol of the 

asymmetric model is designed by Tom Wu[5]. 

These protocols, however, do not have security 

proof. 

The protocol of the asymmetric model gives a 

server a password verifier that is computed from a 

password but cannot be directly used to find out 

the password, whereas in the symmetric model 

both a server and a user have the same password. 

Protocols for the symmetric model is easier to 
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model. 

Our proposalis very practical compared to other 

protocols, since only the amount of computation for 

an underlying ZKIP-based identification scheme, the 

amount of computation for one Diffie-Hellman key 

exchange, nine times of computation of a hash 

function and two symmetric encryptions/decryptions 

are needed. Generally, the amount of computation 

for a ZKIP-based identification scheme is much 

less than that for a public key encryption/ 

decryption or additional Diffie-Hellman key exch-

ange is. Also, if we choose a proper finite cyclic 

group G  such as an elliptic curve group, the added 

cost will be substantially decreased. 

For the GQ case, our proposal requires 2 expo-

nentiations of client and 2.75 exponentiations of 

server in parallel, where pre-computation is ass-

umed. In case of Schnorr, it requires only one 

multiplications of client and 2.75 exponentiations of 

server. Thus, compared with PAK-X(Password 

Authenticated Key exchange-X) and SNAPI-X, the 

amount of computation is quite small. SNAPI-X 

requires 5 exponentiations of client and 4 expo-

nentiations of server and PAK-X requires 4 

exponentiations of both server and client.

Formal description and the security proof only for 

the protocol using AddSCA(EKE2) are given, but 

we are working on other protocols such as PPK of 

[7], SNAPI of [8], and the password-AKE of [9]. 
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A. Formal Specification of the Protocol
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Figure 3 Specification of the Protocol: s2c-ake()

           = AddSCA(EKE2)
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