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Abstract _ o _
We present a problem of commonly used As explained, studies in the test sequence generation

characterization sequences and propose a new testmethod have been concentrated on the fault coverage and

sequence to resolve the problem. The proposed tesﬁhe length of a generated test sequence [1], [2], [4], [5],
sequence could decide whether the output fault arises irm' [9]. For the.W|d'e fa.ult. cov'era}ge, fault tolerant UIO

the edge being tested or one of edges in the UIO Sequencgjethods and pair wise distinguishing sequence have been
Additionally, the fault coverage is much wider than other proposed [4], [6], [7], [9]. However, test sequences with

test sequence generation methods. To achieve the goal, W€ Wide fault coverage still cannot guarantee the
introduce k-strong FSM, and show that it can be correctness of its decision. In this paper, we show that

constructed from a characterization sequence. Also, weSommonly used test sequences such as UIO and DS fail to

show that the length of the test sequence satisfying th(I'\est a correct state transition, and focus on the scheme to
completeness can be reduced. Finally, we illustrate oyrguarantee the completeness of the verdict of a test

technique on a specific example. sequence. _ _ )
Concerning the incorrect behavior of test sequences,

we define a new problem instance, and propose the input
1. Introduction test sequence generating scheme to resolve the problem.
To achieve this goak-strongFSM is defined for a certain
Conformance testing of communication protocol characterization sequence. Additionally, a characterization
implementations is an area of considerable research sincéequence which makes an FSM tokkgtrongis proposed
testing can help guarantee correct operation. In thatUsing extended UIO, and its fault detection capability is
literature, an implementation is regarded as a black boxgxamined. For the construction of an extended UIO,
and its conformity is verified by observing output Multiple UIO sequences are adopted [8]. We show that the
behaviors for input sequences. length of the test sequence satisfying the completeness can
Various automatic test sequence generation method§e reduced using the cyclic characterization sequence [11].
have been proposed such as UIO-, W-, DS-methods [3]Conformance test procedure with the proposed test
With the methods, one transition could be tested, so aséquence may reduce a tester’s job, since the test sequence
technique to constitute an overall test sequence for gJuarantees the validity of its verdict [1], [4], [6]. Lastly,
specification FSM is required. One is to combine the We illustrate our technique on a specific example.
characterization sequence using reset input and the
shortest path to the state to be tested [2], [3]. Another is a
transition tour, which is regarded to have worse fault
capability [8].



2. A New Problem Instance sequence can correctly verdict the conformity of the

implementation. Now, we describe the test sequence with
In this section, we describe the situation where themore detail.

commonly used characterization sequences such as UIO

and DS fail to test a correct state transition. Figure 1 Definition 2 (Degree of Difference)

shows that the transition (si, sj) is considered faulty due toDegree of Differencéoetween a walk A and a walk B,

the output fault or the transition fault even though DoD(A, B) is defined as the number of output differences

implemented correctly. That is, an output fault or a between A and B, where A and B have the same input

transition fault in the characterization sequence can inducesequences. In case A and B have the different input

the wrong verdict. sequences, then DoD(A,B)e= In counting the number of
differences, previously visited transitions in loops are not
Definition 1 (Completeness Criteria) counted, since it already contributes to DoD.

When a tester makes verdict that a tested edge in an

implementation under test is incorrectly implemented

compared to the specification FSM, actually the edge isDefinition 3 (k-strongFSM)

not conformed to the specification. This is called An FSM is callek-strongfor a characterization sequence

completeness criteria. CS if there exists any characterization sequence CS which
satisfies

2k+1 <= Min(DoD(CS, W)) < 2k+3
Edge to be

Tested . .
for all walks W which have the same input sequence as

CSin the FSM. (1)

é Intuitively, at most k output faults in verifying

sequence do not affect the fault detection capability of the
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test sequence in testingstrong FSM. This is because k

/2 | Characterization | c/4: Output fault ¢ . .
Sequence ! b %ﬁtﬂa”s'"m output faults do not make a CS look like the other O8 in
@ @ strongFSM.
” ° al4 4. Proper CS Selection Criteria for k-strong
@ @ FSM
(a) Without fault (b) With output fault  (c) With transition fault W-set, UIO, DS, and their variants can be used as the

characterization sequence satisfying (1). For each
characterization sequendestrongFSM may exist or not.
For example, UIO and DS which satisfy the condition (1)
require rather strict conditions of an FSM.

Figure 1. Incorrect behavior of commonly used test
sequences

Thus, consideration on the completeness criteria should be
taken into a generation of test sequence.

3. A Test Sequence Considering the Problem

We briefly explain the test sequence which can verify
the correct state transition here. A key observation is that
a characterization sequence whose input/output behavior
is completely different from other state's can discriminate
whether the output fault arises in the segment being tested
or in the characterization sequence. So the new test



know where the current state is, nor the correctness of the
edge being tested. The second part of the criteria says that
CS which makes an FSkistrongmust have at least 2k+1
different outputs. If the CS has 2k+3 output differences
with all other converging walks, it makes an FSM k+1
@ strong. Because there is more than 2k+1 output results,
\ . there should be a UIO sequence which makes it different
from all other walks. Thus, we know where the current
state is and where the fault occurs, even when k faults
uIo(s)) occur.
In the information theoretical sense, this criteria is
similar to the error correction capability of Hamming code.
Proof of the above criteria can be constructed with the
similar way of the error correction capability of the
Hamming code [10].

@ —v Testing withk-strongFSM is performed as following:
Figure 2. lllustration of Converging walks The edge (si, sj) is correctly implemented when
Definition 4 (Converging walks) DoD(CSsj, Expected Sequence) <=k,

Converging walks, W1 and W2 are those walks which

converge into the same state with the same input sequence. where CSsj is the characterization sequence for a state

In this case, the output sequence is not considered. Sj.

Assume that the edge (Si, Sj) is to be tested in Figure 2.

For example, (Sj, S1, S2; il/ol i2/02) and (S21, S22, S2; The above passing criteria for an edge is the

i1'/01" i2'/02") converge into the same state S2. If il = i1’ generalization of all other existing test methods, where k

and i2 = i2’, then they are called converging walks and theis equal to “0”. When k is equal to “0”, the FSM under

state S2 is a convergent state. testing isO-strongand cannot verdict exactly whether the

tested edge is correct or not. However, when Kk is greater

For a CS to make an FSistrong following criteria than O, a tester can decide whether the tested edge is

should be satisfied. correctly implemented or not even when there are k-
output faults in verifying sequence. Or the testing With
Forn=1,2,3,...,2k strong FSM satisfies the completeness criteria explained
n-th(CS(Sj))# ilo for all i/o which incomes to(Sj, in Definition 1.
n-th(CS(Sj))) Like most testing methods, the overall test sequence is
o(s, i) : Transition function composed of

n-th(A) : n-th transition of walk A
(riy@(Shortest Path to si)@(i/0)@CSsj,
For n = 2k+1, 2k+2, ...

2k+1< DoD(n-Head(CS(Sj)), A) < 2k+3 where ri is a reset input. (2)
for all A, where “A” is an incoming I/O sequence

into Sn whose length is. Instead of (2), test sequences using graph touring such
n-Head(X) : First n I/O sequences of walk X as RCPT can be used. Following section describes the

optimizing technique of the proposed test sequence
The first part of the criteria explains that #strong generation scheme satisfying the completeness criteria.
FSM does not have converging walks whose length is less
than or equal to 2k. Because there is less than 2k outpud. Test Sequence Optimizing Technique
results when the k numbers of faults occur, we cannot



In this section, we observe that our test sequence camcomes to TAIL(UIO(sj)).
be reduced. Our test sequence generation method has the Alternatively, we can use multiple UIO to construct
property that it exactly verdicts the correctness of the stateEUIO [8]. By using multiple UIO, there are more chances
verifying sequence. Let's assume that the edge under tedb make an FSMk-strong Even better, the overall length
is (si, sj; i/0), state verifying sequence of sj is (sj, s1, s2, s3of a test sequence is shortened.
s4; il/ol, i2/02, i3/03, i4/04), and the FSM lisstrong
The result of the test is (PASS, PASS, PASS, FAIL, PASS).7. Example k-strong FSM for EUIO
With the result, we are certain that the edge under test is
correctly implemented even though there is one output Here, we illustrate th&-strong FSM with a sample
fault in the verifying sequence. Here, note that the otherFSM. For the FSM of figure 1, the edge (Si, Sj;a/4) will
edges do not need to be tested, since our test sequence hses tested using minimal UIO and extended UIO. We will
the completeness property. More specifically, becauseshow our scheme satisfies the completeness criteria.
there are no converging walks in paths from sj to s4, we  First, minimal UIO for Sj is computed: b/1 ¢c/2 ¢/2 b/2.
do not need to compute s1, s2, s3 and s4’s UIOs and testhen degree of difference of each state is computed by
them either. definition 2:

With the optimization technique, we can improve the
time complexity of our test sequence. When there are S1
enough characterization sequences which do not have DoD((Sj, S1), (S4, S1)) =
converging walks in an FSM, we can greatly reduce the S2
overall test sequence length. Edges which are not tested DoD((Sj, S1, S2), (S5, S4, S2)ys=

using the method can be tested using classical DoD((Sj, S1, S2), (S4, S3, S2)y=
conformance testing methods. We will illustrate the DoD((Sj, S1, S2), (S4, S1, S2)y=
technique in the following example. S3

DoD((Sj, S1, S2, S3), (Sj, S5, S4, S3y=
6. Construction of k-strong FSM with DoD((Sj, S1, S2, S3), (S6, S5, S4, S3® =
Extended UIOs S4

DoD((Sj, S1, S2, S3, S4), (S6, Si, S6, S5, S4)) =4

As explained in the previous section, characterization
sequences which make an F3®trong may be W-set,
UIO, DS, and their variants. In this section we propose a
characterization sequence using UIO, which makes the
FSM k-strong

Generally, minimal UIO sequence is applied in testing
an FSM, but in most cases it cannot make an H&EM
strong Thus we need to extend minimal UIO so that it
may make the FSM-strong.For this purpose, we suggest
the new testing sequences called EUIO. EUIO is
constructed by concatenating two UlOs as following:

For the verification of (si, sj),
EUIO = UIO(sj) @ UIO(TAIL(UIO(s))),

where TAIL(UIO(sj)) means the tail state of i/o
sequence
UlO(sj).

Figure 3. Example ofk-strong FSM

EUIO reduces the overall problem space. We don't . . .
need to consider all walks in FSM, but only walks which ~ AS séen in the above result, Min(DoD(UIO(S]), W)) =
4 for all walks W#£ UIO(S]) in FSM. Since 2t + 1 < 4



< 2*1 + 3, the FSM is 1-strong for the extended UIO by However, the length of the proposed test sequence is
definition 2. about twice longer than the original one if the simple test
sequence construction algorithm is adopted fr@m
Now, assume that the edge (S2, S3;c/2) has beesequence. To resolve this inefficiency, we take advantage
incorrectly implemented with an output fault as (S2, S3; of the completeness property of the test sequence.
c/3). After evaluation of DoDs, output sequences by each A test sequence generation method which makes an

method are as following: FSM k-strong with higher probability should be studied.
The proposed scheme is also applicable to software testing

Using Minimal UIO, and the conformance testing of sequential circuits.
Expected output sequence: 12 2 2
Observed output sequence: 12 3 2 References
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