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secure biometrics scheme poses considerable challenges because users’ bio-information is
not precisely the same for each authentication attempt. This uncertainty during the
authentication process obstructs direct application of cryptographic one-way functions
in the authentication system. In this paper, we suggest a two-factor face authentication
Face authentication scheme using maFrix transformations and a user password. Our scherpe is designed with
Biometrics security a secure cancellation feature, in that templates composed of permutation and feature vec-
User privacy tors can be freely changed. Through experimental scenarios and results, we introduce the
notable features of our scheme. Furthermore, we consider possible attacks on the proposed
scheme and suggest security enhancement methods.

© 2014 Elsevier Inc. All rights reserved.
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1. Introduction

A one-way transformation strengthens the security of encoded information if, upon comparison, the results of the
transformed domain correspond with those in the original domain. On this basis, several authentication schemes have been
introduced to adopt this unidirectional feature in their security strategies. Generally, unidirectionality makes template
cancellation possible in biometrics. An old template should be replaced by a new template only after cancellation of the
old template if security issues arise. Without unidirectionality, an attacker could recover bio-information from correspond-
ing templates even after cancellation.

Owing to the difficulties encountered with unidirectionality in biometrics, relatively few schemes have been proposed. In
particular, in face authentication, developing a scheme that has a high security level with high accuracy is difficult because
the features used for classifying each face are not easily defined. In brief, sufficiently good classifiers are lacking in the field of
face authentication, as opposed to other biometrics areas. Nevertheless, extensive research on face authentication, including
security challenges, has been performed, because face authentication has considerable advantages in terms of both
economics and non-intrusiveness.
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In this paper, we suggest a two-factor face authentication scheme that has an efficient and secure cancellation feature in
that the templates composed of permutation and feature vectors can be freely and efficiently changed, thereby resolving the
security problems found in the scheme by Kang and colleagues [20]. In Section 2, we briefly look at the security aspects of
biometrics, dealing specifically with face authentication. We then explain the basic concept of the scheme in Kang and col-
leagues and its security problems in Section 3. In Section 4, we introduce our new face authentication system with various
considerations pertaining to the scheme. In Section 5, various experimental scenarios and results are presented. Section 6
addresses the security problems of our scheme, which also apply to Kang and colleagues. Section 7 discusses other issues,
and Section 8 provides conclusions.

2. Security problems in biometrics
2.1. Biometrics for user authentication

Three methods are used for authenticating an entity in a general system: something you know, something you have, and
something you are.

e Something you know is information possessed, such as passwords or personal identification numbers (PINs).

o Something you have includes physical items you possess, such as smart cards and universal serial bus (USB) devices.

e Something you are is bio-information, such as the face, fingerprints, the iris, and the voice. By definition, biometrics refers
to methods of verifying the identity of individuals based on physical or behavioral traits, including bio-information, as
well as the study of this field.

Bio-information is a strong method when it comes to authentication. For example, passwords (something you know) or
hardware tokens (something you have) is easily guessed or stolen, but bio-information (something you are) is not. The prob-
ability of finding two persons with identical bio-information is very low. Therefore, it is widely held that bio-information can
secure a system against forged authentication, and many organizations that require high security levels have adopted bio-
information in their systems. Biometrics has been used in financial services, such as Internet banking and automatic teller ma-
chines. Many companies that require a high level of access control have employed biometrics for basic authentication means.

Unlike information utilized in the first two methods, bio-information is very difficult to change. When it comes to security
issues, bio-information must not be revealed. If a template (that is, the bio-information stored in the system) is revealed,
then it must be removed from the system and replaced with a new template in order to prevent threats to other systems
or databases. In addition, bio-information can be physically spoofed [35,5,48].

Biometric data that can be removed from stored templates and placed into new templates are referred to as cancelable
biometrics [7,45]. However, this cancel-and-change procedure is difficult to achieve with some biometrics because people
cannot offer the same bio-information to the system for every authentication attempt. This uncertainty makes the applica-
tion of cryptographic one-way functions difficult due to an avalanche effect [56,16].

2.2. Face authentication

In particular, face authentication (the biometrics discussed in this paper) has a slightly different characteristic from other
biometrics. Face authentication normally does not require special equipment, such as a fingerprint scanner, a microphone, or
an infrared camera. The face provides a natural and initial means of distinguishing people, and thus people do not feel a
sense of incongruity about face authentication. Despite those strong points, face authentication has several weak points. Face
authentication suffers from relatively low accuracy compared to other systems. Moreover, people do not generally hide their
faces, and thus an attacker can easily obtain the face images (s)he wants. Due to these weaknesses, face authentication is
often utilized as a supplementary means of authentication.

2.2.1. Linear face recognition and face authentication

When comparing two face images, it cannot be expected that all position will indicate the same features. In linear pro-
jection face recognition, in order to allow a certain position to indicate the same feature, a face image is projected to a feature
space. This procedure is referred to as “feature extraction.” Our scheme utilizes the advantages gained from feature
extraction.

Let X = {X1,X,...,Xn} be a set of N training face images. Each face image x; € R" can be represented by the feature vector
y; € R™.

yi = Ux; (1)

where U € R™" is the projection matrix for transforming an n-dimensional image space to an m-dimensional feature space.

Based on the methods for generating a projection matrix U, several methodologies are available for face recognition
schemes. For example, principal component analysis (PCA) schemes [3,54] extract a common feature from the complete
raw data, and as such can be used to eliminate unessential information from face data. Linear discriminant analysis (LDA,
also known as Fisher’s linear discriminant) schemes [4,8,29,34,60] maximize the distance between classes and minimize
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the distance between images of the same class. LDA-based schemes show high accuracy and can effectively determine which
template is closest to a test image. However, many LDA-based schemes suffer from a small sample size, which occurs when
the number of samples is smaller than the number of dimensions of the samples.

For a given test face image X, using the same projection matrix U, we can also extract a feature vector y such thaty = Ux.
We can then choose the corresponding face image X; € X if and only if 4(y;,y), the distance betweeny; and y, is the closest to
zero among all possible distances 4(y;,y), 4(y,¥), ..., 4(Yy,¥) and is smaller than a certain threshold 0. Many methods are
used for measuring the distance between two vectors. In particular, Euclidean distance and Manhattan distance (also known
as city block distance) have been widely used for measuring distance in face recognition studies. The Euclidean distance and
the Manhattan distance are known as special cases of the Minkowski distance. The Minkowski distance between two given
vectors q and r (¢ R™) is defined as

m 1/p
As(@,T) = (Z | Qg — r<a>”> 2)
a=1

where q, and r(, denote the ath element of vectors q and r. Minkowski distance is Manhattan distance if p = 1 and Euclid-
ean distance if p = 2. It is well known that the distance-measuring method affects recognition performance [42,11].

Other approaches for face recognition, such as non-linear PCA, self-organizing map (SOM), and neural network (NN), can
be found in the literature [1,59,14].

A face authentication system is slightly different from a face recognition system. Both systems commonly require feature
extraction and distance measurement. However, a face recognition system is a one-to-many system, whereas a face authen-
tication system is a one-to-one system. A face recognition system searches its template database for the given face, and a face
authentication system verifies whether the given face belongs to the given account. Therefore, with the face authentication
system, a user must input his or her identifier with his or her face information.

2.2.2. Face recovery attack on a linear projection face authentication system

In a face authentication system, the feature vectors y; of training set X are precomputed and stored in a database. After the
pre-computation phase, X is deleted from the system. However, if U and y; are revealed to an attacker, (s)he can obtain the
corresponding face image.

, _1
X; = (U'U) U'y, ~U%, 3)

It should be noted that UT is used for converting U into a square matrix that has an inverse matrix. Of course, since U'U does
not hold for all image data, the recovered face image X is not the same as the original image. If the inverse matrix does not
exist, the pseudo-inverse matrix U* [36,41] must be used.

In linear projection face authentication systems, unfortunately, U and y; are stored without any conversion. Thus, in linear
projection systems, it is necessary to store the projection matrix and feature vectors in the database only after they are se-
curely encoded.

For face authentication, of course, there are other approaches in which the face recovery attack is not directly applicable.
Local binary pattern (LBP) [40], for example, extracts feature vectors from face images without the projection matrix. It is
well known that LBP is robust against monotonic gray scale transformations, such as illumination, and thus it is widely used
for various biometrics, such as fingerprints and the iris [38]. The Gabor filter, which is a linear filter used for edge detection,
can also be used for face recognition/authentication.

2.3. Related works

It is noteworthy that binary representation of bio-information is preferred, because many cryptographic functions can
easily handle binary representation. By encrypting random bit strings using binary representation, it is possible to realize
a secure biometrics system. Nevertheless, it is still difficult to apply cryptographic functions if the number of error bits in
the binary representation is larger than a certain threshold. Therefore, in order to construct secure biometrics using binary
representation, a high level of accuracy is indispensable.

The relatively low accuracy that originates from the uncertainty of facial features makes it difficult to extract robust bin-
ary keys from face images. Owing to this difficulty, many studies of secure face authentication schemes have employed user
tokens in their schemes.

Goh and Ngo and their colleagues [13,39] introduced a method for extracting binary keys from face images and user to-
kens. After extracting a feature vector from a user face, the system quantizes the vector using user tokens. The system then
extracts a binary string from the quantized feature vector and a threshold vector. For all elements of the quantized feature
vector, if an ith element is larger or equal to the ith element of the threshold vector, it outputs 1; otherwise, it outputs 0. The
authors assumed that users never lost, had stolen, shared, or duplicated their user tokens; under this assumption, their
scheme showed excellent performance. However, Kong and colleagues [25] performed experiments involving biohashing
and showed that biohashing performance was not as high without that assumption. In a receiver operating characteristic
(ROC) curve, the biohashing showed worse performance than the base feature extraction scheme. Nanni and Lumini [37]
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investigated some empirical tests on biohashing. They also suggested an improved biohashing scheme that consists of sev-
eral solutions [33] and were able to achieve good performance even with a ‘stolen user token’ scenario.

Kevenaar and colleagues [21] suggested a fuzzy commitment-based face authentication scheme. Lu and colleagues [31]
suggested a similar scheme. The fuzzy commitment proposed by Juels and Watternberg [19] corrects errors from newly in-
put bio-information. Basically, those schemes extract binary keys from face images, and to authenticate users, they compare
the binary keys to stored templates. However, binary keys in Lu and colleagues’ scheme is too short to use in practice (about
16-36 bits). Feng and colleagues [9,10] suggested a hybrid framework for archiving secure face template protection. In the
framework, the random projection, distribution preserving (DP) transform, and cryptographic hash functions are used. The
DP transform extracts binary strings from given vectors, as does the biometric discretization process in the original biohash-
ing scheme. The DP transform is carefully designed in order to maximize the distance between classes. Saini and Sinha [46]
proposed an optic-based biohashing scheme using joint power spectrum (JPS). Savvides and colleagues [47] proposed can-
celable biometric filters based on Kumar and colleagues’ correlated face recognition [26]. In the system, encrypted minimum
average correlation energy (MACE) filters are employed after training encrypted face images that can be obtained from users’
faces and PINs. Kim and Toh [23] proposed a method to enhance face biometric security. They randomized feature vectors
using optimized random vectors provided by the system, such that z= W -Ux. In a separate paper, they enhanced their
method by using a sparse random matrix [24]. They recently illustrated the performance of their method [22]. Sutcu and
colleagues [51] proposed a method of extracting keys from given feature vectors. The system generates sketches from given
face images and reconstructs templates using the sketches. From the reconstructed templates, the system extracts keys. Lee
and colleagues [28] suggested one-time biometric templates for face authentication. When a user provides his/her face with
two random matrices A; and b; for one-time usage, the system permutes and shifts the feature vector x such that
p; = Aix + b;. The system measures the distance between p; and the stored template g, which is computed in the same man-
ner; the distance is not affected by A; and b;. If the face authentication successfully finishes, the system updates template g
using the new A’ and b’ such that A;,; = A’A; and b,,; = A'b;,; + b'.

3. Kang et al. [20]

To achieve a secure face authentication system, many schemes attempt to hide the feature vectors, but not the projection
matrix [13,21,39,33,23,24,28,51,31]. Without the projection matrix, U, or the feature vector, y, an attacker might not recover
faces. However, the projection matrix contains critical information, and its size is larger than the feature vector. Note that if
the projection matrix is made with PCA, the value of the first element of a feature vector becomes dominant. By searching
only a thousand cases, an attacker is able to obtain many human-like face images.

Kang and colleages in 2005 suggested a two-factor face authentication scheme, in contrast with other schemes, that hides
the projection matrix [20]. By employing passwords that are decided by users, the face authentication system permutes a
projection matrix U and stores passwords with weight factors {y;,y,,...} as face templates without the user passwords
in the database. When a user inputs a password 7; and a face image x with his/her identifier i, the face authentication system
permutes X using ;. The system then projects the permuted face image into the permuted projection matrix such that

Y =UX = fer, (U)frz,(X) (4)

where fc -, () and f; -, () denote the permutation functions that permute a matrix or vector by column or row according to the
password 7;. Corresponding to the identifier i, the face authentication system then tries to match the feature vector y to the
templates that are stored in the database. The system needs to store several projection matrices {fc-ni(U)}ie[],,,c] instead of a
global projection matrix U, where c is the number of users. Also, when it is necessary to change the stored face templates,
this can be achieved by simply changing the password. Therefore, Kang’s scheme makes it difficult for an attacker who suc-
cessfully steals face templates to obtain original face images, and allows users to securely change their old face templates
even when their faces have been disclosed.

However, this scheme still suffers from several problems, which are discussed below.
3.1. Exploiting attack

In the scheme by Kang and colleagues [20], permuted face images hold mathematical distances similar to those of the
original face images. In such cases, if the user has a face with a distance distinguishable from other users, that user becomes
a good target. With a known face image, even an attacker with the corresponding password can check whether the corre-
sponding user is registered in the system.

As shown in Fig. 1, face images recovered via the method delineated by Eq. (3) hold similar mathematical distances if they
belong to the same class. The same problem arises for Kim and Toh [23] and Lee and colleagues [28].

3.2. Dictionary attack
In general, usage of simple passwords weakens the system against dictionary attacks. If an attacker obtains plain data and

the encrypted form of the data, (s)he can attempt to find the encryption key by performing encryption of the plain data with
all the possible keys in the prepared dictionary.
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Fig. 1. Distribution of distances of recovered face images (PCA, gray FERET 1013-1067th classes).

In the scheme by Kang and colleagues [20], by a single dictionary attack on a stolen template, an attacker can successfully
obtain the projection matrix U. After obtaining the projection matrix, the attacker can recover all face images in the database,
as delineated in Eq. (3). This means that the use of passwords is not desirable in their scheme.

4. New face authentication scheme

In this section, we describe a new face authentication scheme that has an efficient and secure cancellation feature, in that
the templates composed of permutation and feature vectors can be freely and efficiently changed, thereby resolving the
security problems seen in Kang and colleagues [20]. Our scheme is similar to linear face authentication systems, where fea-
ture vectors are expressed in Eq. (1). As shown in Section 2.2.2, discovery of the feature vectors y; and the projection matrix U
allows an attacker to rebuild faces. Thus, we hide that information by saving Sy and SUP ! instead of y and U, where P ¢ R™"
is a permutation matrix, and S € R™™ is an isolation matrix. The isolation matrix S prevents an attacker who succeeds in
breaking into an account from successfully attacking other accounts. In Section 4.2, we show that faces can be matched with
Sy and SUP~! instead of y and U.

4.1. System setup and user enrollment

Let U € R™" be a projection matrix that is obtained from training sets {X;};; q using conventional feature extraction
schemes such as eigenface [3,54] or Fisherface [4,29,32,34,60], where X; = {X(i1),X(i2), ... € R"} denotes a set of face images
of the ith user, and c is the number of classes. Also, let Y; = {y;1),¥;2); - - - € R™} be a set of feature vectors corresponding to
the training set X; such that y;; = UxX).

After obtaining U and {Yi};; o our new face authentication system generates random isolation matrices
{Si € R™™M},.y_q for all users. Every S must satisfy

m m

> Sauny =1, > San =1, Swp €{0,1} (5)

a=1 b=1

for 1 <a,b < m, where S denotes an element of S in the ath row and the bth column. Optionally, the system can use one
isolation matrix S for all users. The system can generate S as described in Algorithm 1.

The face authentication system then receives user passwords {7}, 4 from all users and randomly chooses salts
{Ki}ic.- The system computes the inverse permutation matrices {P; 1},.6[1.“5] using these passwords and salts, as described
in Algorithm 2. Algorithm 2 receives kd as an input, where kd is given to adjust the degree of influence of the user password
on face authentication. When kd is small, the influence of the user password on face authentication is small and vice versa.
This aspect is demonstrated in the results of our experiments. Please note that if kd = 0, the permutation matrices in our
scheme are the same as those for Kang and colleagues [20].

Unlike conventional systems, which store (Y;, U) as a face template for the ith user, a system that adopts our face authen-
tication scheme stores 7; = (x;, Wi, Q;), where k; is a salt, W; = S;Yi = {Si¥(i1),Si¥(i2), - - -}, and Q; = S,-UP,-". After storing all

templates, the system should delete all other information such as U, {S;, nhP,-,P,.’],X,-,Yi}ie[]__q.
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Normally, U is shared for all users, and hence the conventional system stores only one U. In our system, however, all the
different values of Q; must be stored. This requires much more storage space, but the problem of storage capacity is negli-

gible in most face authentication systems today.

Algorithm 1. Generating isolation matrix S

Require: r
1: seed_rand(r)

2:S—TeRrm™mm [* identity matrix */
3:
4:fora=1tomdo
5: ¢« int(rand(l, m))
6: forb=1tomdo
7: swap(S{a, b), S{c, b))
8: end for
9: end for
10:
11: return S

Algorithm 2. Generating permutation matrix P

Require: 7, K, kd, ...
1: seed_rand(m, K, ...)
(P—TeR™" [* identity matrix */

:fora=1tondo
P((a,a) — rand(l - kd,1 + kd)
: end for

:fora=1tondo

¢ — int(rand(l, n))
10: forb=1tondo
11: swap(Piapy, Piepy)
12: end for

13: end for

14:

15: return P

O oo U A WN

4.2. Face authentication

Now, a user whose account number is i inputs his/her face x € R" and password 7 with his/her ID into the face authen-
tication system. The system fetches the corresponding user template 7; = (x;, W;, Q;) from the database. Using 7 and ;, the
system generates the permutation matrix P € R™" according to Algorithm 2 and computes the permuted face Px € R™".
With the permuted face Px, the system computes t = Q; - Px € R™. The system measures the distances between t and one
element of Wi = {Si¥;1),Si¥i2), - - - € R"™}. If the distances are shorter than the threshold value, then the system grants the
user access to the system. Otherwise, the system denies access.

If the user correctly inputs X, 7, and the ID (i.e., i), then P; ' - P = I € R™", which is the n x n identity matrix. Thus, t should
be equal to S;Ux = S;y. The distance between t and one element of W;, 4(t,Siy ;) = 4(Siy,Si¥ ;) is equal to 4(y,y,;;) because

m 1/p m| m m p\ 1/p
Mos (SY: S¥ i) = (Z | (Si¥)ia — (SiY(ij))<u>p> = (Z Z(St)m byYo) — Z(Si)m‘b) (Y(u))@ )
a=1 a=1|b=1 b=1
m 1/p
- (Z Vi - <yij><Fa>P> = By 3.V 6)
a1
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where €, denotes an index in the ath row of $;S,,) = 1and S;;;, = 0 forj # €,. Note that €; # €, # --- # €nand €, € [1...m].
Thus, the result of the distance measurement in our system is the same as a conventional face authentication system.

A system that adopts our face authentication scheme is illustrated in Fig. 2. The system consists of five parts: acquisition,
account management, face permutation, a database, and a matching routine. Each routine can be placed in a physically
distant location.

o Acquisition: When a user wants to be authenticated in a system that adopts our scheme, (s)he offers his/her face image x,
password 7, and identifier ID to the acquisition routine. The acquisition routine consists of an optical device for obtaining
the user’s facial image and a key pad for the password. After receiving the facial image and password, the acquisition rou-
tine passes them to the face permutation routine. The ID is passed to the account management routine.

o Account management: The account management routine finds the user’s account number i using the user identifier ID,
which was handed over from the acquisition routine, and sends it to the database.

o Face permutation: When the face permutation routine receives the user’s facial image x, password 7, and salt x;, it gen-
erates a permutation matrix P and computes the permuted face image Px. After computing Px, the face image permuta-
tion routine sends it to the matching routine.

e Database: According to the user account number i, the database sends the salt k; to the face permutation routine and
sends the permuted projection matrix Q; = S;UP' and the permuted feature vectors W; = {Si¥i -j>}j to the matching
routine.

e Matching: Using the permuted face image Px and projection matrix Q; received from the face permutation routine and
the database, respectively, the matching routine computes the permuted feature vector t = Q, - Px. After computing
A(Wi, t), the distances between the feature vector t and all the stored feature vectors W; = {Siy; }j, the matching routine

returns 1 when the distances are lower than a certain threshold value. Otherwise, the matching routine returns O.

4.3. Cancellation of templates

The template used in our face authentication scheme is defined as 7; = (i;, Wi, Q;). Let Tioq = (Kiold, Wiod, Qi qa) D€ an old
template of a user i. When the user wishes to change his/her template due to security risks or requests, the system cancels
the old template and replaces it with a new one. To perform this operation, the system must know P; ,,4P;, nlew; it can then com-

pute S; ,,,UP; !

I,new*

Qi PioiPi = SiadUP; oy - PicioPi o, = SioaUP; (7)

1,new

To support this operation, the user simply offers the old password 7.4 and a new password 7., in sequence. The system
chooses a new salt K;ne,. From (7Toq, Kio) and (Moew, Kinew), the system can compute P; q and P; ...

However, an attacker who succeeds in breaching the database can still ascertain which template belongs to which user by
observing W, .4. To break the relationship between the old and the new templates, the system must also change the isolation
matrix S;,q by multiplying a new isolation matrix S; ,uq.

Face Permutation Matching
User Face Permuted Feature Vector . Distance Measurement Result
Face on Transformed Domain
» > > >
X Px t=Qi'PX A(Wi,t) 1/0
7} Y 7Y
User Q Permutation salt Projection Matrix on Feature Vectors on g
Password '8 Matrix Transformed Domain Transformed Domain E—
= > < . 8—
™ = P Ki Q; =S;UP; Wi ={S¥u,j)}il &
S 7 3 3
User ID User Account Number
ID 1

Account Management

Fig. 2. System illustration of a system that adopts our face authentication scheme; it consists of acquisition, account management, face permutation, a
database, and matching.
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Winew = {Siaga - Sicu¥(ij }; (8)
Qi = Sizgd - (Qio - PicPih,) = Siada - SiodUP;L, = Sine UP;! 9)

1,new 1,new I,new

The system then deletes 74 from the database and stores 7 eq = (Kinews Winews Qinew) @S @ New template. The new iso-
lation matrix S;.4¢ must also be deleted from the system.

4.4. Permutation matrix and isolation matrix

4.4.1. User password
An attacker who succeeds in invading the system might try to recover a certain user’s face. However, the spaces of y and U

are too large to decompose S;y and Q;(= S;UP; ') and to determine unique values of y and U. To decompose them, an attacker
must search m!/2 possible cases to find out S € R™™ on average, because each row and column of S has only one 1, and other

cells are all 0. For example, for m = 50, m!/2 ~ 1.52 x 105 > 22!, An exhaustive search for this space is not feasible. Without
y; and U, the attacker cannot recover a user face image x’' but rather can only obtain a permuted face image P;x’ as follows:

Px = (Q/Q) 'Q/Sy~Q;Ssy. (10)

A permutation matrix P; prevents an attacker who recovered a permuted face image P;x’ from obtaining the face image x'.
In general, several sources can be used in generating a permutation matrix P;, such as a USB token, smart card, or password.
Each source has its respective advantages and disadvantages. For example, the USB token provides high entropy to the per-
mutation matrix, but a user must carry the device. The password, which is “something you know,” offers a user convenience,
but the entropy of the password is not sufficiently high. That is, if a password is adopted in making the permutation matrix
P;, an attacker who has recovered a permuted face image P;x’ can additionally attempt a dictionary attack to remove P; from
P;x'. Therefore, for secure face authentication, the system should not use a password for generating permutation matrices. In
some systems, however, the use of a password, despite its low entropy, is unavoidable, and thus the password option should
be supported in our system as a possible input source.

Our scheme resembles the biohashing scheme [13,39] in that both schemes involve some amount of user-supplied infor-
mation. The user token in the biohashing scheme quantizes the projected face image (not the face image itself), whereas the
user password in our scheme permutes the face image. Since the quantization in biohashing uses a user token, face authen-
tication is directly affected by this, and the overall performance of biohashing thereby increases. In other words, the user
token compensates for the information loss during dimensional reduction. The user password in our scheme also affects
the face authentication, as it changes the distance between the feature vector and templates when different classes are
met, as shown in the experiment results in Section 5. However, the user password does not shorten the distance within
the same classes. Thus, the password in our scheme does not compensate for any information in face authentication.

4.4.2. Salt

The salt k; is a random bit string for user i that is used to prevent complicated dictionary attacks that use pre-computation
of dictionary words. Since a permutation matrix P is generated from user passwords, in order to prevent a pre-computed
dictionary attack, the salt is essential in our scheme. In addition, if a permutation matrix P does not have an inverse matrix,
it is necessary to replace the salt x with a different value.

4.4.3. Isolation matrix

When a system uses a password, an isolation matrix S; prevents an attacker who has succeeded in recovering a face image
X' from recovering face images of other users with only a single dictionary attack. The attacker can remove P~' from
Q; = S;UP ' if (s)he succeeds in the dictionary attack, but (s)he cannot obtain U without removing S; from S;U. Therefore,
to recover face images of other users, the attacker must independently perform multiple dictionary attacks. Similar to per-
mutation matrices, isolation matrices are easily generated from random bit strings, as shown in Algorithm 1.

We assume that each user has his/her own isolation matrix, but even a single shared isolation matrix guarantees suffi-
cient security of the projection matrix U and feature vectors {Y;};; . An exhaustive search for the single isolation matrix
is not feasible in polynomial time, as we discuss in Section 4.4.1. Therefore, the system can optionally use an isolation matrix
for all users.

The isolation matrices must be deleted from the system after user templates are set up. Note that a matrix that satisfies
Eq. (5) is orthogonal. Orthogonal matrices guarantee the equality of the Euclidean distance between two vectors. For exam-
ple, given an orthogonal matrix A (AAT = ATA =1, 4¢..(Aq, Ar) = 4..(q, ). However, some orthogonal matrices do not guar-
antee the equality of the Manhattan distance, and therefore the isolation matrices must satisfy Eq. (5).

Please note that isolation matrices do not affect the results of face authentication at all.
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Fig. 3. Samples of face images for the training and testing set.

4.5. Security enhancement

4.5.1. Usage of other secure information

To guarantee sufficient security, the system must ensure users employ high-entropy passwords, because user passwords
are weak against dictionary attacks. However, other external security information can be used for our scheme. As noted ear-
lier, smart cards and USB devices are known to be more secure than user passwords. These secure means can be used in
authentication procedures in place of bio-information due to their high security features. However, it must be noted that
they are only an indirect means against authentication forgery.

4.5.2. Dummy templates

By using linear projection methods in face authentication, it is difficult to process a number of classes due to the size of
the projection matrix and the capacity of classifiers. Moreover, with a small number of classes, an attacker can easily trace
the canceled templates with high probability. With many dummy templates, the attacker cannot easily determine the raw
projection matrix and has to expend more time and effort to trace the canceled templates. Since these dummy templates,
based on real faces, affect face authentication, the dummy templates need to be randomly generated, but should be out
of range of the real faces.

5. Experiments and discussions

In our experiments, we used 194 classes (1013-1206th classes) from the gray facial recognition technology (FERET) data-
base [43,44]. Each class has 11 different face images. Among the 11 face images, 10 random images were used for training,
and the remaining image was used for testing. Each image was manually cropped to the face only and resized to 40 x 40
pixels, as shown in Fig. 3. Except for cropping and resizing, no other pre-processing was applied.

We used PCA and LDA for the feature extraction scheme. The size of the projection matrix was 50 for PCA (i.e.,
Upca € R79%1600) Regularized discriminant analysis (R-LDA) [32] was used for representation of the numerous LDA exten-
sions, dealing with the small sample size problem, such as null space LDA (N-LDA) [8,30] and uncorrelated LDA (U-LDA)
[17]. R-LDA generates projection matrices that are automatically adjusted from 42 to 154 by the scheme itself, according
to the size of the training set (i.e., U ps € R#2¥1600  R154<1600) [ 3ddition, we used the Manhattan distance when distance
measurement 4(-,-) was required.

For the experiments, we used Mathwork MATLAB (ver. R2009a, R2012b) on a personal computer with an Intel Core2Duo
E6600 processor and 8 GB RAM running under Windows 7." Table 1 shows time consumption for major operations.

Hereafter, for simplicity of description, we use the terms S-PT (simple permutation transformation) for the scheme in
Kang and colleagues [20] and G-PT (general permutation transformation) for our new scheme. Using these terms, denota-
tions for the base face authentication methods were established. For example, S-PT LDA denotes the scheme in Kang and
colleagues based on LDA, and G-PT PCA refers to our new method based on PCA.

5.1. Face authentication
e Scenario 1

Users who were registered in the face authentication system attempt to pass the authentication process by offering their
IDs, passwords, and face images.

! The MATLAB source code is available at http://ex.isrl.kr/isrl-bio-gpt-code.zip.


http://ex.isrl.kr/isrl-bio-gpt-code.zip

10 J. Kang et al./ Information Sciences 269 (2014) 1-20
Table 1
Time consumption for major operations.
The number of classes 54 194
Generation projection matrix PCA: {Xi}ici1.q — Upca 157.2 £30.9 320.8 £45.1
LDA: {Xi}ici1..c — Uiba 1.5+03 294.8 £ 0.6
Generating isolation matrix S 0.144 +£0.292
Generating permutation matrix S-PT: (m,x) — P 433+3.0
G-PT: (m,K,kd) — P 190.1+£3.6
Generating permuted face S-PT: Px 43+1.7
G-PT: Px 51%26
Projecting (Feature extracting) t=Q Px 0.158 + 0.364
Transposing/Inversing matrix S-PT: P — P 11.8+0.2
G-PT: P - P! 366.0 +42.3
Measuring distance (Matching) A}Akws(v\k t) = Apan (W, 8) 0.128 £ 0.296
A%ﬂkws(w_’ t) = g (W, 1) 0.129 £ 0.265

(Milliseconds, Intel Core2Duo E6600, MATLAB R2012b.)
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Fig. 4. Comparison between PCA, S-PT PCA, and G-PT PCA (number of classes = 194, kd = 0.0001).

Experiment 1

We performed face authentication experiments using 54,74,...,194 classes. For each class, only one face image, randomly
selected from among 11 face images, was used for testing. We repeated each experiment 100 times for LDA/PCA, S-PT
LDA/PCA, and G-PT LDA/PCA. To measure the influence of the user password, we performed additional experiments for

G-PT LDA with different kd values.

Result 1

For a face image with its class identifier, face authentication checks whether the face indeed belongs to the corresponding
class. It seems that different classes are not considered in face authentication. However, the distance between classes
affects the determination of threshold values. These values change the false acceptance ratio (FAR), and thus they also

affect the equal error ratio (EER), but not the false rejection ratio (FRR).

Fig. 4 shows the authentication performance of S-PT/G-PT PCA (small kd). In Fig. 4(a), the x-axis denotes the discrete dis-
tances between the feature vector and stored templates, and the y-axis denotes the normalized distribution, which is the
probability of occurrences in each distance interval. S-PT and G-PT PCA (small kd) show worse authentication performance
than PCA; imposters are not distinguishable from genuine users. As shown in Fig. 4(a), the distance between feature vectors
of imposters and templates in S-PT/G-PT PCA becomes smaller. EER from PCA to S-PT PCA increases from 29.6% to 39.3%. For
certain thresholds, FAR becomes higher, as shown in Fig. 4(b). This situation means that more imposters can pass authen-
tication process, or more genuine users cannot pass the authentication, if S-PT or G-PT PCA (small kd) is used. This situation

is undesirable in a face authentication system.

We infer that these results are due to the characteristics of PCA. PCA extracts the common feature (i.e., eigenvectors) from
given training data, and thus the feature vectors of every class are closely located in a small vector space. Basically, our
scheme relocates feature vectors of imposters’ faces. This means that our scheme with a small kd relocates the feature vec-

tors in a smaller vector space than PCA.
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Fig. 6. Comparison between LDA, S-PT LDA, and G-PT LDA (number of classes = 194, kd = 0.0001).

Fig. 5 shows the performance of G-PT PCAs with different kd values. As kd increased, the average distance between feature
vectors of imposters and the templates grew. When kd = 1.0, EER approaches zero (0.002-0.003%) and an FRR of zero FAR is
23.9%. The unusual FRR is due to one case among 37,442,000 trials, except that FRR is reduced to 11.5%.

S-PT/G-PT LDA (small kd) shows better authentication performance than the original LDA. As shown in Fig. 6(a), the dis-
tance between feature vectors of imposters and the templates in S-PT/G-PT LDA became greater. This increase directly affects
the FAR, and it also reduces EER from 22.2% to 17.1%, as shown in Fig. 6(b). However, an EER of 17.1%, which is the limitation
of S-PT, is still not applicable in the real world.

Fig. 7 shows the performance of G-PT LDA’s with different kd values. As kd increased, the average distance between fea-
ture vectors of imposters and the templates grew. Specifically, when kd = 1.0, both FAR and EER become zero. This means
that no one can pass authentication without a correct password. This is very desirable in a secure authentication system.

Table 2 shows FRR of zero FAR and EER in detail.

e Scenario 2
Sometimes genuine users forget their passwords. In this case, they are referred to as “password imposters.”

e Experiment 2
For 194 classes, we performed experiments on G-PT PCA and G-PT LDA with different kd values. Instead of using correct
passwords for constructing templates, we input random passwords. We repeated each experiment 100 times.

e Result 2
Fig. 8 shows the distance distribution and FAR of password imposters. When different passwords were used, the face
authentication system computed t =Q; - Px = s,up;’ -Pjx for i #j. In general, | -P; is not equal to L. This is similar
to a situation where general imposters input wrong faces and passwords. Thus, we can expect Fig. 8 to resemble Figs. 5
and 7. However, the performance in this case is slightly lower than in Scenario 1.
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Table 2

FRR of Zero FAR and the EER of Scenario 1 (%).

Numbers of FRR of zero FAR EER
classes

54 74 94 114 134 154 174 194 54 74 94 114 134 154 174 194
PCA 974 977 977 97.7 973 973 973 973 30.0 29.8 29.7 29.7 29.6 29.7 29.6 29.6
S-PT PCA 953 956 956 956 956 951 951 951 393 393 39.2 393 393 393 39.2 39.3
G-PT PCA
kd =0.0001 956 956 957 955 957 956 951 952 393 394 38.7 39.5 39.5 394 393 393
kd = 0.2 954 952 952 951 952 950 952 951 377 37.9 38.1 383 38.1 38.1 38.0 38.0
kd =0.4 942 941 938 939 941 940 940 940 34.0 34.0 333 335 33.8 33.7 339 33.6
kd = 0.6 913 916 913 914 913 914 913 914 26.0 25.3 25.2 25.4 25.4 25.5 25.3 25.1
kd =0.8 80.5 80.0 818 80.5 811 825 81.1 812 129 12.7 12.7 12.7 129 13.0 12.7 12.6
kd =1.0 2.1 47 172 6.1 240 556 6.2 239 0.002 0.003 0.002 0.003 0.003 0.002 0.002 0.002
LDA 949 944 942 945 943 946 942 946 216 21.8 22.0 21.7 22.0 223 22.2 22.2
S-PT LDA 87.1 863 863 858 859 851 854 852 17.6 18.2 17.7 17.7 17.5 17.5 17.4 171
G-PT LDA
kd =0.0001 89.0 851 88.0 844 858 859 854 851 16.7 17.2 183 17.6 17.7 17.6 17.6 171
kd =0.2 840 847 838 832 846 844 821 816 16.2 15.7 16.4 16.3 15.9 16.1 15.4 15.1
kd =04 806 796 817 793 755 732 717 708 143 14.0 13.8 12.4 11.9 10.9 10.8 10.2
kd = 0.6 69.6 745 695 642 594 529 528 47.7 9.9 10.1 8.4 8.4 6.8 6.0 5.6 52
kd =0.8 50.7 494 307 274 212 198 16.7 127 4.8 4.0 3.0 2.7 2.4 22 1.8 1.6
kd=1.0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

With kd = 1, G-PT PCA has an EER near zero (0.005%), and G-PT LDA can reduce EER to zero. This means no one can pass
the face authentication system without a correct password under G-PT LDA with kd > 1. Table 3 shows FRR of zero FAR
and EER in detail.

Scenario 3

An attacker who obtained users’ passwords attempts to receive authentication similar to other users using his/her face
and other users’ passwords. The attacker is referred to as a “face imposter.”

Experiment 3

For 194 classes, we performed experiments on G-PT PCA and G-PT LDA with different kd values. Instead of correct faces,
we input different users’ faces, which were randomly selected. We repeated each experiment 100 times.

Result 3

Fig. 9 shows the distance distribution and the FAR of face imposters. Even with a different kd, the distance distribution and
FAR of a face imposter are not different. When correct passwords were input, the face authentication system computed
t = Q, - Pix = S;Ux. Since there is no influence by S; upon the measured distance, the distance distribution and FARs of face
imposters will be similar to those of imposters in the original PCA and LDA. In addition, there is no influence by kd. Table 4
shows FRR of zero FAR and EER in detail.
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Fig. 8. Comparison between genuine users and password imposters (number of classes = 194).

FRR of Zero FAR and the EER of Scenario 2 (password imposters) (%).

FRR EER
PCA (Scenario 1) 97.3 29.6
S-PT PCA 97.3 51.0
G-PT PCA
kd = 0.0001 97.4 51.0
kd = 0.2 97.0 49.8
kd = 0.4 96.6 441
kd = 0.6 94.5 303
kd = 0.8 88.9 124
kd =1.0 0.7 0.005
LDA (Scenario 1) 94.6 222
S-PT LDA 914 21.7
G-PT LDA
kd = 0.0001 914 21.7
kd = 0.2 90.4 19.3
kd = 0.4 86.7 138
kd = 0.6 77.6 7.5
kd = 0.8 42.7 2.7
kd=1.0 0 0

("= higher than base feature extraction scheme).

Fig. 10 shows ROC curves that summarize characteristics of our scheme. When coupled with PCA, our scheme outper-
forms PCA only when kd > 0.6. With LDA, our scheme always shows better (or, at least, similar) performance compared
to LDA.
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Fig. 9. Comparison between genuine users and face imposters (number of classes = 194).
Table 4
FRR of Zero FAR and the EER of Scenario 3 (face imposters) (%).
FRR EER
PCA (Scenario 1) 97.3 29.6
S-PT PCA 97.3 29.5
G-PT PCA
kd = 0.0001 97.7 29.7
kd = 0.2 97.7 29.7
kd =0.4 97.7 29.5
kd = 0.6 97.3 295
kd = 0.8 97.4 29.2
kd =1.0 97.7 29.7
LDA (Scenario 1) 94.6 222
S-PT LDA 93.9 22.2
G-PT LDA
kd = 0.0001 95.8 22.3
kd =0.2 95.8 22.3
kd =0.4 96.4 222
kd = 0.6 95.2 223
kd =0.8 95.7 22.6
kd =1.0 95.8 223

5.2. Face recovery

e Scenario 4
An attacker who succeeds in invading the face authentication system wishes to know who has registered in the system.
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Fig. 10. Receiver operating characteristic curves (number of classes = 194).

e Experiment 4
Utilizing Egs. (3) and (10), we recovered the original face images from the stored templates in PCA/LDA, S-PT PCA/LDA,
and G-PT PCA/LDA. To construct the projection matrices, we used 194 classes, where each class has 10 training images.
e Result 4
As shown in Fig. 11, if an attacker obtains the global projection matrix U and templates y; from an unprotected system,
(s)he can recover the face images x;. However, the attacker cannot extract any face images from the templates (f, -, (U), Y;)
(S-PT) or (xi, Wi, Q;) (G-PT) stored in a system that is protected by our scheme.

In S-PT PCA/LDA, the histogram remains similar in the recovered images despite the fact the recovered face image is
scrambled. Even in this case, the histogram does not have sufficient information to recognize these images in a way people
could recognize them. However, if the attacker assumes that these images are human faces, (s)he can attempt an exploiting
attack against them. On the other hand, G-PT PCA/LDA erases the histogram information from the user templates, and thus
the attacker cannot succeed in an exploiting attack in G-PT PCA/LDA.

5.3. Face and password dependencies

From the experiments, we observed that a larger kd increased the performance of G-PT PCA and G-PT LDA in the face
authentication system. Paradoxically, this means that user passwords strongly affect the performance of G-PT LDA with lar-
ger kd.

Since both the S-PT and G-PT methods use two factors during the authentication procedure, false acceptances can occur in
three cases: when only the password is wrong, when only the face is wrong, and when both the password and the face are
wrong. FARs in the first and second cases indicate face and password dependencies, respectively.

Fig. 12 shows the ratios for ‘FAR of password imposters’ to ‘FAR of face imposters’ for different thresholds. If the ratio is
close to 1, then both faces and passwords affect the performance to a similar extent. Please, note that the ratio does not mean
how much effect passwords or faces have. As shown in Fig. 12, when the threshold is increased, the ratio becomes close to 1
in both PCA and LDA. In PCA, our scheme with small kd’s (<0.4) is more dependent on faces. In LDA, by contrast, out scheme
is always more dependent on passwords.
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Since the threshold is often determined near EER or FRR of zero FAR, we must select an appropriate kd for the face authen-
tication system. Therefore, to increase the threshold for a larger kd, better classifiers than LDA are required.

6. Security analysis
6.1. Dictionary attack

In a system that adopts our scheme, an attacker who has stolen a stored template can attempt to recover the correspond-
ing user’s face by finding the correct user password through a dictionary attack. The attacker can obtain the permuted face
image Px’' from the stolen template 7; = (i;;, W;, Q;) such that PX' = Q;Siy ;.

Moreover, from a guessed password 7’ (and the known salt «;), the attacker can compute P’ and its inverse matrix. If
X' = (P’)_lPx’ represents a face, the guessed password has a high probability of being correct. In order to confirm if x” is
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a face, the attacker requires a face detection algorithm. Note that in the dictionary attack, salts prevent the attacker from
preparing all possible permutation matrices.

Nevertheless, unlike the scheme in Kang and colleagues [20], this does not mean that system security is completely
dependent on the minimum entropy of user passwords. Because of the isolation matrices {S;},;; . the attacker cannot ob-
tain the projection matrix U and the feature vectors {Y;},; o from the stolen templates. To remove S; € R™" from S;U and
S;Y;, the attacker needs to search m!/2 cases on average. The only way to recover user face images is to try many independent
dictionary attacks, as above. Until the attacker performs an actual dictionary attack, (s)he will not know if the user password
is easy to break.

Our scheme enhances security against a dictionary attack by using salts and isolation matrices.

6.2. Exploiting attack

The scheme in Kang and colleages [20] is weak against an exploiting attack that determines who is registered in the face
authentication system. However, the permutation matrices {P;},; o in the G-PT method prevent an exploiting attack with
the cost of affecting the performance of the face authentication. Since the permutation matrices render the distances of the
feature vectors unpredictable, the G-PT method already holds an anti-exploiting feature, referred to as “generalization.”

Another anti-exploiting method known as “normalization” can be employed. Normalization is employed to make the dis-
tances of all the face images identical. Despite its simplicity, normalization negatively affects the results of face authentica-
tion. Note that differences between all the face images (i.e., skin color) are used mainly to recognize face images. In other
words, accuracy decreases, and a particular group of people will suffer from lower accuracy instead of a lower security threat.
However, with development of a suitable method to recognize a face using the shape without color, normalization could be
considered for adoption in a secure face authentication system.

7. Other issues
7.1. Adaptation to other face authentication systems

Our scheme works with linear projection systems - it uses a common linear projection matrix and feature vectors. Given
feature vectors and a projection matrix, an attacker can successfully recover face images, as shown in Eq. (3). Thus, if a face
authentication system does not hold feature vectors, as with support vector machines (SVMs) and neural networks, the sys-
tem can avoid face recovery attacks. Naturally, reconstruction of face images in these systems is more difficult than in linear
projection systems. The attacker, however, might still obtain sufficient information from the stored data to impersonate
users. For similar reasons, many researchers have studied cancelable fingerprints, even though it is difficult to recover an
owner’s fingerprints from the minutia [49,50,55,58]. Therefore, even with unidirectionality of classifiers, face authentication
systems require some method for protecting the information used in classification.

Some face authentication systems that do not employ feature vectors could be incorporated into our technique. For exam-
ple, our scheme can work with SVMs [57]. SVMs are a set of supervised learning methods used for {—1,+1} classifiers. In
SVMs, due to the lack of feature vectors, it seems too difficult to recover training data. An SVM finds a hyperplane
w - X — b = 0 that classifies the training data and defines a decision function f(x) = >_ a;y;(X;,X) + b. By transforming the vec-
tor w's, and inputting a permuted face Px instead of a face X, we can establish a secure face authentication system based on
SVMs. For non-linear SVMs, however, the structure of the kernel (x;,x) should be carefully considered. Non-linear SVMs use a
“kernel trick,” which is a justification for mapping a data set to a transformed feature space. Further studies should be per-
formed on various systems, such as neural networks or hidden Markove models, to which our scheme cannot be directly
applied.

On the other hand, hybrid schemes that combine our scheme and one or more existing techniques, such as biohashing, are
also possible. In the matching routine (see Fig. 2), our scheme generates transformed feature vectors as intermediate values.
By applying biohashing to the feature vectors, our scheme can simply be coupled with those techniques. However, for the
hybrid schemes, you must carefully consider the influence of passwords (or user tokens).

7.2. Feature extraction and personal re-enrollment

Personal re-enrollment is a desirable property for face authentication systems. Human faces can change for various rea-
sons, such as age, accidents, and surgical operations. In these cases, a user has to enroll his or her face again without changing
other users’ templates in the face authentication system. If our scheme uses the conventional classifiers, such as LDA, as the
base feature extraction scheme, then it is difficult to support personal re-enrollment because the classifiers require sample
data from all classes as the training data. Therefore, to support personal re-enrollment in our scheme, we need feature
extraction that does not require sample data from all classes and reduces dimensions of input though the linear projection.

Random projection (RP) [6] is suited to these requirements. RP is already used for the schemes by Teoh and colleagues
[52] and Feng and colleagues [9]. According to Johnson-Lindenstrauss’s lemma [18], if points are projected onto a random
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subspace of high dimension, the distances between the points are preserved. Goel and colleagues [12] investigated face
recognition based on RP. In their paper, RP is slightly better than PCA for high dimensions (>80).
We leave this improved system based on RP for future research.

7.3. Comparison between existing schemes

As shown in Table 5, it is clear that user-supplied information, such as a password and a USB token, compensates for
information loss from feature extraction. The existing schemes in Table 5 require user-supplied information or have the kind
of helper data that helps authentication, and thus increases accuracy. Among helper data-based schemes, Kevenaar and col-
leagues’ scheme [21], Kim and Toh’s scheme [23], Feng and colleagues’ scheme [9], and Li and colleagues’ scheme [31] fail to
archive zero EER. Basically, in Sutch and colleagues’s scheme [51], the authors assume that the database stores the sketch
that helps template reconstruction and key extraction, but they mention multi-factor authentication because of worries
about low entropy of an extracted key and compromised sketch (i.e., helper data).

The biohashing-based schemes of zero EER (i.e., Ngo and colleagues [39] and Teoh and colleagues [53]) are coupled with
the wavelet or Fourier transform. Except for them, only Lee and colleagues’ scheme [28] and our scheme, which have per-
mutation transformation as the core operation, achieve zero EER.

According to Kong and colleagues [25], the original biohashing scheme [13,39] delivered worse performance than the
base feature extraction scheme without users’ valid tokens. Teoh and colleagues’ scheme [53] (improved biohashing) has
the same problem as shown in Table 5. This implies that user tokens in the original and improved biohashing schemes have
an overly strong impact on system performance, and thus an attacker who has valid tokens obtains more opportunities to
pass authentication. Our scheme guarantees performance similar to the base feature extraction scheme, even when impo-
sters had valid passwords.

7.4. Security and convenience: user supplied information and helper data

It is clear that user-supplied information inconveniences users. Face authentication systems increase convenience by
storing user-supplied information in a database, but this can create a security problem from intruders. In the biohashing
schemes, for example, an intruder who obtains a user token with a biohash string (user template) can successfully recon-
struct features, according to Jain and collagues [16] and Kummel and Vielhauer [27]. Therefore, user-supplied information
provides a simple way to guarantee a sufficient level of security by demanding that users themselves secure the user-sup-
plied information.

The helper data-based schemes, such as those in Kevennar and colleagues [21] and Lu and colleagues [31], seem to be free
from this problem, but they suffer from other possible problems. The first is low entropy of biometric keys. For example, the

Table 5
Summarized experimental results of existing schemes for secure face authentication.
Author(s) Applied schemes Genuine Stolen face Stolen key Dataset (classes/poses) User input
FRR EER FRR EER FRR EER
Goh and Ngo [13] PCA, BH 1.6 0.37 - - - - Face94 (153/20) I
Ngo et al. [39] LDA, BH 0.06 0.03 - - - - FERET (200/5) I
WT, BH 0 0 - - - - FERET (200/5) I
Kevenaar et al. [21] Gabor kernel, ECC 35 1.5 - - N/A N/A FERET (237/4.9)
35 0.3 - - N/A N/A Caltech (24/14.4)
Kang et al. [20] PCA, S-PT 95.1 393 97.3 51.0 97.3 29.5 FERET (194/11) I
LDA, S-PT 85.2 171 914 21.7 93.9 222 FERET (194/11) v
Lumini and Nanni [33] DCT, improved BH 0 0 - - <40 <4 ORL (40/10) v
Teoh et al. [52] LDA, RMQ (BH) 0.4 ~ >2 - >25 - FERET (400/6) I
Teoh et al. [53] FT, improved BH 0 0 0 0 ~90 15.9 FERET (400/6) I
PCA, improved BH - 22 - 2.1 >90 26.8 FERET (400/6) I
Sutcu et al. [51] SVD, Sketch ~0 ~ - - - - Face94 (152/20) (¥ )
Kim and Toh [23] mRP, Weighting - 18.5 - - N/A N/A AR (102/26)
Lee et al. [28] LDA/PCA, PT 0 - - - - Self (55/20) v
Feng et al. [9] RP, DP transform - 6.8 - - N/A N/A CMU PIE (68/105)
- 8.6 - - N/A N/A FERET (250/4)
Lu et al. [31] PCA, BCH (ECC) 79.4 - - - N/A N/A CMU PIE (68/21)
Saini and Sinha [46] FT, JPS, BH 9 4.5 - - - - Self, ORL, IFD I
Our scheme PCA, G-PT 239 0.002 0.7 0.005 97.3 29.2 FERET (194/11) I
LDA, G-PT 0 0 0 0 95.2 222 FERET (194/11) v

(FRR = 0-FAR,

= higher than base feature extraction scheme)
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biometrics key in Lu and colleagues’ scheme [31] are about 16-36 bits. In practice, brute force attack works effectively at this
complexity. However, because of the uncertainty in face images, it is difficult to make biometric keys sufficiently long. The
second problem is that helper data may reveal too much information. Ignatenko and Willems [15] investigate information
leakage in fuzzy commitment-based schemes. They mention that Kevenaar and colleagues’ scheme [21] does not satisfy the
criteria for secure conditions of fuzzy commitment. Al-Assam and Jassim [2] show biometric keys are not sufficiently secure
for face applications. In that sense, Sutch and colleagues’ consideration of multi-factor authentication is reasonable [51].

In a conservative view of security, helper data has less value than user-supplied information. Indeed, helper data has to be
carefully designed [16].

7.5. Applications for two-factor face authentication

Basically, our face authentication scheme is applicable in all areas that require high-level access control. In those areas,
single-factor authentication is more unusual. Fingerprints, voiceprints, or the iris can be used at the same time as ID cards
and passwords. In that sense, our scheme can easily be applied to automatic teller machines equipped with a security cam-
era. Face authentication requires unmasked faces (e.g., no sunglasses), and thus automatic teller machines can prevent illegal
withdrawals by thieves or robbers if our scheme is applied.

Unlike personal computers, most smartphones have small and cheap cameras as basic equipment. In practice, the latest
Android operating system supports smartphone unlocking using face authentication. Therefore, there is no obstruction to
performing our face authentication scheme with smartphones. Today, many banks aggressively offer mobile banking ser-
vices using smartphones. To transfer money using mobile banking, users input various types of secrets such as login pass-
word, transfer password, one-time password number, and secret card number. We expect that by applying our face
authentication scheme to mobile banking, banks can enhance security.

8. Conclusion

For secure face authentication, we introduced a two-factor face authentication scheme. Unlike the scheme in Kang and
colleagues [20], which involves specially designed permutation matrices generated from user passwords, our scheme can
be employed with general invertible matrices as permutation matrices. With additional secure factors (i.e. secure matrices
and general permutation matrices), our scheme guarantees a safer environment than that of Kang and colleagues [20]. Per-
mutation transformation does not require rebuilding the entire database when canceling information. Furthermore, for a
higher security level, the system can be enhanced with hardware tokens and dummy templates.

The usage of external secure information (i.e., user-supplied information) can be permitted due to the technical difficul-
ties of secure face authentication. However, as confirmed in our experiment results, external information considerably af-
fects the overall face authentication ratio. For face authentication with high security, the effectiveness of external
information is sufficient. Therefore, our scheme is more suitable for secure face authentication systems than for face recog-
nition systems. In order to achieve a secure face authentication system with better performance, research should be con-
ducted on good face classifiers that can overcome the limitations related to face feature extraction and the number of
sample classes.

It is clear that our scheme works well with any linear projection scheme; its performance is on par with PCA and LDA, and
we expect that our scheme can be applied to many non-feature systems. In addition, a hybrid scheme coupled with
biohashing and the re-enrollment-enabled scheme based on RP are worth consideration. However, according to the
structures, our scheme may not be applicable, or other additional methods may be required. We leave these issues to future
studies.
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