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Client [C, =]

S=50d 10-0913783

Server [§,<C,v= g*modp>]

u=h, (7, C)
bE pZ,

m = ¢"modp

3
a= Hb+u+cmodp

k= h](a&maﬂva)

kZ': hZ(C,S,m,;L,az)
abort if ky = ky'
sk, = hsy (C.8,m, )

N
ym

e

abort if m=1
Y= RZZ

A= 1"modp
CEHZ2

1= (mrg®)? modp

kl/:hl(c‘;S’mvﬂaﬁ)
abort if k, =k,
k-z :hg((f,&m’#-ﬂ)

sk, = hy(C.8m, 1. 3)
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S=50d 10-0913783

EEH2
Client [C, 7] Server [S,<C.v= g"modp>1]
u=hy(m,C)
beE g2,
m = ¢°modp
Cm
abort if m=1
yERZZ
6 =1"modp
c=h,(m)
p = (mrg®) modp
i
-
C:h4(m)
aiub+u+cmodp
k= h1(0>57m-,/h06)
k,
k1'=h1(C,S,m,u7ﬁ)
abort if & = &’
kg :hg(aﬁm,u,,@)
ky
-
k) = hy(C.8m, psc)
abort if ky = ky'
sk = hy(C.8m, 1) sk, = hy(C8,m, 1, 8)
EH3

ZHoldE

kil

A A 1

exp (¢°) — AH&A ¢

1 exp (¢°) — A& 73

1 exp (B) — ALEA #3

AAZE ALk

D N =

inv (u/(b+u+e))
exp (a)

hash (hy,hy)
hash (hy,hy)

1 exp ()
2 hash (hy,hy)

1 hash (hy)
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