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ABSTRACT

Unlinkahility and traceability are basic security requirements of a group signature scheme. In this paper, we analyze two
recent group signature schemes, Lee et al.’s scheme and Zhu et al.’s scheme. We show that Lee et al’s scheme does not work
correctly. Further, it fails to meet unlinkability, that is, anyone who intercepts or receives group signatures are able to check
if they are from the same signer. We also show that Zhu et al.’s scheme is unable to satisfy traceability, that is, a malicious
group member can generate valid group signatures that cannot be opened. Moreover, once becoming group member, the
malicious group member will never be revoked from group. Besides, Zhu et al.’s scheme fails to satisfy forward security, a
requirement claimed by authors.
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[. Introduction natures was introduced by Chaum and van
Heyst [4], in which unforgeability, anonym-
Group signature schemes allow a group ity and traceahility were noted as basic se—
member to sign messages anonymously on curity  requirements  for  group  signature
behalf of the group. Moreover, in case of schemes. Later, more security requirements
disputes, group authority can reveal a sign— such as unlinkability, coalition  resistance,
er's identity. The concept of group sig— exculpability, and framing have been
introduced.

Informally, a secure group signature sch-
Aed: 20109 49 264, 4 20108 7€ 199,
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eme must satisfy the following properties:

5414}, dengke.he@inha.edu a group member in signing phase
1A A A} khlee@suwon.ac.kr



4 A A T aFAE7IE FEEA

must be accepted in verification
phase.

(2)  Unforgeability: Only group members
can sign messages on behalf of the
group.

(3) Anonymity: Given a valid signature of
a message, it is computationally hard
for everyone but group authority to
identify the actual signer.

(4)  Unlinkability: Unless to open signa—
tures, it is computationally hard for
everyone but group authority to de-
cide whether two different valid sig-
natures were generated by the same
group member or not.

(5) Exculpability: Neither a coalition of
group members nor group authority
can generate a valid signature that
will be opened in the identification
phase as  generated from  another
group member.

(6) Traceability: Group authority can al-
ways open a valid signature using the
identification procedure and identify

the actual signer.

Following the work [4] several group sig-
nature schemes have been proposed and an-
alyzed [1, 2, 3, 7. Lee and Chang proposed
an efficlent group signature scheme based
on the discrete logarithm [6].
their scheme does not satisfy unlikability

However,

requirement due to some deterministic in—
formation involved in signatures. Tseng and
Jan [9] tried to improve Lee-Chang scheme
[6], but this improvement was shown to be
still  linkable by Sun [8]. Though security
flaws exist, Lee-Chang scheme has merits
in viewpoint of efficiency, such as efficiency
in computation, in communication and in
storage. Recently, Lee, Chang and Hwang
[6] (LCH scheme) suggested an efficient
group  signature scheme based on Lee-
Chang scheme which was claimed to over—

come all the earlier drawbacks. Another ef-
ficient group signature scheme, using an
online third party called the SEM (Security
Mediator), have been proposed by Zhu, Cui
and Zhou [10, 111 (ZCZ scheme). The au-
thors of [10, 11] claimed that their scheme
realizes the full features of unforgeability,
unlinkablility, anonymity,
ocability, and forward security. Revocability

traceability, = rev-

indicates that group authority has the pow—
er to revoke group member. Forward se-
curity enables group member's signing key
to be evolved in order to minimize the con-
sequence of key leak-out.

In this paper, we analyze LCH scheme
[5] to prove that this is not a correct group
signature scheme. We also launch attacks
on the schemes [5, 10, 11] to show that the
schemes are not really secure group Sig—
nature schemes. More precisely, we show
that LCH scheme does not provide the un-
linkablility — because one can easily derive
user  specific  information from  signatures.
Next, in ZCZ scheme [10, 11], we show that
a group member can generate signatures
without help of SEM so that group author-
ities cannot trace the signer, as well as de-
lete the signer from group. As a result, ZCZ
scheme does not satisfy traceability, revo—
cability, and forward security.

II. Analysis of LCH scheme
2.1. Review of LCH scheme
Initiation phase.

Let p and ¢ be two large primes such that plg—1.
Let g be a generator with order ¢ in GF(p). Every
group member U, chooses the secret key ; and
computes the public key y;, =¢" 'modp. Let 7 be the
group authority which has the secret key 27 and the

public key y,=g""modp. T chooses a random num-
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ber k, where gd(k,)=1 and computes
r; =g "y'modp and s; = k; —r,x ,modq for each group
member. Then 7 sends (r;,s;) to the group member
U, secretly. After receiving (7;s;), U; can verify the
information by checking congruence relation

g yyr; = (g™y;)" modp.
Signing phase.

(1) Choose two random numbers w and z satisfy-
ing god(w,z)=1, so there must be exactly
two integers e and d satisfying ew+dz=1.
(2) Choose one random number a and a constant
C.
(3) Compute {R,,R,.S,.5,, A, B} as
R =a-c-e-w-r,modp
R,=a-c-d-z-r;modp

Sy =a-c-e-w-s;modq
Sy=a-c-d-z-s;modq
A=r{*modp
B=y acmodp

(4) Compute ay,ay,q, as
a = gs‘yl;lmodp
a, = gS'“’y{;zmodp
a; = oy * aymodp

(5) Choose a random number t€Z, and compute
R=d/modp. Then solves the congruence re-
lation h(m)= Rr,+tSmodq for the parameter
S.

The information {h(m),R .S R, R,,S,,S,,4,B} is the

group signature.

Verification phase.

(1) Compute o, q,0a, as

S, R,
o, =g 'y,ymodp

= g‘g’yl;’mod P
o =y - aymodp
(2) Compute DH, = a,Amodp.
(3) Verify the congruence relation as follows.

Oé?(m) — RSD[{lRmodp

Identification phases are not listed here
because our analyses are not related to this
phase. Interested readers may refer to the
original paper [5] for details.

2.2. Incorrectness of LCH scheme

A group signature scheme should satisfy

correctness.  That is, signatures  produced

by a group member in signing phase must
be accepted in verification phase.

Suppose that a group member whose pub-—
lic key is y; generated a group signature
{n(m),R SR R, S, S, A B. As authors said, in order
for the signature to pass the verification test, the

following equation is necessary:
g
a, =g y,ymodp
=g " modp

__ acews ,gx Jacewr;

modp

_ acew(k;—raq) xacewr,
= g

modp

acewk;

=g modp

where,

acews; T acewr; _ _acews;m odqgw Aacewrmodp

]modp

_ acews;modq+ z slacewr;modp

! modp
g(wew k',modp _ gauau‘ (sira T)modqmodp
_ acews;m odq +z acewr,modq] modp

If the equation o =g"“““modp holds, then
zplacewr;modp] is equal to z,[acewr;modglmodg.
Now since gad(z,g)=1, we have acewr;modg=
= [acewr, modp] modq.

However, this is not true. For instance, if
p=T.q=3,acewr; =10, then acewr,modg=10mod3=1,
while [acewr;modp] modg= [10mod 7] mod3 = 0.

We can conclude that group signatures
generated by signing phase cannot pass the
verification test due to the designing flaw
of this scheme.

We do not attempt to solve the above
problem in this paper. If one wants to im-
prove LCH scheme, another problem showed
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in next section should also be considered.
2.3. Attack on LCH scheme

Given a group signature h(m),RS R, R,
{S,.5,,4,B}, one can do the following steps:

(1) Compute R, +R,.

B+ R,

=(a-c-e-w-r;+a-c-d-z-r;)modp

=a-c-r,(ew+dz)modp

=a-c-r;modp

(2) Compute v= (R, +R,) - B~ 'modp.
(R +R,) - B 'modp

=(R +R,) + (yyac)” 'modp

= (acr,) + (y,"(ac)” ") modp

= 7',-y;'r’modp

That is, anyone can compute such value
y=ry, modp from a group signature. Note that v
varies for different signers, since z, and r; are re-
lated to each signer U, and group authority’s public
key y, wil not change for different group
signatures. Therefore, one can always determine

whether signatures are from the same signer or not.

lll. Analysis of ZCZ scheme
3.1. Review of ZCZ scheme
Setup.

Group  Manager (GM)
Diffie-Hellman group &, of prime order ¢ and a

chooses a gap

multiplicative group G, of the same order and a bi—
linear map e : G, X G,—G,, together with an arbitrary
generator PEG,, and chooses xEZ; as his private
key and computes X==zP as his public key. Then
GM makes {G,, G.e,q¢. P, X, H,, H,} as the group pub-
lic message, where H, and H, are two hash func-
tions: A, : Z—G, and H,:{0,1}'—7Z,.

Security Mediator (SEM) chooses SEZ; as his

private key and computes S=sP as his public key.

Join.

When a user U, with idientifier /D,€7 wants to

join this group in time period j. GM computes
Y, =H,(UD,) as the public key of U, and computes
X, =2 'Y, as a signing sub-key sending to U

secretly. User U, can verify the correctness of X, by
e(X.X) =e(PY).

Meanwhile SEM chooses a random num-
ber e, €7, for user U, and computes S, ; = se; ’Y; and

V,;=¢/P. Then SEM sends (S

.57

V) to U, secretly.

e(V,8,) =el57,).

After X; and S, ; pass the correctness verification,

U, can verify the correctness of S ; by

user U, becomes a group member and saves the pair
(X,5;, j) as his signing key for time period j.

Revoke.

There is a Certificate Revocation List
(CRL) which records information of revoked
group members. The item of CRL is (¥;t) means a
group member with public key ¥, was revoked in

time period t.

Evolve.

While time period evolves from j to j+1, group
member U;'s signing key (X;,5; ;) will be evolved to
(Xi.,S,.,jH) by SEM with equation:

S e 1S

i1 G Wi

and S, ; will be destroyed by U..
Sign.

To generate a group signature on mes—
sage m in time period j, Group member U, selects a

random number kEZ; , computes:

r =kY;
o=k, (mlj)S; ;
c=kH,(mllj)X,
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then sends (Y;,r,,0,¢,j) to SEM secretly. Firstly,
SEM checks whether signer is a valid group mem-
ber by CRL, then by equation

1ed,
e;o

Hy(mlj)r, =s"

to verify whether S, ; was used to signature, fi-

nally computes

Ty = ¥P

_ 1
T3 =S8 €T

7, =8"P+K (r,+r,+c)

(r),79:75.7,,6,§) 1S group member U,'s signature

for message m in time period j.
Verify.

The correctness of a signature (ry,ry,rsry,cj) is

verified by:

e(Rr4) = e(S,S)e(rz,rl )e(r2,7’3)e(r2,c)
and
e(X,c) =e(P,H,(mlj)r,)

Open.

In the case of a dispute, SEM has to open
a signature (r,,ry,7,,7,,¢7) according the saved

(e;, Y;). If there is a e, satisfies equation:

-1 —
s€;, T3 =T,

then signer is Y.

3.2. Attack on ZCZ scheme

A malicious group member constructs
specific values of (r,,o,c) and interacts with SEM
several times to get s*2 which should be blinded in
signatures. Then he can generate group signatures
that cannot be opened by group authority, which
means he cannot be traced. Besides, the malicious
group member cannot be revoked from group and be
affected by group evolution.

A malicious group member U, can do the follow-

ing steps to generate a group signature:

(1) U, chooses a random number kE Zq* , com-

putes:
r, =kY,
o=kHy,(m)S,
c=kH, (m)X,

then sends (Y,.r,,0,¢,5) to SEM, and gets a group
signature (r,,ry,r,,7,,¢,j) from SEM.

Since SEM computes r; as:

=g lop
ry=s er

:sfleik'Yi

U, can compute a=ry/k=s""e;Y, as U, knows
value k.

(2) U, chooses a random number (€7, computes:

‘4

r :la:lsfleiYi

o=1H, (m) Y,
c:lHQ(m)Xi

then sends (Y,.r,,0,¢,5) to SEM.
SEM first verifies if H,(m)r, =s"'e,o

i

H, (m)r, = H, (mllf)is™ e, ¥,

it

s le,o=s5"telH,(m)Y, = Hy(m)r,

r, pass the above test. Then a group signature

(ry,ry:7r37,56§) is generated by SEM to U,

i

Since SEM computes r, as:

— 1
s =S8 ery

= sflei (Is~ 'ei Y
= 572e?l Y,
U, can compute B=r,/l=s2]Y, as U, knows

i

value 1.

(3) U. chooses a random number I'€Z, com-

7 q°
putes:
r=la=1s""e Y,

cr:l/Hz(m)Y

i



c=—1'(a+p)

then sends (¥;r,0,¢.j) to SEM.
SEM first verifies if H,(m)r, =s 'e,o:
Hy(m)r, = H,(mllj)l's e, Y,

s~ 1ei0 =5 1eil'H2 (m) Y, =H, (m)r1

r, pass the above test. Then a group signature
(rysryrmy56.4) is generated by SEM to U,.

Since SEM computes r; as:

N
e =8 er

=sle,(I's" e, V)
=s2'Y,
= l/ﬂ
and computes r, as:
Ty = s P+ k'(rl +r, +c)
= P+E (o) +('8) + (=1 (at+p))=5*P
U, knows r, =s*P.
Above steps should be done within time
period j=1. Now U, can generate a group signature
of message m without the help of SEM:

e=kH,(mlj)X,

ry =Y,
Ty =1P
ry= kP

T, = 82P+Z(T1 +r, +¢)
where I,k are random values chosen from Zq .
By checking verification equations
e(Pr,) =e(S.9e (7”2,7"1)6(7"2,7"3)6(7“2,6) and e(X,c)=
e(P,H,(mllj)r,), we can see this forged signature

passes the verification phase:

e(
e(
e(sP,sP)e(lP, (r -‘rr?-‘rc))
e(S,8)e(r, (ry+r;+c))
(s.

“U

e(Pr,) (s P+1(r, +7,+¢)))

 s2P)e (P,l('r] +r3+c))

I \
“U

=e(S, )e(rz,rle(rz,rg)e(rz,c)

and

So any verifier will take this group sig-
nature (r,r,,7,,7,,¢.j) on message m in time period
j as a valid group signature.

Most  importantly, this group  signature
cannot be opened. This means SEM cannot
trace the actual signer U, from the signature, which
is against traceability, one essential property of
group signature. The reason is that SEM verifies
whether se; 'r, =r, to determine if the signer is ¥,
or not. But the malicious user U, in the above attack
uses r, =kY, and r,=kKP, so the equation
se; 'r, =7, will never hold for user U

Additionally, the malicious group member
U, will never be revoked from this group. Notice
that, in signing phase, SEM checks whether the
signer is a valid group member or revoked one by
using CRL. But the above attacker U, can generate
signatures without the help of SEM, which means
SEM does not have opportunity to check whether
the user is legal or revoked one. That is, U; can al-
ways skip the CRL validation step performed by
SEM and freely generate valid signatures by
himself. Thus SEM cannot revoke the user U..

Furthermore, evolve operation has no ef-
fect on group member U, anymore because in sign-
ing phase SEM checks whether S ; was used to
sign signature by equation H,(mllj)r, =s 'elo. But
U, generates signatures without the help of SEM.
This violates forward security, a requirement of
their scheme as authors claimed.

IV. Conclusion

In this paper, we have analyzed two recent
group signature schemes, LCH scheme and
7ZCZ  scheme. We showed that LCH scheme
does not work correctly and not meet
unlinkability. We presented that ZCZ scheme
Furthermore,

7C7Z scheme is unable to meet forward se-

fails to satisfy traceability.

curity, a requirement claimed in their paper.
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