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ABSTRACT

Open and Judge in group signature schemes can be brought into the management of misbehaving users. Unfortunately, when
Open and Judge of a certain group signature are used into another group signature that adopts the same linear encryption, they
are not suitable for processing exceptions due to well-behaved users. In this paper, for all group signatures based on the linear
encryption, we propose and discuss new Open and Judge that are suitable for processing exceptions due to well-behaved users.
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Dye—(Bu(v)*)? DM Reh"w”,

Ryh"(u)" (U)ler R Rye—p(u)”, B (v)"”,
(:HH(RURZ,R&,me), s b, sy, 3,
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0"*(711,j;,:Zé,Dl,DZ,C,81,82,83,8,1,55,SG)

(A4,7)<—MMO06.Open (gpk,ok = (£,,&,),m,0)

AT /(T T, (r,7y) —riZ, P,

Xl(;Tf XzHT; }21(71? vHQHTQ7 vH3Hhr]:R4HhT?:
c—H(R,R, R, R,),

sy 6, sy Ty,
7r<—(pk1».,sig,B,x,s,Xl,XQ,c,sl,SQ)

0/1<MMO06.Verify (gpk,m,o)

if(e(73;,D,) #e(g,,D,)) return 0

B bt T ) )0y
B () T; R o)/ T5
if(c=H(R,R,,R;,R,,m)) return 1

else return 0

0/1<—MMO06.Judge (gpk,m,o,A,7)x

if (Verify(pk;, sig,B) =1 OR

e(A,wh*) #e(gl,Ba({))‘*) OR A= 'Z;/(X1 . Xz))
return 0

}EHTS‘/XC EZHT’Z/X“, Iyﬁz%hs‘/u”, ]i%hs'z/v”

if(c= H(R, R, R,R,)) return 1

else return 0
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MMOOG —3— Ad kst ZIHS ARESHHA,
Judge 7 FallFe L5 A9 7IHelth o] L
= A9 7]ﬂg,oﬂx+t— % 3N (wvhuvw) EG,,
WA Q24 (4, Ba,s,q), WA Q2] wel7] 4
oAn A7) (€.6)e B=h', A=y (Bulo)’ >”m
w=h", u by 9} 7o JA oln, y= G, =
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r)eltl. FHEHoT MY 5= (1.1, 1. D,
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—|—4

[‘_E.
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A FHEE AR AAEA dgkeS Bl
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£ NIZKeb= #A7F 9 824 25 A9 7]”4«]
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gk Zlo]tt

3.2.3. BBS04=2| Openz} Judge2| O[4

BBS04+= MMOO6TJr th=A Awel Hol7t g
Wk opdel, ditte] ks G ellAl FeEky] Wi

o]l MMOO06Xc} w402 Fatghe}, w}am 2% A
7] 58 27l 9loiA BBS049] A2 wed vt
ach. apA|E A o] =iellA st & 3
M BBSO4E AH2E S 9lS AxE walth o
v BBS04 AH| 2 Opend}t Judged Al2s}

AR 947] wiEelet. 1Evk MMO063} BBS04
gl M3 g3 FES A3l Qs aF AHE
7] W&ol MMO062] Open} JudgeS BBS04
| FEE A3 b ojalx] oA AREE 4= gl
A)e] BBS04oll= Judger]so] $17] wiol vHA
AdS 918 8= 22t gl

o]=7 BBS04¢l| Open/Judge 715°] A7,
i%oﬂﬁ aEslgw S8 Ao AT S gle

H

|

o

£

g T4 3% 4 gldh zEv BBS04+=
MMO062] Opene o148 7% 7k F2315A4 0]
7] Wil 9y IS4 (42)7F BF xEHo)
WA Q57 2E2EHW, oE ks olE olE
sle] fag A AT F 7] Wt 2 FA
WA QISAME H7lsElof gl o]l= AR AM8AE
ﬂfj’]‘ IL]‘E_X] Lzs

w2bd MMO06<] Open/Judges BBS049l] A}
L=, o] =elA A3k 58 A oA A
3] Erlssicl. ulEbd BBS04E $ls &
Open¥ Judges AAE7}, ol BBS04 #1A)
£ I 54 A AM-S A|ghsledof gl

IV. ARZAL MRS =&5l= ME2 Openz}
Judge

4.1. YAl ALEA

I8t Openz} Judge

oAb} e o]frellAl MMOO06¢ Open¥}
Judgets A ohjZh BRSO A4
AREARS] B8] 2 Lqelle AREE 5 9l A R
o} dubkde = o 1‘?5 1M oA ARERpe] A}
S dohlrhe 9fvl= ARgAke] S dopdl A3t
TAAE L ot o] =R A orleM e 54 1
5 Aol tigk Algaeke opiiths 2122 Open
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(4,7)<—0OpenHU
((]pkOk (§|7£2)m07(]—{,];~T ))

AT/ (T - 1), (ryyry) ({2, ),

X I Xy I R 1] Ry 1) Rl Ry ™,
C—H(X,, Xy, By By By, Ry) sy 6y
WH(Xl,XZ,c,sl,sz)

Sy, Ty,

0/1<JudgeHU (gpk,m,o, A,7)

if (X;=10R X,=1O0R A= T/(X, X))
return 0
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